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The Smart Home concept integrates smart applications in the daily human life. In recent years, Smart Homes

have increased security and management challenges due to the low capacity of small sensors, multiple con-

nectivity to the Internet for efficient applications (use of big data and cloud computing), and heterogeneity

of home systems, which require inexpert users to configure devices and micro-systems. This article presents

current security and management approaches in Smart Homes and shows the good practices imposed on

the market for developing secure systems in houses. At last, we propose future solutions for efficiently and

securely managing the Smart Homes.
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1 INTRODUCTION

1.1 Motivation

The Smart Home concept is the answer to the demand of integration of smart appliances and
systems in the human environment. It encompasses a rising number of devices, services, and ap-
plications that make people’s life and everyday duties easier. Based on a dozen technologies and
standards, hundreds of device suppliers offer an extensive range of solutions (meters, actuators,
sensors, micro-systems, etc.) that are integrated in the Home environment. This heterogeneity
directly affects the increase of security problems in the Smart Homes.

Even if vendors try to agree on good practices in security implementation, the reality is that
the interconnection of devices provided by different vendor already presents a number of issues
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in regard to security and privacy. Moreover, many of the devices classified into the Internet of
Things (IoT) have limited resources (from the point of view of processing capacity and storage),
which makes the execution of complex security mechanisms difficult.

In the last years, two more worrisome (from the point of view of security achievement) tenden-
cies have appeared while building Smart Homes. The first one is the multiple connectivity to the
Internet. This is caused by the cloud-based management of IoT systems as well as by the use of
the cloud systems as collaborators of IoT, i.e., many IoT systems make use of the cloud for data
analysis and storage.

The second tendency is the behavior of end users, who are becoming responsible for config-
uration of Smart Home functions including setting access passwords, granting access to devices
or services (i.e., electronic door locks). This may cause security holes and instability in the Smart
Home environment.

1.2 Main Contributions

The current situation of Smart Home environments requires new solutions for providing security
and data privacy. Data privacy is another hot topic in Smart Homes since a number of critical
applications have been brought to the houses, e.g., a smart health.

In this article, we present the current approaches to security in Smart Homes, including stan-
dards and outstanding mechanisms. We describe security issues, grouping them in different objec-
tives (integrity, privacy, availability, etc.), which are closely related to Smart Home environment.
We present threats and countermeasures used in current systems. Moreover, we look at the se-
curity from a practical point of view and describe the current practices (called good practices) for
ensuring security goals within heterogeneous Smart Home systems.

Finally, we compile the open research issues and expound how Smart Homes will develop in the
future.

2 THE SMART HOME CONCEPT

Recently, an increasing number of homes have been equipped with smart devices that interact
with the inhabitants, observing and learning their behavior and providing proactive services on
that basis. They are designed to provide more comfort, strengthen the feeling of safety, help to
manage energy, etc. Until quite recently, all these applications were an isolated island (from the
point of view of technology), each one operating with several devices generally communicating in
the same radio space. Nowadays, each household constitutes an ecosystem where all the devices
cooperate, offering different services and sharing the radio space.

In principle, this approach can be modeled by two layers within the Home Area Network (see
Figure 1 for details), the lowest one containing communication with and between the devices and
the highest one containing composed services exposition. By the term Home Area Network (HAN),
we understand all the devices and communication rules operating jointly in the house scope for
creating the Smart Home reality. HAN assumes connectivity with external systems (Wide Area

Network). The HAN comprises the following components:

—The set of Internet of Things (IoT) devices, which control various aspects of human exis-
tence (in-home and in the nearest surrounding) by using different devices. Some studies
also distinguish constrained devices and powerful equipment (e.g., [1, 2]), where:
—constrained devices are devices with limited power, memory, and processing resources

strictly tailored to concrete tasks (i.e., smart bulbs, smart meters, sensors, etc.). For this
reason, the implementation of additional processes (including security) is considerably
difficult or impossible. According to report by Lévy-Bencheton et al. [1], constrained
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Fig. 1. Smart Home environment and its relationships.

devices might be divided into several categories depending on their RAM capacity, mem-
ory storage capacity, and CPU power. Indeed, the class of a constrained device has an
impact on its security capabilities, and thus it introduces limits to the application of se-
curity mechanisms.

—powerful equipment are devices typically powered by the main supply which may offer
enough computational power, memory, and communication interfaces to perform ad-
ditional tasks including security. Examples of powerful equipment are Home Gateway
(HG), TV sets, and the like.

—In-home services which allow HAN to control the IoT devices and present gathered data.
These services usually expose interfaces to manipulate device settings and present the
measured parameters or status of constrained devices. The services might be accessed by
external applications through a local web server.

—Remote services including remote (multimedia) content storage, device administration, and
analytics. They ensure the access to all or selected management functions. Moreover, these
services often provide storage for backup and user data (e.g., shared multimedia files).

—At last, mobile devices are often used to control remotely the Smart Home, including re-
mote activation of services. They make use of remote services for getting access to in-home
services.

IoT devices can form a network, becoming “constrained nodes” in that network [2]. Such a
network may suffer from several important constraints such as unreliable channels, limited and
variable bandwidth, and a highly dynamic topology. The communication between constrained net-
work and other networks is usually maintained by way of gateways (often called hubs or smart

hubs), which ensure conversion of transmission medium and communication protocols, and often
play the role of storage unit for exchanging data. In small deployments, conversion processes may
be performed by one device – Home Gateway, which usually serves as a router, firewall, WiFi
access point, and command center for controlling all devices constituting the Smart Home ecosys-
tem. In more complex solutions, the devices are usually grouped by technologies (e.g., ZigBee,
Z-Wave, etc.), functionalities (e.g., heating, lightening, sensing, etc.) or location (e.g., floor inside
of a building). Constrained devices are connected to HAN through controllers, signal repeaters
and other transmission devices which support communication.

ACM Computing Surveys, Vol. 50, No. 5, Article 75. Publication date: September 2017.



75:4 J. M. Batalla et al.

2.1 Application Areas of Smart Home

Smart Home concept enables the management and control of different functional areas related with
the comfort of the inhabitants. The functional areas may be divided into (but are not limited to)
five groups: energy efficiency, renewable energy, e-health, multimedia, and surveillance & security
[3–6].

2.1.1 Energy Efficiency and Management. One of the aims of introducing Smart Homes was the
need for reducing energy consumption by households. At the basic level, this involves gathering
energy consumption data coming from various home appliances (called smart metering) and
introducing event-based energy saving procedures (e.g., energy saving when inhabitants are not
at their home). The further development of home automation tools gave the ability to better
match the energy consumption with the lifestyle and habits of the household. They apply logic
in controlling home appliances as well as advanced dashboards to provide feedback about energy
usage. In this context, smart energy control systems can monitor the home energy consumption
and find intelligent solutions for energy saving within the house.

2.1.2 Renewable Energy Management. Energy management in broader sense includes also
the use of renewable energy sources. Therefore, the Smart Home concept might include the use
of solar, wind, and other renewable energy sources. In this case, the alternative energy sources
must be integrated within a power consumption management mechanism. This is particularly
important if the energy suppliers plan to distribute electricity obtained from renewable sources
within Smart Grids [7]. In the market, there are several commercial solutions for home energy
management services which include differentiated energy sources (e.g., Honda Smart Home1 and
Bosch Smart Home2).

This set of Smart Home functionalities combined has a great impact on the Smart Grid deploy-
ment which encompasses all actors on the energy market.

2.1.3 Health Care Systems. Smart Home environment is also open for personal constrained
devices used as clothing or accessories – wearables. Their rising popularity also impacts the Home
Area Network concept. The possibility of monitoring physical health is one of the key features
attracting users. Health monitoring is necessary in an aging society. In this context, Smart Home
systems supporting healthcare can complement or even replace selected current high-cost hospital
healthcare practices. Moreover, wearables and other healthcare technologies help older people to
live independently in their own houses [8], reducing the expenses of clinic-based assessments and
labor-intensive procedures [9].

2.1.4 Advanced Multimedia Services. Recently, the number and variety of multimedia applica-
tions used by inhabitants within the Smart Home has grown significantly. It has resulted from the
increasing popularity of mobile devices, entertainment platforms (e.g., Game consoles, Media cen-
ters, etc.). On the other hand, all of these devices need to be attached to the home network to share
multimedia or support control over the media environment. As a result, recent years have seen
big changes in the approach to home entertainment. Mendes et al. [10] argued that the evolution
of future Home Area Media Networks (HAMNs) is constantly driven by an expectation that the
future media parameters will go beyond the current high-definition formats. On the other hand,
the media has become more interactive than it was earlier, which results in the introduction of
smart TV sets, smart set top boxes, and other similar devices. The HAMN trend aims at connect-
ing various families of smart devices (TV sets, set top boxes, media centers, network hard drives,

1http://www.hondasmarthome.com/.
2https://www.bosch-smarthome.com/.
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game consoles, etc.) in one ecosystem, providing entertainment for all household members. How-
ever, generational differences create also a barrier for the use of multimedia devices in the house,
so not all the household members profit from the HAMN, as explained in [11] and [12].

2.1.5 Surveillance and Security. Surveillance and security systems are intended to gather accu-
rate data for further processing (e.g., face and object recognition, human activities recognition).
Therefore, these services often require QoS support adequate for carrying out the computations
related to image analysis [13]. Not all the surveillance methods are applicable to Smart Home
environments because of computational complexity and required short delay for intrusion event
detection. Moreover, Smart Home network infrastructure usually does not support transmission
from multiple high-definition cameras. Instead of this, home surveillance cameras served by con-
strained nodes share the limited network resources and transmit the video signal to the storage
for further processing. Solutions for such systems have been presented in [14] and [15] as well as
similar systems addressed to face recognition and sound localization that have been presented in
[16].

2.2 Home Area Network (HAN)

The Smart Home concept assumes that the devices constituting the ecosystem are connected in
one or more Home Area Networks (HAN), which include:

• One or several High-Speed Networks, usually Wi-Fi Networks that may be provided by a
set top box, mobile devices, gateways, access points, and the like.

• Personal Area Networks or ad-hoc networks created between several constrained devices,
for instance, using low-speed connections (Bluetooth, ZigBee, Z-Wave, etc.). This concept
comprises also the Wireless Sensor Networks (WSNs).

The use of High-Speed Networks in context of smart devices relates mainly to the user access.
The most common method of smart device manipulating is through a web browser or a dedicated
smartphone application (via dedicated vendor’s server or cloud service). More powerful devices
offer access through their own built-in web server, which allows the user to use a web-based GUI to
manipulate the appliance. Other groups of devices expose their own API that the user can interact
with. In this case, smart device exposes an API directly or using other resources.

Servers exposing APIs may reside on the HG or may be run in the cloud. The advantages of
the clouds are that they provide whole solutions (to Smart Home software providers) without the
necessity of building and, in addition, the clouds support unifying security tools (e.g., patches and
firmware updates) as well as analytic tools. In turn, exposing API service within HAN requires
also running a listener service on a specified port. Although launching this service from HAN is
usually not a problem, for the remote access (over the Internet) port forwarding on HG and the
appropriate security policies must be applied.

Besides HAN, the Smart Home ecosystem ensures connections to Wide Area Networks (WAN),
including (1) High-Speed Networks, typically providing access to the Internet, for instance through
the Internet Service Provider (ISP) network or the Mobile Network Operator (MNO) network, and
(2) Low-Power Wide Area Networks (LPWAN), which are also able to provide WAN connectivity
while requiring low power from the end nodes (e.g., LoRaWAN,3 Sigfox,4 etc.).

3https://www.lora-alliance.org.
4http://www.sigfox.com/.
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Essentially, communication with WAN aims at exposing managing interfaces. For this reason,
specialized software companies such as Belkin’s WeMO, iControl networks,5 and Zonoff6 focus on
development of IoT-related software platforms responsible for managing different wireless com-
munication protocols and standards, cloud computing, and data storage. These platforms expose
APIs addressed to control the Smart Home components.

2.3 Communication Standards for HAN

Popular HAN solutions are based on radio and cable (mostly Power Line Communication – PLC)
standards. The radio communication within HAN is mainly based on standards presented in
Table 1.

Cable-based communication systems for HAN include standards based mainly on X10, which
describes the powerline signaling technology.

Home Automation Networks make also use of communication suites, which encompass stan-
dards for multiple types of physical layer (both power line and radio communication). The most
popular solutions come from home automation industry and include both open and proprietary
solutions. Some popular examples are:

• Insteon, which is the patent-protected technology, wherein the radio communication uses
similar band as Z-Wave but at different frequencies across different countries (Z-Wave:
868.42MHz – 921.42MHz, Insteon: 869.85MHz – 921MHz). The powerline version operates
at 131.65kHz. It’s also compatible with X10 solutions.

• LonWorks, which is the communication standard created by the Echelon Corporation. It
uses different media types such as twisted pair, coaxial cables, power lines, fiber optics,
infrared, and radio. The standard defines the communication rules at the seven layers of
the OSI (Open Systems Interconnection) model.

• The KNX standard, which unifies the three existing standards: the European Installation Bus
(EIB), European Home Systems Protocol (EHS), and BatiBUS. It describes communication
rules using several physical media types, including: twisted pair, powerline (inherited from
EIB and EHS), radio (KNX-RF, which operates at the 868MHz), infrared and Ethernet.

The aforementioned standards cover most popular communication platforms used in HAN.
However, it should be noted that their use extends far beyond the home automation.

3 SECURITY APPROACHES IN SMART HOME

General security requirements for Smart Home infrastructure cover six well-known goals: confi-
dentiality/privacy, integrity, authenticity, non-repudiation, availability, and authorization. How-
ever, unlike Internet-connected terminals, most Smart Home equipment neither have a uniform
execution environment nor enough computational power. Therefore, it is difficult to implement a
complex security strategy. Since the Smart Home environment partially inherits its components
from IoT systems, some security-related categories describing IoT platforms may also be applied
to Smart Homes, specifically as regards the WSNs. WSN architecture has been developed with
particular emphasis on security issues [17, 18] and includes the:

• Perceptual layer consisting of all devices gathering information about physical world as
well as impacting on the environment;

5https://www.icontrol.com/.
6https://zonoff.com/.
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Table 1. Popular Radio Communication Standards for HAN

Standard/reference Subject
IEEE 802.15.4 Standard for Low-Rate Wireless Personal Area Networks (WPANs),

which defines both the physical (PHY) and the Media Access Control
(MAC) layers. The first version (issued in 2003) made use of the
Direct Sequence Spread Spectrum (DSSS) technique, but the
successive releases extended the scope of application for other
spread spectrum methods and different modulations. This standard is
used by several higher layer protocols such as ZigBee,7 6LoWPAN.

Z-Wave Standard for wireless communication protocol, which operates in the
Part 15 unlicensed industrial, scientific and medical band (at
868.42MHz in Europe). This standard is supported by the Z-Wave
Alliance as competitor/replacement for ZigBee

Bluetooth Low Energy
(BLE)

Standard for wireless communication over short distances, defined
by the Bluetooth SIG (Special Interest Group8). It operates in the
unlicensed ISM 2.4-GHz band and is used as ad-hoc point-to-point
PAN technology. The radio communication is based on Frequency
Hopping Spread Spectrum (FHSS) for avoiding occupied frequencies.
It offers up to 1Mb/s over 1MHz channels using this technique.

EnOcean The wireless communication suite standardized by the International
Electrotechnical Commission (IEC) and supported by the EnOcean
Alliance.9 It defines transmission in four bands: 902MHz, 928.35MHz,
868.3MHz, and 315MHz.

WiFi, (IEEE 802.11
standards group)

IEEE 802.11 uses the following PHY radio techniques: DSSS, FHSS,
OFDM (Orthogonal Frequency Division Modulation). Currently, the
most widely used versions are 802.11a and 802.11g. Both of them
provide theoretical 54Mb/s using CSMA/CA, wherein the “a” version
is based on transmission in the 5GHz band. The latest versions
(802.11n and 802.11ac) increase the maximum data rates to 150Mb/s
and 866.7Mb/s, respectively. WiFi standards are used as a basic
communication method used by many Smart Home devices
manufacturers, i.e., Belkin’s WeMo,10 Apple’s HomeKit.11

• Network layer ensuring the reliable transport of data from perceptual layer, its initial pro-
cessing in constrained devices or gateways, proper classification, and conversion of the
data form. It encompasses data exchange across various networks, i.e., local, access (wired,
wireless – mobile network) and core network;

• Application layer providing customized services according to the user needs. Some authors
distinguish an additional layer called support layer, which is aimed at setting up the support
platform for the application layer, in terms of preparation and organization of IoT data. In
this context, the support layer would be responsible for data computation, aggregation and
access for the application layer;

7http://www.zigbee.org/.
8http://www.bluetooth.org.
9https://www.enocean-alliance.org/.
10http://www.belkin.com/us/Products/home-automation/c/wemo-home-automation/.
11http://www.apple.com/ios/homekit/.
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Fig. 2. Security requirements vs countermeasures in general IoT architecture.

This architecture is also directed to solve the security problems existing from the bottom (in-
dividual devices) to the top (IoT services), such as physical security of devices and communica-
tion between them, data acquisition security, and information processing security. The measures
adopted for achieving the security goals and their division into the architecture stack are presented
in Figure 2.

The security requirements assigned to a given layer of the architecture are closely related to the
features offered by the layer. At the perceptual layer, lightweight encryption technology becomes
important for protecting the devices. This encryption should include lightweight cryptographic
algorithms and lightweight cryptographic protocols for symmetric (or asymmetric, if possible)
cryptography. Moreover, applied cryptography mechanisms should also include tools for ensuring
the integrity and authenticity of exchanged sensor/actuator data.

At the network layer (called also the transportation layer), ambiguous security mechanisms on
the end-to-end path are inapplicable because of constraints of HAN network nodes. HAN nodes
require an authentication process to prevent information from being exchanged with illegal nodes.
Therefore, the network layer also needs to provide mechanisms for confidentiality and integrity
of exchanged data. It should convince suppliers to prevent the constrained network from the pos-
sibility of attaching a node for introducing a distributed denial of service attack (DDoS). Some
researchers point out that this threat is common in the network layer and may have serious impli-
cations particularly in the IoT [18]. Thus, prevention methods from the DDOS attacks should also
be provided at this layer.

Security requirements for the support layer result from the needs generated by applications
used in communication within the HAN such as cloud computing and various secure distributed
computation models. In this regard, the requirements of the strong encryption algorithms and
protocols derived from those models (cloud and distributed computation) should be applied to
HAN devices and data (including application security technologies and anti-virus).
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At the application layer, security requirements are focused on two aspects: the first one concerns
the applied authentication procedures and the use of key agreement mechanism across the hetero-
geneous network and the second one deals with ensuring the privacy of end-users. In this context,
Suo et al. [18] also draw attention to the end-user education related to the security aspects.

The three-layer security model presented above is aligned with the general reference architec-
ture proposed by the EU FP7 IoT-A project. Particularly, the IoT-A structure known as Architectural
Reference Model for the IoT – ARM [19] defines all the essential building blocks and design op-
tions in areas such as system functionality, performance, deployment rules, and security. One of
the sub-models of the ARM is a Security Model which is related to the functionalities and interac-
tions needed. The IoT-A Security Model is built on three pillars: Trust, Security, and Privacy, where
Security distinguishes among service security, communication security, and application security.
This model should be treated as a set of security features because target architectures can exhibit
different approaches, depending on the actual needs [19].

In Smart Home environments, the security mechanisms are difficult to implement because:
(1) HAN is a heterogeneous ecosystem that integrates several types of devices, services, and tech-
nologies; (2) most of the devices are designed to perform strictly assumed functionality and there-
fore usually have limited security support because of their weak capacities (CPU, battery, etc.);
and (3) many devices (or systems comprised of these devices) are interfaced with remote infras-
tructures (cloud storage, analytics, or remote access to the devices) to offer their services. Many
organizations have tried to standardize selected aspects of device cooperation within the Smart
Home (i.e., oneM2M,12 LightweightM2M13). When it comes to security, the most comprehensive
model (taking into account several options) has been developed within the IoT-A EU project. In
addition, the security mechanisms used in popular IoT cloud platforms like Xively and HomeKit
align some entities that were defined within the ARM model introduced by the IoT-A project. The
integration and implementation of a subset of functional blocks has been realized under the FP7
SMARTIE EU project, which performs in comprehensive manner the adaptation of the model to
the smart city concept.

In SMARTIE, several software components have been developed for helping the users to better
protect IoT systems at various levels, especially taking into account constrained nodes. Specifically,
lightweight encryption, node credentials, and lightweight generation of pseudo-randomness have
been proposed to offer better protection to constrained nodes. Moreover, the SMARTIE system
offers encryption functionality linked with access control mechanism. This is especially beneficial
when multiple receivers are involved. The information is encrypted once according to the access
policy, ensuring that all authorized recipients can decrypt the messages. The system offers enablers
for authentication and authorization targeted at several use cases from constrained to powerful
devices. The novelty is that the enablers may execute certain processing functionalities directly
on the encrypted data.

Similarly, the goal of FP7 RERUM project was to enhance the trustworthiness of IoT technolo-
gies by adopting the concept of “security, privacy, and reliability by design”. The project developed
architectural and communication frameworks for the interconnectivity of a large number of het-
erogeneous smart objects within the city. The proposed frameworks extend security functionalities
defined by the ARM Model, thanks to the definition of security primitives that may be developed
in restricted devices within a controlled environment.

12ETSI SmartM2M provides specifications for M2M services and applications, focusing on aspects of the IoT aspects and

Smart Cities (http://www.etsi.org/technologies-clusters/technologies/internet-of-things).
13LWM2M (OMA LightweightM2M) is an industry standard for device management. It relies on CoAP protocol and there-

fore is optimized for communications over sensor or cellular networks.
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With regard to security issues, the ARM Model was created for IoT as a generalized set of secu-
rity functional blocks and not as a detailed model. In this context, the ENISA report [1] proposes
a comprehensive categorization of Smart Home threats as a starting point for discussion.

4 THREATS

Based on the presented 3-layer software stack and following, in part, the ENISA taxonomy pub-
lished in [1] and [2], we may classify the security threats to the HAN devices as threats against
privacy, services availability, proper operation, authorization data leakage/misuse, altering of
stored data, interception of information, and repudiation of actions. According to both reports
[1, 2], the Smart Home environments may suffer from threats (limited to hardware/software/
communication) categorized as follows:

• Privacy/security threats including both nefarious activity (abuse) and Eavesdropping/
Interception/Hijacking, where leveraging design or implementation flaws. The attacker is
able to compromise one or several assets, provoking loss of confidentiality of private data
or loss of control over a device;

• Physical attacks on smart devices related to manipulation of devices. These attacks are typi-
cal in IT and may consist of uploading new firmware, adding hardware components, chang-
ing device settings, extracting encryption keys, and so on;

• Disasters and outages, which cover cases including denial of service for the user;
• Damage/loss (IT assets), which cover risks related to the removal of vulnerable data from

unused devices.

The following sections discuss main threats categories in the context of the individual layers of
the described model.

4.1 Perceptual Layer

This group introduces threats in the smart device’s surrounding that are technology dependent
(see Table 2).

Although communication standards provide necessary security mechanisms, suppliers do not
always implement them for fear of losing stability/performance in difficult propagation conditions.
In this context, test results presented in reports prepared by Cognosec [20] outline that some Zig-
Bee devices practically do not offer secure communication. Also selected implementations of the
Z-Wave standard suffer from lack of security, as shown by the group black hat hackers in the
U.S. They intercepted, impersonated, and finally disabled devices communicating with Z-Wave14

within the Smart Home. Similarly, the UK researchers found exploited security loopholes in the
implementation of cryptographic libraries. It turned out that the set of functions used for authenti-
cation of HAN devices was vulnerable to attacks. Zillner [20] have compromised home automation
controllers. Moreover, they were able to take control over the remotely accessible devices includ-
ing such safety-critical appliances as door locks and alarm systems. As it turned out further, the
transmission between Z-Wave nodes was secured using an encryption algorithm that was hidden
in the source code running the communication protocol. The researchers were able to extract the
secret key from the Z-Wave packet exchange by the protocol reverse engineering.15

14http://www.securityelectronicsandnetworks.com/articles/2015/11/19/considerations-z-wave-intrusion-detection-

systems.
15https://sensepost.com/cms/resources/conferences/2013/bh_zwave/Security%20Evaluation%20of%20Z-Wave_WP.pdf Se-

curity Evaluation of the Z-Wave.
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Table 2. Threats at the Perceptual Layer

Threats category Threats Characteristics/ attack examples

Nefarious
Activity/ Abuse

Identity theft of
the device

At the perceptual level, this threat consists in taking control of the
smart device. One of the possible attacks might make use of the
device-dependency of the pre-loaded encryption keys and might be
performed on the ZigBee devices paired with the smart hub [20].

A similar vulnerability for attacks demonstrate devices that use
Z-Wave radios. A new device joining a network uses a
hardware-based pseudo-random generator and a temporal
hard-coded default-bit pattern for generating a symmetric key. A
potential attacker is able to sniff the initial device pairing
exchange and steal the generated encrypted key [21].

Malicious
code/software
activity

This group of threats encompasses attacks based on applying the
malicious code on smart devices software. The possibility of using
these methods is strongly determined by smart device hardware
and software construction.

Abuse of
information
leakage

This group of threads is mainly related to privacy leakages
through smart device traffic analysis. Most attacks are carried out
against radio devices since wireless communication technologies
are prone to such threats. As a result, they might lead to obtaining
confidential information which combined with social media
information reveal sensitive data describing residents of the house.

Attacks are usually analyzed by vendors and used for software
updates. An example is the susceptibility to hacks of the
BLE-powered smart locks which send a user’s password in plain
text to a smartphone.16

Manipulation of
hardware &
software

According to [1], this threat group relates to unauthorized physical
manipulation during the whole life cycle of the smart device,
including the production process. Exemplary threat, researched
and described by [22], refers to malicious hardware modification
during fabrication process.

It also includes manipulations caused by poor physical security at
the exploitation phase, which makes it feasible that a potential
attacker accesses, e.g., USB ports or SD cards readers, to access the
operating system and potentially any data stored on the devices
(one of the major HAN threats outlined by the Open Web
Application Security Project17). Manipulation may also be
performed by using a configuration client installed by an
impersonating attacker.

Manipulation of
information

Following the taxonomy presented in [1], this group of threats
encompasses attacks against non-repudiation of information
processed by HAN-connected devices. In consequence, it may lead
to the repudiation of performed actions, logs modifications, etc.

Misuse of audit
tools. Falsification
of records

Audit tools are common for the system development process,
however they may be used also by attackers. This group of threats
includes also misuse of the information obtained by physical
protocol sniffers.

(Continued)

16http://www.digitaltrends.com/home/bluetooth-smart-locks-easily-hackable/.
17https://www.owasp.org.
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Table 2. Continued

Threats category Threats Characteristics/ attack examples

Unauthorized
installation of
Software.
Badware

The exemplary attacks encompass writing the modified firmware
to the victim,s device. Examples of attacks that use infected
firmware updates through the USB port are presented in [23].
Arias et al. point out that tested devices did not use encrypted nor
digitally signed firmware for updates, making them susceptible to
change for an potential attacker.

Eavesdropping /
Interception /
Hijacking

Interfering
radiations

This threat category refers to wireless networks and encompasses
attacks launched at physical layer. The most common example of
the attack that might lead to the radio channel disruption is
jamming [24]. It is based on interference of the attacker’s station
with the radio frequencies of the nodes.

Interception of
information.
Network
reconnaissance
and information
gathering, Replay
of messages, Man
in the middle/
session hijacking

The interception of transmitted information is relatively easy in
the case of radio communication. The various radio standards
support payload encryption at the link, or at the upper protocol
layers (i.e., WiFi, IEEE-802.15.4-based technologies, Z-Wave, BLE).

On that basis the potential attacker may perform time analysis and
traffic burst correlation as well as traffic shape analysis, which
may help in device identification (e.g., smart TV, NAS repository,
etc.). Next, combined with observed user behavior, this
information may be used to profile the house occupants’ habits.
On the other hand, sniffed packets might be used for replay traffic
attacks aimed at destabilizing the system.

Into this category falls also a broad range of relay attacks.
Particularly, various radio controlled smart locks are vulnerable to
those attacks. Example of the Bluetooth relay attacks launched on
smart locks may be seen in [25].

Repudiation of
actions

This threat category refers to the intentional data manipulation to
repudiate action taken by the smart device. In literature, the
common example is based on attacks against non-repudiation of
smart grids metering data [26].

Physical attacks This threat category encompasses a wide spectrum of physical
attacks on smart devices. The most representative example is
tampering, which refers to the physical attacks on the sensor
nodes [27].

Physical attacks may cause damage to the sensors or may make
them completely unserviceable. Many examples in literature show
that the threat may turn out to be more feasible with an increasing
number of sensors in our environment. [28]. Moreover, physical
attacks on the sensors could also threaten to bring down the entire
sensor network by destroying, disabling, or stealing the sensors.

Dependability and
reliability

Outages/Disasters This threat category encompasses events directly causing smart
device to lose service. In [1], Lévy-Bencheton et al. point out
exemplary situations such as lack of electricity. An intentional
action taken by an attacker may make selected/all smart home
devices unavailable.

Failures/
Malfunctions

This category encompasses threats arising from failures and
malfunctions mainly caused by:
• hardware and software bugs,
• failures of communication links (e.g., between

devices and the smart hub),
• failures or disruptions of power supply,
• configuration errors, etc.
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4.2 Network Layer

Generally, this category encompasses threats related to the end-to-end communication including
also communication over the Internet (see Table 3).

The range of the constrained devices’ end-to-end communication is often limited by the tech-
nology that is used. Particularly, radio technologies require data passing through gateways with
connectivity to IP-based world. It reduces susceptibility to various security risks that might com-
promise transmitted data, because end-to-end data exchange (on behalf of the constrained device)
is performed by powerful (home) gateway, which is able to secure the transmission over the IP
network.

4.3 Application Layer

At the application layer threats encompass security violations related to application logic, data
processing, and reasoning. Table 4 gives information about main categories of threats and provides
examples of security vulnerabilities.

The above threats classification concentrates on various aspects of Smart Home data accessing
and processing. It covers actions taken both by smart device and cloud infrastructure.

Threats concerning the data manipulation through web interface (based on local resources or
vendor’s cloud) were characterized by OWASP (see Table 4) but may be extended also on smart-
device APIs.

On the other hand, cloud environment performing smart device data processing is exposed to
typical threats for those solutions. It ranges from physical outages, account/service traffic hijacking
(leading to data loss), insecure APIs (including bugs), DoS attacks, malicious insider attacks, and
the like.

5 COUNTERMEASURES

Current HAN deployments are based mostly on wireless communication. Because of its broadcast
nature, the wireless communication is susceptible to eavesdropping and various active attacks.
Also Internet connectivity may make that Smart Home infrastructure vulnerable to attacks. Wire-
less connections and Internet access together with the constrained condition of the devices are
the weakest security points in Home Smart environment and, because of them, all the contexts of
security are at risk, i.e., confidentiality/privacy, integrity, authenticity, non-repudiation, availabil-
ity, and authorization. Therefore, the countermeasures that need to be taken are related to all the
security contexts.

5.1 Confidentiality/Privacy

In the context of the communication within the HAN infrastructure, confidentiality assumes that
exchanged user data are properly protected on the link between the constrained devices and the
sink node. The use of encryption keys in HAN deployments raises significant problems related
to both enormous resource consumption and efficient distribution of encryption keys. A common
approach assumes that the cryptographic keys are distributed across the constrained devices before
the network is deployed (Static Key management). Another solution is known as Dynamic Key
management and assumes that encryption keys are distributed to the constrained nodes on demand
and this process is triggered by the so-called keying events.
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Table 3. Threats at the Network Layer

Threats category Threats Characteristcs/ attack examples
Nefarious
Activity/ Abuse

Using a network
connection to
execute malicious
code

This threat group refers to gaining complete or partial
remote control of the devices. It ranges from remote
command execution using one device to organizing nets of
smart devices for executing a particular action – botnets.
An example of a botnet attack based on smart device
resources is a DDoS attack launched with the help of
hacked devices connected to HANs. The authors of the
attack could make use of the factory-set default usernames
and passwords to take control over devices and then force
them to generate artificial traffic, which would heavily
load selected DNS servers.18

Denial of service The main risks arising from the use of constrained devices
in the Smart Home environment is their vulnerability to
DoS attacks, which might lead to the rapid exhaustion of
constrained node resources.

Typically, the limited CPU and memory resources mean
that constrained devices are vulnerable to resource
exhaustion attacks [29]. It provides an opportunity for the
attacker to send requests continuously, which will be
processed by some nodes causing resources
overutilization. Furthermore, it results in congestion in
radio channels, which finally could result in disabling
communication channels between smart objects. Zorzi
et al. [30] observed that using large traffic volumes on
radio channels to flood the network could also forcibly
disrupt the network availability, even in the case of
requests without responses.

Moreover, this kind of attack exploits vulnerabilities of IoT
protocols implementations, where one of the illustrious
examples is the ZigBee radio technology. Though the
ZigBee standard assumes different security mechanisms,
many stack implementations include only basic security
services which do not ensure safe communications.
Example vulnerabilities are presented in the Cognosec
report [20]. Zillner outlines that (for implementations with
reduced security mechanisms) encryption keys are often
transmitted in an unencrypted format when a new ZigBee
device joins HAN.

The DoS attacks might be directed against nodes engaged
in communication on the end-to-end path [31]. In this
context, DoS attacks might cause service unavailability,
i.e., unavailability of web portals used to control HAN
devices.

(Continued)

18https://krebsonsecurity.com/2016/10/hacked-cameras-dvrs-powered-todays-massive-internet-outage/.
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Table 3. Continued

Threats category Threats Characteristcs/ attack examples
Unauthorized
access to the local
network resources

This group of threats is associated with access to
HAN-connected devices, and specifically settings which
might influence their network communication. This group
of threats was outlined by the Open Web Application
Security Project (OWASP)19 as follows:
• Insecure Network Services, which may be

exploited to disable devices connected to HAN;
• Insecure Software/Firmware, which could give

access to the potential attacker for performing
her/hisown malicious update, e.g., via
DNS hijacking; and
• Lack of Transport Encryption/Integrity

Verification, which may result in
eavesdropping of data being passed over HAN.

The above threats include also poorly secured end-to-end
transport services implemented in some smart devices.
The OWASP also highlights security flaws in management
functions and particularly web application security.

Dependability and
reliability

Outages/
Disasters affecting
Internet
connection

This threat category extends the cases specified for
perceptual layer and refers to resources accessible over the
Internet. Exemplary attacks may cause outage of Internet
access, which is required by some smart home
applications.

Failures/
Malfunctions
affecting Internet
connection

This threat category refers to failures and disruptions of
service providers at the network level.

The starting point for ensuring the confidentiality in IoT systems is a set of adequate standard
mechanisms used in current IT systems such as: AES for encryption of data transport, RSA for
public key encryption, and digital signatures and DH protocol for shared key agreement and man-
agement. The above-mentioned tools can solve a majority of the problems of IT systems security
and the experience gained from their application significantly influenced recommendations on the
use of specific variants of those tools. One of the good examples of such recommendation is the
document issued by the National Institute of Standards (NIST) [34]. Barker and Roginsky point
out that at least a 128-bit key strength encoding is required for most of the current used IT appli-
cations. According to this recommendation, shorter keys may also be applied but the frequent key
replacement is required to undermine the compromising communications between two legitimate
peers. Currently, AES-128 is the de facto standard to ensure confidentiality/privacy and is adopted
by many HAN communication standards (i.e., BLE, Z-Wave, ZigBee, EnOcean, etc.).

The most commonly used security protocols within HAN and WAN provide similar functional-
ities but at different layers (i.e., the TLS/SSL is a protocol suite for link encryption at the transport
layer while IPSec is a protocol suite running at the networking layer). However, computation over-
head related to implementation of such protocols often eliminates them from using in constrained
networks. Instead, solutions based on DTLS [35] (UDP equivalent to TLS) may be exploited. The

19https://www.owasp.org.
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Table 4. Threats at the Application Layer

Threats category Threats Characteristcs/ attack examples
Nefarious
Activity/Abuse

Denial of Smart
Home service

At the application layer, DoS attacks might be directed
toward particular services that are used by the smart
home solutions vendor (i.e., new devices registration).
The attacks may be performed by overloading servers
with requests, thus causing HAN management systems
to be unavailable.

Compromising
confidential
information and
abuse of personal
data

This group of attacks is directed toward the cloud
service provider and IoT solution providers that store
the user’s data from smart home applications. Cloud
providers are treated by users (and smart device
manufacturers) as the trusted partner and let them
store large amounts of sensitive data (i.e., cloud-based
home monitoring, etc.). Some example attacks are
explained in detail in [32].

The Smart Home data stored in the vendor’s cloud is
also susceptible to malicious insider attacks. These data
might be illegally accessed by a rouge employee and
used either to violate a device owner’s privacy directly
or as part of a larger data breach, especially when, e.g.,
using default credentials in appliances.

Unauthorized
access to
information
system/network
Unauthorized use
of administration
of devices &
systems Abuse of
authorizations

This group of threats is associated with access to
management functions and particularly is critical to
web application security. Flaws in this area has been
also broadly discussed by OWASP. The most
outstanding conclusions are about the potential attacks
to surface areas. From these, a number of vulnerabilities
could be summarized as follows:
• Insecure Web Interface, which may be exploited

by as attacker if weak or no credentials are used
(e.g., plain text for transmitted passwords);
• Insufficient Authentication/Authorization,

which may be exploited by an attacker in case
of weak passwords, insecure password recovery
mechanisms or lack of granularity in access
control in order to access a particular interface;
• Scarce Personal Data Protection, which increases

the privacy concern;
• Insufficient Security Configurability caused by lack

of granular permissions to access the data or
control the devices;
• Insecure Mobile Interface, which may be exploited

by a potential attacker to access data or take
control over HAN devices via the mobile interface;

(Continued)
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Table 4. Continued

Threats category Threats Characteristcs/ attack examples
• Insecure cloud interface may be exploited by a

potential attacker who wants to access data
or smart device management via the cloud API.

The above list suggests that, except the human factor,
typical vulnerabilities are related to insufficient
protection of API mechanisms on different
transmission layers, but in particular at the application
layer. The above list of vulnerabilities remains valid
for different levels of access, i.e., direct-access smart
device’s built-in web server, home gateway or even
cloud-based control panel.

Security analysts point out that application
frameworks based on cloud services for smart device
management might not guarantee also acceptable
security level. Some example security flaws resulting
from overprivileged applications were described in
[33].

Dependability
and reliability

Outages/Disasters
Damage/Loss of
IT assets

This threat group extends cases specified for
perceptual and network layers and refers to service
specific resources accessible over the Internet.
Exemplary threats may encompass unavailability of
specific services required by smart home applications
(i.e., device vendor support servers).

TLS protocol is used in the IoT architectures and protocols based on TCP, such as MQTT [36]
or SmartM2M20 standardized by ETSI, while DTLS is used by protocols that rely on UDP for its
transport layer, as OMA LightweightM2M (LWM2M)21 that uses CoAP [37]. However, the TLS is
still used when accessing the cloud-based Smart Home applications (i.e., Apples HomeKit, which
uses, for this purpose, the HTTP secured using TLS with AES-128 bit key).

Particularly in context of the IoT, the DTLS protocol is still a subject to improve in many research
activities. For example, Keoh et al. [38] proposes optimizing the DTLS communication protocol for
securing IoT data exchange by reducing complexity, Altolini et al. [39] advises the implementations
of IEEE 802.15.4 to be compliant link-layer security procedures, and Wen et al. [40] presents a
lightweight encryption/decryption method for authentication purposes in constrained network.
Some security concepts related to Smart Grids assume also specific methods for secure information
aggregation. In this context, Li et al. [5] proposed a solution which makes use of homomorphic
encryption. It enables transmitted data (meter readings) to be aggregated without being decrypted
at the packet level.

It was widely accepted that software implementation of constrained devices does not exploit
extensively the PKC because of overheads related to large key sizes. For instance, such thesis is

20ETSI SmartM2M provides specifications for M2M services and applications, focusing on aspects of the IoT aspects and

Smart Cities (http://www.etsi.org/technologies-clusters/technologies/internet-of-things).
21OMA LightweightM2M (LWM2M) is an industry standard for device management of M2M/IoT devices. It relies on CoAP

protocol and therefore is optimized for communications over sensor or cellular networks.
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presented in [41] and [42]. The remedy for that aimed at (1) securing transmission only between
selected (relatively less constrained) nodes across the network and (2) applying less resource con-
suming encryption methods for constrained devices. The first objective may be achieved by run-
ning good practices (see Section 6 for details) avoiding communication directly with constrained
nodes, whereas the second objective may be fulfilled by using one of the public keys encryption
algorithms suitable for communicating constrained nodes: Rabin’s Scheme [43], NtruEncrypt [44]
and Elliptic Curve Cryptography (ECC) [45]. The above-mentioned algorithms have been vali-
dated many times on popular developers’ sensor nodes. Researchers proved that applying these
algorithms may result in satisfactory transmission effectiveness while consuming relatively lim-
ited physical resources. However, the problem is in the selection of appropriate parameters to op-
timize the encryption design. As shown in the literature (i.e., [46]), higher simplicity offers faster
encryption and decryption processes in ECC cryptography compared with the RSA cryptogra-
phy. Therefore, ECC-based cryptosystems are interesting for use by IoT objects due to both the
reduction of processing and communication overheads [47].

At last, let us remark that research results proving that the PKC algorithms could be used
in WSNs have been presented in [48] and in [49], but their implementation in HAN has not
been demonstrated yet. Most of the key management protocols for wireless sensor networks are
probabilistic and distributed schemes. They exploit various methods for generating and distribut-
ing the keys which remain unchanged during the session. It has the advantage of lower power
consumption compared to the dynamic keying. The greatest contribution to this work may be
found in [50] and [51]. Further research work has been focused on improving these methods.

5.2 Integrity

Typically, in IT systems, ensuring the integrity can be achieved by the content digest calculation
and appending them to the transmitted content. In WSNs digests are usually generated using
hashing algorithms like SHA [52]. Typical sizes for these digests (so called the SHA-2 family) are:
SHA-224, SHA-256, SHA-384, and SHA-512. Current research efforts in this area are being provided
by the National Institute of Standards and Technology (NIST), among others; NIST initiative has
chosen the compact Secure Hash Algorithm SHA-3 as the new algorithm family for the so-called
“embedded” or smart devices. These devices connect to electronic networks but are not themselves
computers. However, other hashing functions including the SHA-2 still remain secure according
to the NIST.

These variants represent an iterative cryptographic hash function which does not contain a
secret key. However, if digest generation involves a secret key, then the hashing function algorithm
requires adaptation. The examples of such modified algorithms are keyed-hashing functions for
message authentication (HMAC), but only a subset of them can be used on constrained platforms
because of poor performance optimization. A good example is the CMAC algorithm proposed in
EnOcean standard. The modified algorithms designed to work with keys are mostly the same as
for ensuring the authenticity. The 802.15.4/ZigBee and BLE (ver. 4.2 and higher) series of standards
introduced combination of an AES-128 encryption in counter mode and a Cipher Block Chaining
MAC (CBC-MAC). For the same purpose, the Z-Wave operable devices make use of the pure CBC-
MAC code (it is implemented starting with the 400 series chips).

An alternative approach, which aims to check whether received data is trustworthy, is its corre-
lation with historical data. For example, Przydatek et al. [53] proposes a solution assuming that the
home server (which aggregates measured data from remote sensors) checks whether the reported
result is “close” to the expected aggregated value. If the reported value is significantly different
from the expected one, then the home server might decide to reject the received data and label it
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as corrupted or compromised. Consequently, adequate decisions would be taken in relation to the
node that sent this data.

Integrity tampering is not limited only to message modification but also encompasses malicious
data injection attacks or replay attacks. In this regard, literature analysis reveals that limited re-
sources of particular HAN nodes imposes real limits on the possible cryptographic techniques.
Threats and countermeasures for HAN nodes are analyzed in [54], where lightweight digital wa-
termarking technique is also proposed. Authors prove its usefulness as protection technique for
real-time intelligent meters data. Another method for false data and replay attacks detection has
been proposed in [55]. Huang et al. [55] described a new approach to the defense strategy against
specific attacks that are typical in Smart Grids. The main goal for such strategy is to detect changes
in statistical behavior as quickly as possible. Detection algorithms proposed for this strategy are
based on real-time observations of transmitted data. The authors chose non-Bayesian framework,
specifically the so called cumulative sum -CUSUM- test. The proposed test procedure is based on
checking the characteristics of data distributions at random times. According to the authors, the
CUSUM test is an effective tool for quick intrusion detection in real-time processes. Moreover, it
requires a minimum number of observations to detect an attack with a relatively high probability.

Apart from the above-mentioned tools for integrity violation detection, adequate countermea-
sures for unauthorized modifications should also be addressed. Therefore, the use of Intrusion
Detection Systems (IDS) and Intrusion Prevention Systems (IPS) in HAN deployments is extended
in commercial devices. The question arising for adopting IDS/IPS to Smart Home is their ability to
analyze the behavior of constrained node activity. Further, on that basis, the comparison between
current and normal system behaviors should be performed. By the term normal behavior, we mean
the functioning of the system without intrusions [56]. This idea inherited from Artificial Immune
System (AIS) concept was presented in literature by [57] and [58], where the authors presented a
set of algorithms aimed to detect attacks on IoT devices and defend against them.

5.3 Authentication and Non-Repudiation

The HAN nodes authentication is mainly based on cryptographic techniques used for ensuring
integrity. A classic technique makes use of MAC, which uses a secret key to encrypt hash of the
content message. Fouda et al. [59] proposed MAC-based mechanism dedicated for meters data
gathering within the Smart Grid infrastructure. A slight modification has been proposed in [60].
This solution proposes a variable MAC for authentication between the group of AMI (Advanced
Metering Infrastructure) devices and the control nodes. Other solutions proposed methods that
exploit hash functions [61]. The hash-based and MAC-based authentication methods rely on both
types of cryptography (Public and Private Key Cryptography) and make use of standard key dis-
tribution methods and protocols.

Robust protocols require high processing overhead that may not be supported by all IoT-attached
devices. Consequently, authentication requires appropriate reengineering to adapt to Smart Home
needs. Authentication has been adapted for different IoT hardware platforms such as AES/RSA [62]
for Bluetooth devices or 802.15.4/ZigBee radio.22 The standard approach in this case assumes that
all the constrained nodes within the network use a common pre-shared key. This solution is suffi-
cient in the case when we want to protect access via controller to HAN. In this context, the Z-Wave
technology enforces that messages are signed by generated MAC code in the CBC mode of AES.
As mentioned earlier, this is possible starting with series 400 of Z-Wave chip. The 802.15.4/ZigBee
and BLE (ver. 4.2 and higher) standards offer the CBC-MAC (CCM) mode of encryption – the com-
bination of CBC-MAC mode and the counter mode. An alternative authentication scheme CMAC

22http://www.libelium.com/products/waspmote/encryption/.
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(MACs based on block ciphers) is also used for guaranteeing the non-repudiation of exchanged
data in EnOcean network.

Another approach to the non-repudiation guaranteeing is presented in [63]. It assumes that each
subscriber’s smart meter has its counterpart (in neighborhood) representing the providers read-
ing. The readings on both meters are usually not equal because of energy loses but their higher
inconsistency may suggest communicating node compromising. In this context, the mutual in-
spection procedure helps to ensure that exchanged smart meter readings are received from the
right sender. This method is also representative for non-repudiation mechanisms, which are based
on data trends analysis; however, in this case, the requirements of storage and CPU usage are high
and the method cannot be applied by constrained devices.

Cryptographically digital signatures are used also for protecting transmitted raw data. In this
context, it becomes important to point out the procedure describing how the message content is
prepared to be used by a cryptographic algorithm. It is desirable that the cryptographic mechanism
should be adjusted to fit the structure of the data, which the algorithm aims to protect. An example
of implementation of that structure is the one based on the Javascript Object Notation (JSON),
which has recently become very popular to represent data in the IoT domain (and not only) [64].
Taking into consideration the JSON notation, one of the candidates to sign structured data is the
JSON Web Signature (JWS) which ensures content security with digital signatures or MACs [65].

5.4 Availability

5.4.1 Physical Protection. The HAN needs to create tamper resistance into devices so that the
environment is resistant to extraction of sensitive information like personal data, cryptographic
keys, or credentials. Finally, it is expected that IoT devices will have long life-cycles, so it is im-
portant to enable software updates to properly exploit the devices after their release.

Taking the risks related to every-day smart device exploitation into consideration, organiza-
tional solutions that support security should also be applied. Basically, we can identify two key
ways for organizational solutions that allow the achievement of Smart Home deployment security:

• The first one assumes engaging a network operator to become the preferred trusted third
party. In this case, it would be responsible for supplying and maintenance of dedicated
(proprietary or nonproprietary) home gateway.

• The alternative way assumes that Smart Home control functions would be performed by
applications supplied by smart appliance manufacturers. In this case, suppliers would be
responsible for implementing control/monitoring applications as well as drivers for their
technologies which would be able to run on such universal home gateways.

The combined approach has been outlined by Volner et al. [66]. They presented a concept of
the universal open HG, maintained by a service provider. According to this idea, the HG would
offer well-defined interfaces open to the smart devices. This approach is an open research issue,
which could provide not only availability of the system, but also could improve management and
control of the Smart Home together with easy security and privacy updates in the environment.
This issue will be extensively described in Section 6.

5.4.2 Access Control. The HAN security may also suffer from constrained access control that
may be caused by wireless connection instability, which makes it impossible to modify the access
control rules. It often results from local conditions that influence in turn the propagation condi-
tions. Even the short-term wireless connection outages can make smart devices unprotected and
liable to attacks. The connected smart bulb, bathroom scale, and door lock may become the en-
try to take over the control of other constrained nodes within the HAN. Also subjugating access
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control settings without wizards and manuals is a difficult task, especially for non-professionals.
Moreover, Smart Home deployments are usually heterogeneous environments that must consider
the diverse needs and habits of the household inhabitants. On the other hand, limited resources of
smart objects do not allow the implementation of advanced access control mechanisms. For this
reason, current access-control systems dedicated to constrained devices handle partial exceptions
and various levels of user rights [67]. Moreover, many market-available solutions assume trust
relationships between HAN users (family members, neighbors, guests, etc.); however, they usually
do not consider the installations, which are shared among local (neighbor) community like, e.g.,
surveillance systems in nearby houses [68].

In conclusion, availability issues may and should be solved through up-to-date mechanisms
installed in both constrained and powerful devices. The barrier is who is able to update security
software in home environment for an extended public. This issue will be discussed in Section 6.

5.5 Authorization

One of the common authorization solutions used in IT systems is the use of Access Control List
(ACL). This method adopted for use in Smart Grids has been presented in [69] but the CPU re-
quirements to the meters (constrained devices) are too high and due to this fact, no solutions
have been implemented with this technique. There are relatively few lightweight authorization
solutions [15] that could be used in Smart Home environment. One of them, presented in [70],
proposes an authentication mechanism that exploits policy-based access control scheme and uses
central Key Distribution Center (KDC). This solution requires that one entity in HAN has online
access to KDC, what makes this entity vulnerable to attacks. This drawback has been eliminated in
distributed authorization system presented in [71]. The authors proposed a distributed mechanism
that performs access control tasks and, in addition to this, it is responsible for data aggregation.
Gathered data are encrypted using a set of parameters before sending them to the central reposi-
tory (parameters may be any information related to data). Another encryption method related to
access control has been proposed in [72]. Wu et al. [72] defined a new system which differenti-
ates access rights in detail and applies assigned rules to protect data transmission over the radio
link. This scheme makes use of a cryptographic mechanism referred to as Fuzzy identity-based
encryption with dedicated error-correction coding.

Studies in this field were also performed within the SMARTIE project, where several authoriza-
tion enablers (targeting several use cases) were proposed for constrained sensors and powerful
devices as well. They make use of a lightweight version of Extensible Authentication Protocol over
LAN (EAPOL) to initiate authentication process from the authenticator (server) side in which the
server asks connected device to verify itself. Moreover, this protocol allows also to use RADIUS
(Remote Authentication Dial In User Service) authentication. Further on, the authors have also
added support for Extensible Access Control Markup Language (XACML), which is the general-
purpose access control policy language.

Also SmartHG project dealt with authorization mechanisms and proposed a new encryptation
method for constrained devices. It applies the EEC encryption to paired devices, which are intended
to join the so-called “Trust Domain” [73]. For this purpose, the proposed method makes use of a
bootstrapping protocol that serves the exchange of device IDs to establish key-pairs, which will
be further used during communication within the Trust Domain. An interesting approach is that,
depending on security policies, the keys could not be stored at all or they could be stored only for a
short time. Obviously, the key may be permanent for fully trusted devices and may be also acquired
from external servers. In the authorization context, the proposed SmartHG solution supports a
Smart Home’s Trusted Domain containing distributed software (running in HG) that is responsible
for tracking on the Internet the devices which joined the HAN [74]. Then, the Trusted Domain
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consists of devices linked together by the user in conscious manner (such as smartphones, tablets,
game consoles, etc.). During the linking process, the devices perform the procedure of tokens
exchange. As a result, both sides trust each other while joining the Trusted Domain. On the other
hand, the HG protects constrained devices within HAN from access from the Internet and prevents
from leaking private data.

5.6 Implementation Issues

5.6.1 Hardware Limitations. There are many factors that determine whether it is feasible and
cost effective to implement given security mechanisms in smart devices. Literature examples point
out that the most important factors determining the choose of the proper secure communication
are available throughput, bandwidth and latency [18]. Moreover, an important limitation, aside
from device capabilities, is also environmental conditions which influence, e.g., radio wave propa-
gation. Therefore, a choice of the proper security suite is a compromise between reliable transmis-
sion, possible attack consequences and ease of use. Following the RFC7228 document, constrained
devices can be classified into three categories based on their computation ability, memory/storage,
and available energy supply. These categories are shortly characterized in Table 5 together with
the possible security suites.

The above classification takes into account commercial use of smart devices and does not include
non-commercial solutions, which are implemented on development boards.

Another criteria taken for constrained devices classification is availability of energy for the
operation. Following the RFC7228 document, constrained devices are divided into following
categories:

• E0 (Event Energy-Limited). The device has the amount of energy that is sufficient to handle
a single event (Event-based harvesting);

• E1: (Period Energy-Limited). The available energy is limited to a specific period (e.g., Battery
that is periodically recharged or replaced);

• E2: (Lifetime Energy-Limited). The device has a total energy limit over its usable lifetime
(e.g., Non-replaceable primary battery);

• E9: (No Direct Quantitative Limitations to Available Energy). Energy source is unlimited in
availability (e.g., mains-powered devices).

According to the above classification, only devices from the E9 have enough energy to serve
security mechanisms (i.e., payload data encryption). Due to its specificity, devices classified as E0
do not perform tasks that require secure communication. In case of devices classified as E2 and E9,
security mechanisms can be implemented considering energy consumption in computation of the
security functions. In specific embodiments, other factors need to be considered, i.e., desired level
of security, usability, and profitability of the solution, and the like.

5.6.2 Support for Secure Communication with Cloud Platforms. As stated before, many smart
home applications exploit mobile devices for control of the home’s systems over HAN. Usually,
they use vendor’s (or 3rd party) cloud services for management function instantiation. This re-
quires secure communication among the smart device, the cloud infrastructure, and the mobile
phone. Analyzing currently available IoT Cloud Platforms, we can observe that this communica-
tion is mostly established by using session security based on TLS. Certificates where TLS is used are
server authentication (Microsoft Azure IoT Hub23) and two-way authentication (AWS IoT24). The

23https://azure.microsoft.com/en-us/services/iot-hub/.
24https://aws.amazon.com/documentation/iot/.
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Table 5. Hardware Limitation Classes According to RFC7228

Smart
device
Class

Available
RAM size

Data storage
size (e.g., flash

memory)
Characteristics and security mechanisms

implementation
Class 0 (C0) �10 kB �100 kB Objects need an intermediary support (acting as

gateways, or hubs) for transmission over the
Internet because of substantial hardware
limitation and possible battery drainage. Usually,
they do not implement security mechanisms in
terms of payload data encryption. Examples are
simple sensors and meters. However, there are
also devices that basically fall into this category
but offer parameters close to the C1. As far as
(radio) transmission conditions allow, vendors
implement secure data communication between
the device and intermediary node based on a
128-bit symmetric encryption (AES-128).

Class 1 (C1) ∼10 kB ∼100 kB Devices with limited memory size and
computational performance which usually make
the implementation’s full IP communication stack
unavailable. However, essentially battery supply
is not a limitation in this case. Therefore,
lightweight versions of secure transport
mechanisms can be implemented if End-to-End
secure transmission is required. For that purpose,
the most popular DTLS is often used. Due to high
resource requirements (memory and
computational capacities), the two-way
authentication process can be performed using
ECC. Moreover, they can make use of pre-shared
key for ECC.25

Class 2 (C2) ∼50 kB ∼250 kB This category includes devices which are
essentially able to perform point-to-point data
exchange over the Internet. For security reasons
they can make use of the DTLS protocol with
ECC authentication. If PKC is required, vendors
also should be able to implement support for the
X.509 certificates.

set of authentication methods encompasses X.509 certificates (for advanced devices/hubs) SHA-1/
SHA-2 based certificates (for constrained devices) or proprietary identification methods (i.e., ID
devices groups in AWS IoT).

25https://tools.ietf.org/html/draft-schmitt-ace-twowayauth-for-iot-02.
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At the application layer, all platforms offer HTTP protocol, however additional protocols for
data exchange like MQTT (i.e., Xively,26 AWS IoT), AMQP (i.e., Microsoft Azure IoT Hub) or CoAP
(i.e., Samsung Artik Cloud27) are also broadly used.

6 GOOD PRACTICES

6.1 General Approach

One of the results of the research provided in Secure Smart Homes is that the security tasks should
be as light as possible during installation and exploitation. Therefore, suppliers may preconfigure
their equipment or introduce simplified security procedures if constrained devices are interwork-
ing in homogenous environment (i.e., all devices from one supplier). On the other hand, the Smart
Home environment should take into account comprehensively all the above-mentioned security
aspects. To reconcile the expectations of users and suppliers, a number of “good practices” should
be considered by all the stakeholders in order to mitigate the threats analyzed and identified in
Smart Home environment [1]. These good practices should go from basic security hygiene to ded-
icated countermeasures against given types of threats, for different types and classes of devices
as well as for associated remote services. Common guidelines for users, software and hardware
developers are categorized as follows:

• Security audits, which means that security events logging must be enabled, and the users
should be notified when required. It also encompasses prevention of these data from unau-
thorized access;

• Protecting of communications within HAN and WAN, which includes protecting against
message removing, modification, disruption or cloning as well as against DoS attacks;

• Ensuring confidentiality, integrity, and authenticity by using strong standardized cryptog-
raphy methods, where in cryptographic keys are managed securely, and the use of a trust
infrastructure (such as PKI) is encouraged;

• User data protection, which encompasses the integrity, confidentiality and authenticity of
user data;

• Authentication and authorization, which assume strong methods for authentication, autho-
rization, and identification and also involve access control mechanisms;

• Hardware and software self-protection, which should be installed to gain protection of the
above-mentioned security features and to reduce the attack surface.

Applying these guidelines should not significantly hinder the use of Smart Home devices.
Good practices for security purposes assume two scenarios: the first one is a homogeneous

scenario where one vendor supplies all the devices and software. The second scenario is when the
consumers integrate a number of devices or small systems and configure the elements by their
own (e.g., smart light bulbs). The first scenario assumes that data transmission is performed via
dedicated controller (e.g., ZigBee, Bluetooth) or directly via the WiFi enabled gateway. However,
the devices are allowed to connect to the Internet in order to maintain cloud maintained services
provided by the vendor of the devices. Such solutions are quite extended, as pointed out in the
report [75] and encompass popular radio technologies such as Z-Wave (e.g., Fibaro motion sensor
[76]) or ZigBee.

In homogeneous scenario, the credentials are provisioned by the hardware manufacturer in a
similar way as they are provided WPANs, where key distribution uses predefined keys.

26https://www.xively.com/xively-iot-platform.
27https://artik.cloud/.
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In heterogeneous scenarios, security is more compromised and, for this reason, devices have
to be delivered pre-installed to some extent. However, the suppliers should be aware that a user
who has to spend much more time on securing a smart object, she/he will likely abandon such
action. Therefore, Smart Home (components) should be provided with tools, which simplify the
configuration and exploitation security installation process.

In this case, the authorization solutions differ between concepts of the Smart Home. For Smart
Home typical scenarios, the solutions include setting up the pin code or password when accessing
the HAN or when pairing two devices for communication. For large-scale deployments typical for
enterprise applications, this operation is automated. In this case, a standard procedure assumes the
use of mobile cellular networks because of their global coverage and their capacity of to handling
a large volume of traffic.

6.2 Securing Communication for IoT/M2M Cloud Platforms

The communication of HAN with the Internet is always more used for Smart Home management.
On the one hand, the devices are increasingly responsible for collecting and transmitting sensitive
information to the cloud. On the other hand, manufacturers control the life-cycle of the devices
through the Internet connection. At last, users want to manage the devices from anywhere using
various end devices (i.e., smartphones, tablets, dashboards, etc.). Connected (directly or indirectly)
smart devices and mobile applications must be authenticated on the platform. Both the mobile
application and the end user’s credentials must pass authorization.

Due to the diversity of applications making use of the HAN-cloud communication, the necessity
of new standards for end-to-end encryption has arisen. Several standards ensure the confidential
transmissions from devices to mobile applications and to clouds. These standards are also used
by cloud-based integrated Smart Home systems, which create devices with secure communication
while allowing the applicability of the devices to the consumers. The Google’s Nest platform28

contains a set of smart devices using Nest cloud services over Internet connection. It makes use
of different encryption mechanisms. Essentially, the control application and Nest devices (i.e., Net
thermostat) connect to the Nest cloud service over the TLS connection encrypted with the AES 128.
Moreover, CO and smoke sensors (Nest Protect devices) use a proprietary secure protocol similar
to TLS for sharing data. Finally the Nest-capable camera (Nest Cam) uses 2048-bit RSA keys for a
key exchange, and then encrypts the streaming transmission using the obtained AES-128 key.

The Apple’s HomeKit is a new network protocol that allows users to control home appliances
or to access certain services. It offers integration of diversity of applications into a smartphone
and allows to group resources based on common features. Secure pairing of devices ensures to
the users that they are the only persons controlling the device. HomeKit enforces encryption be-
tween the iOS device and the accessories by using public-private key pairs. The pairing process
between an iOS device and a HomeKit device is performed by using Secure Remote Password pro-
tocol. This protocol performs exchange of information about paired devices identified by an 8-digit
code permanently assigned to the constrained device by the iOS device user. Then, obtained data
are transmitted over encrypted link using ChaCha20-Poly1305 AEAD, which is an operation se-
cured with HKDF-SHA-512-derived keys. The ChaCha20-Poly1305 AEAD is a composition of the
ChaCha20 stream cipher and the Poly1305 polynomial MAC for message authentication. Both op-
erations form one security mechanism called AEAD (Authenticated Encryption with Associated
Data). This mechanism is specified for use in TLS as specified in [77].

28https://nest.com/support/.
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Similar to these solutions, AllJoyn29 implements security mechanism at application level, there-
fore there is no trusted connection being realized at lower levels. In the moment when a new de-
vice tries to connect, an authentication demand is triggered between the applications. This action
supports multiple algorithms like PIN codes, PSK or Elliptical Curve Digital Signature Algorithm
(ECDSA). After completion of the authentication phase, the transmission is encrypted using the
AES-128 block cipher in Counter with CBC-MAC (CCM) mode.

7 OPEN RESEARCH ISSUES

The development of Smart Homes is bringing a number of challenges not only in security and
privacy but also in the general management of HANs. Among the new requirements for HAN
managements, we may outline the following: remote access and ubiquitous management, interop-
erability with increasing 3rd party IoT services developers and increasing demand also for inexpert
users. Therefore, an efficient intercommunication platform for Smart Homes should be deployed.
Such a platform should be extendable, easily manageable, secure with different levels of privacy
and security, open to interoperability, and robust.

The exposed necessities show that this platform should be managed by an external actor, which
is trustful for the end users and is able to control and maintain the management layer of the HANs
(including security) without the necessity of active engagement of the end users. The actor who
is best positioned to manage HANs is the network operator (to which HAN would be attached).
Currently, network operators are going into the houses through the management of multimedia
services and, concretely, through the management of set-top-boxes offering all kinds of multimedia
content (VoD, IPTV, interactive TV. . . ). Extending the functionalities of set-top-boxes does not
seem to be a difficult task for network operators. This means that the potential and new business
models of introducing management of HANs seem to be very large.

Technically, two elements are necessary for creating this easy-to-use, secure, and fully managed
Home Automation Network: the Multi-Functional Home Gateway (MFHG) and the HAN Manage-
ment System (HMS).

On the one hand, MFHG is an intelligent device owned by the network operator and located in
the user’s house. The MFHG fulfills functionalities of multimedia distribution in the house (set-top-
box operations for the control of Home Area Media Network) in addition to router functionalities
and will also manage the Home Automation Networks at the end-user’s premises. The MFHG will
connect the HAN with other remote machines. Such a communication will be based on unified
Application Programming Interface (API), which translates the instructions to the devices of the
HAN by mapping the unified API to the vendor API (the API of the constrained and powerful
devices defined by the vendor of the device). The main goal of the unified API is to build a homo-
geneous environment for IoT services using different resources. This way, even if the IoT services
are composed on different functional domains (i.e., smart city, intelligent home) with different
formats, the service developer may access to them via common interface. As a result, the service
developer can be unaware of network technology used by particular objects and device constraints
and the services are easily portable between HANs. It will allow a user to run locally created cus-
tom application (i.e., for intelligent building, etc.) and share the application to other users owning
similar but not the same devices. In other words, thanks to the use of unified API, the IoT be-
comes ubiquitous, which makes feasible the integration of different spheres of IoT into the same
application.

The MFHG will be fully managed by the network operator, which will maintain up-to-date
software containing new vendor APIs (and respective unified API instructions) and assuring all

29https://allseenalliance.org/.
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levels of security based on trustful identities of the elements (e.g., mobile phone, cloud managers,
etc.) requiring access to the HAN. Moreover, the MFHG managed by the operator is in charge of
assuring privacy of data stored in the HAN.

On the other hand, a management system called HAN Management System (HMS) will be de-
ployed at network operator’s premises and will fulfil tasks of MFHG management. HMS main
functionality is to update security mechanisms into the MFHG in order that the MFHG will make
the communication of the HAN with external elements feasible through different security levels
on dependence of the identity of the external elements. Security software will be updated into the
MFHG (process triggered and managed by the HMS) and new identities uploaded, if needed. The
communication between HMS and MFHG will be ensured with the highest levels of security in
configuration phase.

Moreover, HMS will be responsible of maintaining up-to-date software for connecting to ven-
dors’ devices as well as making the objects accessible from outdoors (unified API). Once again,
through continuous software updates, the network provider will ensure that new HAN equip-
ment created by vendors may be easily incorporated to the HAN and may be connected through
unified API. The MFHG will be in charge of automatically connecting plug-and-play objects and
registering them together with the potential services offered by the objects, whenever a previous
agreement will be reached between HMS and device vendors for updating APIs.

3rd part IoT service sharing platform (e.g., Xively) will be directly contacted by the manage-
ment system in order to adapt IoT services (created by 3rd part users) to unified API access. This
functionality has sense in the spectrum of unified APIs of all the IoT services. Also the services
created in the HAN may be shared in a public sharing platform installed in the Network operator
management system.

Figure 3 shows the relations between the HMS, MFHG, and other external elements. The users
(e.g., the owner of the HAN from her/his own mobile cell), which want to have access to the HAN,
must contact earlier with the HMS to contract the desired security level and access to the HAN
functionalities (creation of identity). Once the security level and Authorization and Authentication
procedures have been agreed, then the users may directly contact the MFHG (validation of iden-
tity). The MHFG will be aware (through the communication with the HMS) about Authorization
level and Authentication procedure for giving access to the user.

The middleware level will introduce several levels of security related to different potential iden-
tities with access to HAN (behind MFHG). Therefore, different levels of security could be created
based on credentials considered secure in several Internet scopes. For example, credentials as Face-
book access could be a valid identity and would have assigned a number of permissions for such
an identity. Logically, the permissions assigned to this identity will be much more limited than the
ones assigned to an identity confirmed by tokens or other secure systems in the MHS.

Given the fluid nature of identity in the HAN, understanding and management of trust becomes
important. Devices may be replaced frequently (e.g., cell phones), relationships may be ephemeral
(e.g., a purchase from a vending machine), and trust can have transitivity (as when devices owned
by friends are also to be trusted). Webs of trust will become more complex and many more levels
of trust within communities may be required. Therefore, we think that the cooperation between
the end-users and the network operator may be crucial in the case of evolving reality. The end-
user is not able to follow the communities, the legal entities which may require access to the HAN
and, on the other side, the network operator is unaware of the user’s relationships. Therefore, the
operator and the user together will be responsible for the safety of all the outside-in and inside-out
communications.
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Fig. 3. Future HAN managed by Network operator.

8 CONCLUSIONS

This article discusses the issues of security in Smart Home systems and proposes future scenarios
for tackling all the challenges inherited from the development of Smart Homes related to security,
privacy, as well as manageability.

For security aspects, we presented an extensive overlook of the proposed solutions ordering
by complexity, use spreading, interoperability and efficiency. We considered all the areas of secu-
rity where Smart Homes are threatened, i.e., confidentiality/privacy, integrity, authenticity, non-
repudiation, availability and authorization, and discussed about the valid and invalid solutions for
current systems integrated into the home environment. The conclusion is that the Smart Home are
vulnerable in several points and a secure management system should be integrated to the Smart
Homes. We argued that it is necessary to introduce external actors capable of managing the system
introducing security in all layers and ensuring privacy of data, and pointed out that the network
operators are the best positioned to give management support to Smart Homes since they are
already present in the houses through home gateways for multimedia delivery.
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