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H avarynn yia yonorn Kotaddyoun?

Yrapyet amaitnor yioe ON-liNe xatahdyoug yrott
yonotponotovpeveg pebodort eivar Eemepaopeveg (matadoyor -
O€ EUTLTIWOELC)

Apywa uabe epapuoyn xeNoLLOTOLOLGE TO KO TNG
UATIAOYO [LE ATOTEAECILA VO VTR OLY TEOBAN AT
OLYYQEOVIGUOD

O opyaviopog ITU dnuovpynoe 1o npdturo X.500 yro ™y
OYULOLEYI UHATAHAOYOV.

To X.500 etvat Bopd, duonivnTo ot deV LTAEYOLY TOAAX

APIs
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X.500

— X.500 npowmo me ITU
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root

countries

organizations Software | Yalkswager

organizational

— LN
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X.500

—  OQEYyavevel To TEQLEYOIEVA TOL UATAAOYOL GE EVOL LEQAQY KO
Namespace
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— Tlopeyet duvaToTNTA Yiot TOADTAOKEG VLN TNOELG

— Xuyvd yonotponoeita wg Interface oe un ocvpBatéc
LTIY)QECLES NATAAOYOL

— TloAd BoapL yra pinpa neptBaiiovta

ITANEITIXTHMIO TTEAOITONNHXEOY
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Tt etvaee to LDAP?

— Lightweight Directory Access Protocol
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—  XQENOULOTOLELTAL YL TNV TROGBNOT] KAl TNV EVILEQWOY]
TIAN|QOYOPILAG O AXTAAOYOLS Ol OTLoloL €Y0oLY LAOTIOLMDEL GTO

X.500 povtero

— To mpdtuno opilel T TEQLEYOUEVA TWV UNVLIATWY AVALECK
otouc client »xot tovg Servers

— Tlopeyet Aettovpyieg yia Ty edpalwaoy ®ol TOV TEQUATICIO
Sessions oe évo SErver

ITANEITIXTHMIO TTEAOITONNHXEOY
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INott LDAP?

— O dnpovpydg tov LDAP Tim Howes oo University of
Michigan &nuodpynoe 1o LDAP wg éva lightweight
directory access protocol yix tv npodcfacn oe X.500
AATAAOYOLG.

— LDAP avanthyOnue oty nowomta tov Aweduetou
TOEEYOVTAG TEOTUTIOTOLY|OY] OE!

— Movrtého TTangoygoprev - Information Model (rwg n Tinpovopia
ametnovileto)

— APIS (rog o epappoyéc BAénovy v TAnpoyopia)

— Replication (rwg ot Servers drxpotpalovion TAneopopia)

— "E)eyyo npocfaong Access Control (rolog éyet npdofacr oty
TANEOYOQL)

ITANEITIXTHMIO TTEAOITONNHXEOY
TMHMA EINIXTHMHY KAI TEXNOAOTI'TAY THAEITIKOINQNIQN
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[Tov etvor natddinio to LDAP

— To LDAP eivou natdddnio yro:
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— [IAnpoyopla 611y OTOlo AVAPEQOVTAL TOAAEG OVTOTYTEG AL
EQUOIOYVES

— [IAnpoyopla 1 omola anatTeltat Voo TEOCTEAACTEL ATO TEQLOGOTEQEG
amo pia tonobeoteg

— [IAnpoyopla 1 omoia dtxBaleton TEQLOCOTERES YOPES ATO OTL

yoaetat (0ev adldlel oLy vR)

— To LDAP 6ev eivor natddAnro yo:
— [IAnpoyopla 1 omoio aAralel oLV
— [IAnpoyopla 1 omola dev elvat SOUNUEVY]

ITANEITIXTHMIO TTEAOITONNHXEOY
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To LDAP pnopst va yonotponowmnOet
VLo

—  BEvorompévo sign on (éva login/password yio oleg 1ig
CPUQUOYES) :

— Single sign on (Sign oto dixtuo o woEd xuL yeNon o OAeG
ug epoppoyeg - anotel PKI)

— PKI certificate repository

— BifMo devbidvoewy - Address Book (“White Pages Service”)
— Organizational Chart (“Yellow Pages Service”)

— 'Ekeyyoc mpooPBaomg nat TGTOTOINGN YLot EPXOILOVES

ITANEITIXTHMIO TTEAOITONNHXEOY
TMHMA EINIXTHMHY KAI TEXNOAOTI'TAY THAEITIKOINQNIQN



LDAP

[ TAnpoyopla
— Aop1 ¢ TAnpooplag 1 onola anobnxreveto os eva LDAP

NATAAOYO
Ovopatoloyia
— [lwg 1 TAnpoyopla opyavwveTor not avoryvewEileTol
Nettovpyia

— [lepyoayet TG AetTOLEYIEG Ol OTOIEG LTOQOVY VUL EUTEAEGTOLY GTYV
TAneowopia 1 omola eivar anodnuevpévy otov LDAP xatdloyo.

Aoalelo

— [lepypayel mwg 1 TANEOYOPLL TEOCTATEVETAL ATO Y]
e€ovolodotnuevy Tpocfao.

ITANEITIXTHMIO TTEAOITONNHXEOY
TMHMA EINIXTHMHY KAI TEXNOAOTI'TAY THAEITIKOINQNIQN
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LDAP Server

oSl

LDAP TCP/AP LDAP
Client Server
LDAP TCP/P LDAP
Client Server
Directory

X.500
Server

Directory

ITANEITIXTHMIO TTEAOITONNHXEOY
TMHMA EINIXTHMHY KAI TEXNOAOTI'TAY THAEITIKOINQNIQN
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Katavowvtac to LDAP

— Xopnowonowet TCP/IP avti yioe tqv OSI protocol stack

— ATAOTOLEL GLUYAENAQULEVES AELTOVOYIES ML TLQUAELTIEL RAAES

(oe oyeon pe 1o X.500)
— Xopnowonotet Strings avtt yioe v ASN.1 notation yio v

ATIELLOVLOY] TV OECOUEVWVY.

ITANEITIXTHMIO TTEAOITONNHXEOY
TMHMA EINIXTHMHY KAI TEXNOAOTI'TAY THAEITIKOINQNIQN
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Entry

ol

l Altnl::rute '- @

Attribute

Type

Moy
L1
l Value :
g
-

‘ Value :
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ArnoOnrevong minpovoptog oto LDAP

Ka0e attribute éyet éva tono / obviaén xow o tpn

Mmnogel va 0pLoTEL TWG Ol TULES CUUTIEQLPEQOVTAL HAUTA TLG
ovot{NTNOELS UL TIG AAAES AELTOLOYLIES TOL HATHAOYOU

Yovtan: bin, ces, cis, tel, dn etc.

Optoc: SSN — povo éva, JPeg vwrtoypowioc — 10K

ITANEITIXTHMIO TTEAOITONNHXEOY
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ArnoOnrevong minpovoptog oto LDAP

— Kabe ‘entry’ neprypdpet éva avtieipevo (Class)
— Atopo, Server, Extnwtg »in

— Topdderypo ENtry:
— InetOrgPerson(cn, sn, ObjectClass)

— Tlopdderypa Attributes:

— cn (cis), sn (cis), telephoneNumber (tel), ou (cis), owner (dn),
jpegPhoto (bin)

ITANEITIXTHMIO TTEAOITONNHXEOY
TMHMA EINIXTHMHY KAI TEXNOAOTI'TAY THAEITIKOINQNIQN
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Syntax
bin
ces
cis
tel

dn
Generalized
Time

Postal Address

Yovtaén and rndnowe attributes

Description
Binary information

Case exact string, also known as a directory string, case is
significant during comparisons.

Case ignore string. Case is not significant during comparisons.

Telephone number. The numbers are treated as text, but all blanks
and dashes are ignored.

Distinguished name.
Year, month, day, and time represented as a printable string.

Postal address with lines separated by "$" characters.

ITANEITIXTHMIO TTEAOITONNHXEOY
TMHMA EINIXTHMHY KAI TEXNOAOTI'TAY THAEITIKOINQNIQN
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Attribute, Alias

commonName, cn

surname, sn

telephoneNumber

organizationalUnitName,
ou

owner
organization, o

jpegPhoto

Yuyvé LDAP attributes

Syntax
Cis
Cis
tel
Cis
dn
Cis

bin

Description Example
Common name of an John Smith
entry
Surname (last name) of a Smith
person
Telephone number 512-838-6008
name of organizational Tivoli
unit
DN of person that owns cn=John
the entry Smith,0=IBM,c=us
Name of organization IBM

Photographic image in  |Photograph of John
JPEG format Smith

ITANEITIXTHMIO TTEAOITONNHXEOY
TMHMA EINIXTHMHY KAI TEXNOAOTI'TAY THAEITIKOINQNIQN
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Avtrelpevo xon amopadtnto attributes

Object class Description Required attributes
commonName (cn)
InetOrgPerson Defines entries for a person surname (sn)
objectClass
ou

organizationalUnit Defines entries for organizational units |~ .
objectClass

0

organization Defines entries for organizations objectClass

ITANEITIXTHMIO TTEAOITONNHXEOY
TMHMA EINIXTHMHY KAI TEXNOAOTI'TAY THAEITIKOINQNIQN

N~
—
8
o
>
-3
oS-
8
<



18

LDAP distinguished name (DNS)

To avtineipeva os evoe LDAP natdhoyo avaryvwptlovtar and
T OVOPOXTA TOVG. Tt YoXQOUTYOLOTING TWY OVOUXTWY ELVAL 3

'Exouv 600 tonoug: String e URL.

String: (opileton oto RFC2253): cn=Leslie Smith,
ou=Austin, o=1BM

URL: ldap://<host>:<port>/<path>, 6mov <path> éye:
v popyn <dn>[?<attributes>[?<scope>?<filter>]].

Omnov <dn> eivor évae LDAP distinguished name to onolo
yonotponotet String.

ITANEITIXTHMIO TTEAOITONNHXEOY
TMHMA EINIXTHMHY KAI TEXNOAOTI'TAY THAEITIKOINQNIQN
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Ovopatoroyie oto LDAP

— To DNS anotehodvtat and adintovyio oyetnov DN

— cn=John Smith,ou=Austin,0=IBM,c=US (Leaf 2 Root) (~use \
for special)

— Aévtpo mnpoyopley xataloyou - Directory Information
Tree (DIT)

—  Ax0AOLDEL YEWYQXPIUX GYNIAT 1] CYTLATE OQYAVWONG

ITANEITIXTHMIO TTEAOITONNHXEOY
TMHMA EINIXTHMHY KAI TEXNOAOTI'TAY THAEITIKOINQNIQN
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Ovopatoroyie oto LDAP

— LDAP Zynpa
— Opllet Tolor AVTIMEILEV ETULTOETOVTOL
— [lov propodv va anobnrevtody
— T attributes éyouv (objectClass)
— TTole attributes eivou npoonpetina (0ObjectClass)
— THrog »&be attribute (objectClass)

— To LDAP oynpa npenet va pnoget va Safootel and tov
client

ITANEITIXTHMIO TTEAOITONNHXEOY
TMHMA EINIXTHMHY KAI TEXNOAOTI'TAY THAEITIKOINQNIQN
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Ovopatoroyie oto LDAP

Attribute Type String
CommonName CN
LocalityName L
StateorProvinceName ST
OrganizationName @)
OrganizationalUnitName ou
CountryName C
StreetAddress STREET
domainComponent DC
Userid uiD

ITANEITIXTHMIO TTEAOITONNHXEOY
TMHMA EINIXTHMHY KAI TEXNOAOTI'TAY THAEITIKOINQNIQN
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[Topaderypo DI

Sample New York Directory Information Tree

Opyavwpeva avd agency

Kabe Agency neptéyet
Groups o onoia mepiéyovy people

People o= organization

==

Resources onwg printers not conference rooms
— Applications (6rov application cuyxexpipéveg Thingoyopleg oL omoleg pnoEoLY vo

amobnrevtody

ITANEITIZETHMIO ITEAOITONNHXOY
TMHMA EINIXTHMHY KAI TEXNOAOTI'TAY THAEITIKOINQNIQN
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[Mopaderypa User Object

To Objects nepiéyouv attributes,

e.g.
— uid (user ID)
— ¢n (common name)
— sn (surname)
— mail (e-mail address)

To Attributes proget va

TIEQLEYOLY TTOAAEG TLUEG

To object awtd nepieyet
minpoyopelc arnd X.509
certificate yi PKI

Sample User Object

ITANEITIZETHMIO ITEAOITONNHXOY
TMHMA EINIXTHMHY KAI TEXNOAOTI'TAY THAEITIKOINQNIQN
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LDAP Acttovpyieg

— Tliotonoinon

— BIND/UNBIND
— ABANDON

—  Avalnmoetg
— Avalntnoetg
— X0ynplor entry
— Evnpepwon
— IlpoacHnun entry
— Awypopn entry (Movo nodes oe podda, oy aliases)
— Evnpépwon entry, Modify DN/RDN

ITANEITIZETHMIO ITEAOITONNHXOY
TMHMA EINIXTHMHY KAI TEXNOAOTI'TAY THAEITIKOINQNIQN

<
~
8
w
>
-8
S
8
3



25

AMnhenidpaon Client xow Server

O Client edpatmver éva Session pe tov server (BIND)

— Hostname/IP xo aptbpog port

— Aoypaiela
® [Tistonoinom Bactopévn oe User-id/password

® Avovopn obvdeon pe tporabopiopéva Soumpate (ANONYMOUS connection -
default access rights

® Kourtoypsipron eriong vrootgileta
O Client exte)el Aettovpyleg
— Read/Update/Search
— SELECT X)Y,Z FROM PART_OF_DIRECTORY

O Client teppariler to session (UNBIND)
O Client propet v ABANDON 10 SESSIOH - cvveoveenveeerunnne.

ITANEITIXTHMIO TTEAOITONNHXEOY
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BIND/UNBIND/ABANDON

BIND: To aitnpo mepthapfaver v énxdoon tov LDAP, 10
dvopa tou Client o onolog #dver 1o altnua yioe BIND o 7
uebodog mLeTONOLNOYG 1 OOl UWTOEEL VoL ElvaL

— Am (ot xwdol etvor #oBapd xeipevo, aNONymMous)
— Kerberos v4 6to LDAP server (krbv42LDAP)

O Server avrtamoxpivetar pe éva Status indication

UNBIND: Teppatileton to S€SSIon
— UnbindRequest ::= [APPLICATION 2] NULL

ABANDON:

— Messagel D to abandon

ITANEITIXTHMIO TTEAOITONNHXEOY
TMHMA EINIXTHMHY KAI TEXNOAOTI'TAY THAEITIKOINQNIQN
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Search/Compare

— To atmpa meptiopBovel
— baseObject: ¢eva LDAPDN
— SCope: oe ndoa enineda Oo ementabel 1 avalnnom
— derefAliases: nwg 0o yeiplotody 1o aliases
— sizeLimit: péyiotog apBpodg and entries to oroto O emtotpapody
— timeLimit: péyiotog ypovog yia tov onoto Oa exteleiton 1 avalftnon
— attrsOnly: Enotpoypn povo tonoug attribute types 7 xow tig tipég

— Filter: uvbnxeg or onoleg mpénet v travonotobvon notd Ty
avolnTnom
— Attributes: Aioto pe o attributes o omoto O emiotoapoLy

— Compare: napopoto pe to search odid smiotpéyper T/F

ITANEITIXTHMIO TTEAOITONNHXEOY
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ADD/MODIFY/DELETE

— ADD request
— Tlpocbnxn LDAPDN
— Alota and Attributes xou tpég

— MODIFY request

— Xopmnowponotettal ylx v tpocbeoet, dtaypdetl xat tpomoTooel
attributes

— To Request neprypapet
@ Object: LDAPDN

® Aiota pe tpomonoaerg
— Add, Delete, Replace

— DELETE request
— Object: LDAPDN e

ITANEITIXTHMIO TTEAOITONNHXEOY
TMHMA EINIXTHMHY KAI TEXNOAOTI'TAY THAEITIKOINQNIQN

o)
N
8
w
>
-8
S
8
3



2.TOLYEL TOWTOXOAAOD

(=2
— LDAPMessage (MessagelD unique) 3
LDAPMessage ::= 3
SEQUENCE |
messagelD MessagelD,
protocolOp CHOICE {
bindRegquest BindReguest,
bindResponse BindResponse,
unbindRequest UnbindRequest,
gearchReguest SearchRequest,
searchResponse SearchResponse,
modifyRequest ModifyRequest,
modifyResponse McdifyResponse,
addRequest AddRequest,
addResponse AddResponse,
delRequest DelRequest,
delResponse DelResponse,
modifyRONRegquest ModifyRDNRegquest,
modifyRONResponse ModifyRDNResponse,
compareDNReguest CompareRequest,
compareDiResponge CompareResponse,
abandonRequest AbandonRequest
i
}
MessageID ::= INTEGER (0 .. maxInt)

--------------------------------------

ITANEITIZETHMIO ITEAOITONNHXOY
TMHMA EINIXTHMHY KAI TEXNOAOTI'TAY THAEITIKOINQNIQN
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2.TOLYEL TOWTOXOAAOD

— LDAP Anotekeopa BN

resultCode ENUMERATED {
success
' operationsError
_ AQGY] protocolError
timeLimitExceeded
sizeLimitExceeded
r] t)' compareFalse
- nOSUC O JeCt compareTrue
authMethodNotSupported
- strongAuthRequired
e aIIaSPrObIem noSuchAttribute
undefinedAttributeType
. . inappropriateMatching
N InvaIIdDNsyntaX constraintViolation
attributeOrValueExists
. invalidittributeSyntax
IsLeaf etc noSuchObject
' aliasProblem
invalidDNSyntax
igLeaf
aliasDereferencingProblem
inappropriatefuthenticaticon
invalidCredentials
insufficienthccessRights
busy
unavailable
unwillingToPerform
loopDetect
namingViolation
objectClassViolation
notillowedOnMNonLeaft
nothllowedOnRDN
entryhlreadyExists
objectClassModsProhibited
other

matchedDN LDAPDN,
errorMessage LDARPString

TMHMA E }
30

(0),

a5

(2},

(3},

f4),

[5) ;

(6);

(7},

(8},

(1&},
(17},
(18},
{19},
(20},
(21},
(3z2),
(33),
(34},
(35},
(38},
(48},
(49},
(50},
(51},
(52},
(53},
(54},
(64},
(65},
(&8},
(&7},
(68},
(69},
(80)
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Aoyaieto oto LDAP

H aogiheio Baoileton oto BIND povrého
KaOapd neipevo =2 ver 1l

Kerberos - ver 1,2,3 (depr)

SASL - ver 3

— Simple Authentication and Security Layer

— Xopmnotwponotel pla ano noAreg pebodoug miotonoinong

ITANEITIXTHMIO TTEAOITONNHXEOY
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Aoyaieto oto LDAP

— XwEl¢ ToTOToN oY

— Boaown niotomoinon

— DN xou password nopéyovrot
— KoabBopo xeipevo 1 Base 64 encoded

— SASL (RFC 2222)
— Tapdapetoor: DN, unyoaviopog, Siantotevtnoa

— Tt v nwdromoinoy pmopel va yivel SLUTEXYUATEVCY] EEYWOLOTA
— Idap_sasl_bind() (ver3 call)
— Ldap://<Idap_server>/?supportedsasimechanisms

ITANEITIXTHMIO TTEAOITONNHXEOY
TMHMA EINIXTHMHY KAI TEXNOAOTI'TAY THAEITIKOINQNIQN
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Aoyaieto oto LDAP

— To LDAP yopnowponotel 1o SASL 10 onolo yponotponotet 1o

SSL/TLS

Application(s)

(WWW, POP, SMTP, E-Mail)

Application Protocols

Network Protocols

Security Layer (SSL/TLS)

TCP/IP Layer

JUVANA I WS UVAS S R IUL AN B RN J § 1UJ.\U.\JI'IL¢UY

TMHMA EINIXTHMHY KAI TEXNOAOTI'TAY THAEITIKOINQNIQN
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Aoyaieto oto LDAP

— SSL/TLS Handshake

Client

Request, SSL/TLS Options
qu pti -

Certificate, SSL/TLS Options

Prove It

-

Messaqe, Digest
- g g

Symmetric Key (encrypted
y y (encryp }._

Random Message (encrypted)

Server

Time

NNHXZOY
NQNIQN

<
™
8
w
>
-8
S
8
3



35

To povtelo 1oLV TEWTONOAAOD

— O Clients extehoby Aertovpyleg Tov TEWTOXOAMOL Ge SErVers

— O Client otélvouy request otov Server
— O Server emtteloby AeLTovEYyieg 6ToV *ATIAOYO

— O Server emotpeéyet 10 anotéreopa 1 v Adboug

—  Aobyypovn emovwvia pe tov Server

ITANEITIZETHMIO ITEAOITONNHXOY
TMHMA EINIXTHMHY KAI TEXNOAOTI'TAY THAEITIKOINQNIQN
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AMnAenidpaon Client/Server

Application Client

Application

Directory Server

Fi‘eiuest Reply
API |

Directory Client

—= Receive Message
Access Directory
Return Reply

TCP/IP

:

? Request Message —I-T Directory

TCP/IP

-#— Reply Message

ITANEITIXTHMIO TTEAOITONNHXEOY
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AVTLOTOlYLOY] GTO ETUTEOO PETAPOQAS

— Xpnotpornotet 1o TCP

— LDAPMessage PDU avtistoryet TCP byte stream
— LDAP yopnotponotet v nogto 389

ITANEITIZETHMIO ITEAOITONNHXOY
TMHMA EINIXTHMHY KAI TEXNOAOTI'TAY THAEITIKOINQNIQN
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LDAP Ylonowoetg

C Library API

— LDAPvV2 - RFC 1823 ‘“The LDAP API’
— LDAPvV3 - In Internet Draft stage

Java JNDI

LDAP v3 yonowwornoet UTF-8 encoding yix to Unicode
character set.

HTTP to LDAP gateway
LDAP to X.500 gateway — Idapd

ITANEITIXTHMIO TTEAOITONNHXEOY
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LDAP v2

RFC 1777: LDAP v1

RFC 1778: The String Representation of Standard Attribute
Syntaxes

RFC 1779: A String Representation of Distinguished
Names

RFC 1959: An LDAP URL Format
RFC 1960: A String Representation of LDAP Search Filters

ITANEITIXTHMIO TTEAOITONNHXEOY
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Version 2 v/s Version 3

Referrals

— 'Eva Server o onotog 6ev éyet anobnrevpeva T {ntovpeva 6edopeva
unopel vo tapanépder tov client e éva diho SErver.

Aoalelo

— Yrootwoén Simple Authentication and Security Layer (SASL)
Internationalization

— Ynoothotn UTF-8 yu S1e0vi) yoponthpec
Enrextaotpotta

— Neot TOnot aVTIKELUEVDY KoL AELTOVEYLEG LTTOQOLY BLVAULIKE VX
OQLOTOLY

ITANEITIXTHMIO TTEAOITONNHXEOY
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