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2KOTTOG

YKomA¢ oV TG TNG doknong etvon 1 e€otkeimon e Tig access-lists GTovg dpoUOAOYNTES
CISCO. Ot gpottntég Ba ypnooromcovy Tpaypatikovg dpoporoyntég CISCO otovg
omoiovg o Tpémel va SMOCOVV TIC KATAAANAES EVTOALS.

Huepopunvieg
To gpyaotipilo o mpayuatomomOei tnv Hapackevn 11/04/2008, evd
Tpomapaokevootikn dtideén Ba d00ei v Mapaokevn 04/04/2008. Ot avapopéc tov

gpyaotnpiov Oa mpémel va amootadovy Hécw e-class atov diddokovTo HéypL v
MépmTn 10/04/2008.

Mepiypa®@n - ZnToupeva
1. Znteiton va viomomBel  mapokdt® TomoAoyio (6TOVG dPOUOAOYNTEG Elval NOM
configure to Fast Ethernet interface).
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O vroloywotig pe ip 192.168.1.2 tpéyet vanpeoio FTP.
O vroloywotig pe ip 192.168.2.2 tpéyet vanpecio HTTP.

Znteitor vo gvepyomomoete o€ kdBe Opopoloynty 1o mpwtoOkoAro BGP
(Epyaotpro 2).

Znreiton va, kaBopiotovv access-lists otov dpoporoynty C €161 dote:

4.1. To diktvo 192.168.3.0 va pmopel va PAEnel oelideg mov mapéyet o HTTP
server eve to diktvo 192.168.1.0 oxt.

4.2. Eniong (nteiton 10 diktvo 192.168.3.0 va pmopel va kdvel ping to Siktvo
192.168.2.0 evd oyt to diktvo 192.168.1.0. [Ymootnpiktikd LAKO]

Znreitan va kaBopiobovv access-lists 6tov dpoporoynt A €161 ®OTE:

5.1. To diktvo 192.168.3.0 va pmopel umer pe telnet oe oavtdov evd va
aroyopeveTon 1 TpdsPaocm oto diktvo 192.168.2.0.

5.2. Na anayopevetor 1 pdcsPacn oty vanpecio FTP and to diktvo 192.168.2.0
eva va, emtpénetal and 1o diktvo 192.168.3.0.

Znreitan va kaBopiobovv access-lists otov dpoporoynt B étol dote:

6.1. Na emitpémeton 1o traceroute and 1o diktvo 192.168.2.0 evd va amayopeveTan
a6 1o diktvo 192.168.1.0.

6.2. Na emupéneton uoévo 1o diktvo 192.168.3.0 va apywkomomoset €va TCP
session &V Vo, OmOyOPEVETAL 1 OpyKoToinon kKot mn eykotdotacn TCP
sessions oo To dAAa SikTvaL.

Epopuoote filtering based on AS path. Ztoxoc eivor (dnrodn omd tov
dpoporoynt) C) dote vo e@appootel oyetikn moAltikr tov AS200. Metd v
EPAPLOYN TOV EVIOA®MV TOPOINPNOTE T routing tables Tov dpoporoyntdv Kot
amoavOeite yio TNV cwot Asrtovpyia Tov path filtering.

210 Topamave CNTAHOTE 0 POLTNTNG TPENEL VO, £XEL TNV KAVOTNTO VO, OTOPOGICEL
Tt €id0¢ access list Oa ypnoipomomoet kot yoti.

. Aol éyete Béoel Tig access lists eAéyyote €dv TPAYHOTIKO 0KOAOVLOOVLV TO
{nrovpueva.

Mapadotéa TNG ava@opdsg epyacTnpiou

Oa TPEMEL 01 POITNTES VO TOPASDGOVV AVAPOPH EPYASTNPIOL 1) OToin VoL
TEPIAAUPAVEL TIG EVTOAEG TTOL £WGOV Y10 VO TPOYLATOTOGOVY KAOE éval amd Tol

TOPOTAVE® PLOTO, TIG OTOVTGELS OTO EPOTHLOTO TO OTOI0 EPOTMOVTOL o€ KAOE Prpa

kaBd¢ emiong kot éva avtiypago (copy — paste) and to configuration Tov
dpoporoynt.

Y1rooTnpIKTIKO YAIKO

1o web site Tov pobnuotog oto Katdioyo «Eyypaeo/Epyactiplon vrapyet To

apyeio «Lab3_support.zip» 10 0moio TapEYEL VTOGTNPIKTIKO VAIKO Y10, TO EPYOOTHPLO.



Emiong oto web site Tov padnuatog oto katdroyo «Eyypaga/Epyactiplo» vrdpyst
10 apyeio «Lab_general_support.zip» to omoio TePEYEL YEVIKOTEPO VIOGTNPIKTIKO
VAKO Y100 TO €PYASTHPLO Yo 0L TO KABMS Ko Yo GALD EPpYAOTHPLOL.

BaoikéG eVTOAEG O1 OTTOIEG B XpnoiIpoTTOINBOUYV

1. Anuovpyio Standard access-list.

a. Mrnaivovue og configure mode pe v evioin
[Router#] configure terminal.

b. Amo ekei Bétovpe v access list
[Router(config)#] access—list access—list—number {permit|deny}
{host|source source—wildcard|any}

C. 'Emerta umaivovpe oto interface mov 0élovue vo epapudcovpe v
access list pe v evion
[Router(config)#] interface [interface name and number]

d. Eeopuolovpe tv access list pe tnv evioin
[Router(config-if)#] ip access—group access—list—number {injout}

2. Anuovpyia Extended access-list
a. Mrnaivovue og configure mode pe v evioin
[Router#] configure terminal.

b. Amo ekei Bétovpe v access list
1. IP

access—list access—/ist—number [dynamic dynamic—name [timeout minutes]] {deny |
permit} protocol source source—wildcard destination  destination—wildcard
[precedence precedence] [tos tos] [log | log—input] [time—range time—range—name]
2. ICMP
access—list access—/ist—number [dynamic dynamic—name [timeout minutes]] {deny |
permit} icmp source source—wildcard destination destination—wildcard [icmp—type |
[[icmp—type icmp—code] | [icmp—message]] [precedence precedence] [tos tos] [log |
log—input] [time—range time—range—name]
3. TCP
access—list access—/ist—number [dynamic dynamic—name [timeout minutes]] {deny |
permit}  tcp  source  source—wildcard  [operator  [port]]  destination
destination—wildcard [operator [port]] [established] [precedence precedence] [tos
tos] [log | log—input] [time—range time—range—name]
4. UDP
access—list access—/ist—number [dynamic dynamic—name [timeout minutes]] {deny |
permit} udp  source  source—wildcard  [operator  [port]]  destination
destination—wildcard [operator [port]] [precedence precedence] [tos tos] [log |
log—input]
[time—range time—range—name]

c. 'Emerta umaivovpe oto interface mov 0élovue vo epapudcovpe v

access list e v evioAn
[Router(config)#] interface [interface name and number]
d. Eeopupolovpe tnv access list pe v evioin

[Router(config-if)#] ip access—group access—list—number {injout}

3. T va meplopicovpe T1g TANpoopieg T1g omoieg pabaiver 1 drapnuilet Evog
dpopoAoynTng umopove vo Kavovue @uitpapicpo tov BGP routing updates
and 1 TPog oLvyKeKPEVOLS Yeitoveg. T tov okomd avtd pmopel va
dnuovpynOei pia access-list n omoia va Bétel KATO10VE TEPLOPIGUOVG:



Command Purpose

Step 1 Pouterf ip as-path access-list cocess-1ist-mumber Defines a
{permit | deny} as-regexp BGP-related
access list

Step 2 |Bouterf router bgp es-mumber

Enters router
configuration
mode.

Step 3 Pouter (config-router)# meighbor {ip-2ddress |
peaer—group—die} Filter-1list gccess-list-pumber {in |
out}

Establishes a BGP
filter.

Metd TV EQAPLOYT TOV EVIOADV OLTAV Y10 Vo EvEPYOTomBovv ot puBpicelg Tpémet

va yivel reset To bgp pe v vioin
[Router#] clear ip bgp *

Ynueimon: Ta regular expressions (as-regexp) divovtot 6To VTOGTNPIKTIKO VAIKO.




