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Transmission Control Protocol - TCP
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TCP: H emunepaiido

A source port

B destination port

C sequence number

D acknowledgement number

E offset F reserved| GECN H flags I window

J checksum K urgent pointer

L options M padding
N data
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User Datagram Protocol - UDP

— (AmAo) ITpwtonoro Metapopdg
— RFC 768 [Postel 1980]
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— Aev y0"OLULOTOLEL LOVLUEG CUVOETELG

— Aev eiva a€lomoto = dev eyyvaton 0Tt T Taneta Ha whacou
OTOV TEOOQPLGIO TOUG.
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UDP: H ennepoiion
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A source eport

B destination port

C length

D checksum

E data
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IP: H emueparion
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A version

B 1HL
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D total length
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L destination address
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N padding

0 data
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Euypwlevon
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Cdestination address

|Dsnux:e address

Eprotocol |

Fdata

Gehecksum

IP header

version B 1HL |C type of service D total length

didentification F flags IG fragmentation offset

time to live |I protocol J header checksum

source address

destination address

options N padding
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data

TCP header

A source port |B destination pert

C sequence number

D acknowledgement number

E offset F reserved| Gecn H flags [ T window

J checksum | K urgent pointer

L options M padding
N data

UDP header

A source eport | B destination port
C length | D checksum
E data
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Port numbers

— KaOe TCP 7 UDP 8iepyaoio/vnnpeoto Suabeter pio Obpo

(port) o)y omola «auoLE

— Bupewc I'vwoteg Ovpeg (well-known ports)
— /etc/services oto UNIX.

— Google: well-known ports

— Ot clients ypnotponolody ta ‘epnpepa’ ports.
— H povadotta toug eooporiletor and 1o TCP/UDP,
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Port numbers

TIANA IANA
well-known_ | [ANA registered ports | |~ dynamicor
}< ports g1 }4 | _ private :
1 1023 1024 49151 49152 ports 65535
BSD BSD
}_‘ reserved }_‘ ephemeral ._{ BSD servers »{
e - —~
ports ports (nonprivileged)
1 1023 1024 2000 5001 65535
; 5 Solaris
e i ephemeral
. ports
513 1023 32768 65535
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TCP/UDP o epappoyeg

Application

ICMP

UDP

TCP

Ping
Traceroute

P !

OSPF (routing protocol)
RIP (routing protocol)

| BGP (routing protocol)

| BOOTP (bootstrap protocol)

DHCP (bootstrap protocol)

| NTP (time protocol)

TETP (trivial FIT)
SNMP (network management)

. * ¢ @

SMTP (electronic mail)
Telnet (remote login)

. FTP (file transfer)
' HTTP (the Web)

NNTP (network news)

DNS (domain name system)
NFS (network file system)
Sun RPC (remote procedure call)

DCE RPC (remote procedure call} |
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UNIX evtoAeg yx 10 6intvo

—  IIinpowopieg yio T interfaces:
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georgeik@zenon.ceid.upatras.gr% netstat -ni

Name Mtu Net/Dest Address Ipkts lerrs Opkts Oerrs Collis Queue
lo0O 8232 127.0.0.0 127.0.0.1 132714 O 132714 0 0 0
hmeO 1500 150.140.141.160 150.140.141.182 2146548 O 2161571 O 0 0

— Routing tables:

georgeik@zenon.ceid.upatras.gr% netstat -rn

Routing Table:

Destination Gateway Flags Ref Use Interface
127.0.0.1 127.0.0.1 UH 0 4122 100
150.140.141.160 150.140.141.182 u 2 118 hmeO
default 150.140.141.161 UG 0 18566
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UNIX evtoAeg yx 10 6intvo

—  IIkinpoyopieg yio T interfaces (Aemntopépeta):

georgeik@zenon.ceid.upatras.gr% ifconfig -a

100: flags=849<UP,LOOPBACK,RUNNING,MULTICAST> mtu 8232
inet 127.0.0.1 netmask 000000

hmeO: flags=863<UP,BROADCAST ,NOTRAILERS,RUNNING,MULTICAST> mtu 1500
inet 150.140.141.182 netmask FFFfffe0 broadcast 150.140.141.191

—  Ping:

georgeik@zenon.ceid.upatras.gr% ping -s www.ntua.gr

PING achilles.noc.ntua.gr: 56 data bytes

64 bytes from achilles.noc.ntua.gr (147.102.222.210): icmp_seq=0. time=10. ms
64 bytes from achilles.noc.ntua.gr (147.102.222.210): icmp_seqg=1. time=8. ms
64 bytes from achilles.noc.ntua.gr (147.102.222.210): icmp_seq=2. time=6. ms
~C

—-—-—-achilles.noc.ntua.gr PING Statistics----

6 packets transmitted, 6 packets received, 0% packet loss

round-trip (ms) min/avg/max = 6/8/10

DY
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UNIX evtoAeg yx 10 6intvo

—  Amotuynuévo ping:

georgeik@zenon.ceid.upatras.gr®% ping -s home.netscape.com

PING wwwld-de.netscape.com: 56 data bytes

ICMP 13 Unreachable from gateway TBtx-gwl.ULM.net.DTAG.DE (194.25.4.203)
for icmp from zenon (150.140.141.182) to 194.25.242.201

ICMP 13 Unreachable from gateway TBtx-gwl.ULM.net.DTAG.DE (194.25.4.203)
for icmp from zenon (150.140.141.182) to 194.25.242.201

e

--—-wwwld-de.netscape.com PING Statistics-——-

6 packets transmitted, O packets received, 100% packet loss
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UNIX evtoAeg yx 10 6intvo

—  Traceroute:

root@zenon> traceroute www.ntua.gr
traceroute to achilles.noc.ntua.gr (147.102.222.210), 30 hops max, 40 byte packets

1

o o~ WN

r2b-fddiovi279._upatras.gr (150.140.141.161) 2 ms 1 ms 1 ms
rOa-fd800vI100.upatras.gr (150.140.128.11) 1 ms 1 ms 1 ms
patra-upatras-ATM.grnet.gr (194.177.209.157) 2 ms 2 ms 2 ms
athens-patra-ATM.grnet.gr (194.177.209.69) 38 ms 6 ms 6 ms
ntua-athens-ATM.grnet.gr (194.177.209.130) 7 ms 6 ms 8 ms
achilles_.noc.ntua.gr (147.102.222.210) 8 ms * 10 ms
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