YAoTttoinon AIKTUOKWV
YTTOOOUWV KOl YTINPECIWV:
PUBuion EEuTtnpetntn LDAP

o€ Ubuntu Linux

gt MNavemiotuio MeAoTTOVVHOOU
SO TuNuo ETUOTAUNG & Texvoloyiog
NP TNAETTIIKOIVWVIWV

Evayyerog A. Koopatog




LDAP A&vipo (puoikr opyavwon)

c=E c=1J5

stt:Califomia

o=AcCme

The Crganization

olU=Sales

Organizational LUnit au=Marketing

cn=Barbara Jensen

Ferson
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LDAP Agvtpo (internet domain)

=net C)dc:com dc=DE

The Organization

dc=example

olU=Servers

Organizational Unit ou=Feople

uid=bahs

Ferson
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[TpocBaon o€ TIANPO@OPIa OTOV
LDAP

e Avagepopaote pe TNV xpnon distinguished name, ta
OTTOI0 OLVBETOVTAl ATIO TO OVOMO TOL entity (To
oTtoio ovopaletal Relative Distinguished Name -
RDN) kat a1to 10 OVOUATA TWV TIPOYOVWV TOU.

Mo Ttopadelyua yio tnv yypaer) Barbara Jensen 1o
TiponyoLuevo oxnua €xovpe RDN uid=babs kai DN ta
uid=babs, ou=People, dc=example,dc=com.
e To ANpeC format tov DN opiletal oto RFC2253,
"Lightweight Directory Access Protocol (v3): UTF-8
String Representation of Distinguished Names."

YAoTtoinon AIKTUOKWVY YTIOO0UWV Kal YTINPECIWV



OpenLDAP (slapd)

LDAPV3

Transport Layer Security (TLS/SSL)
‘EAeyxoc tomtoAoyiog (Topology control)
‘EAeyxoc Tipoofaoncg (Access control)
ETuiAoyr armo Baoeig ded0UEVWV

[evIKO API

YTmootnpién Threads

YTmtooTtpién Replication

YTmtootnpign Proxy Cache

EvéAikto Configuration
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OpenLDAP Configuration (1)

e Baoika apxeia puBuicewv Tov Openldap gival 0ToV KATAAOYO
/etc/Idap.

Kuplotepo apxeio puBuioewv 10 slapd.conf

e Elodayoupe 1a Baoika LDAP schemes
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OpenLDAP Configuration (2)

e KabBopidovpue tnv Baon 1tov 6a XPNOIUOTIOINOOUVE:

e KabBopilovpue ToV BOCIKO KOTAAOYO:

e Kabopidouue Tov BaCIKO XPrOTn TOU KATOAOYOU, O
OTTOIOC EXEl OAQ TO OIKAIWUOTA:
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OpenLDAP Configuration (3)

e Tov KWAIKO ToL admin tov Balovue O€ POPYPN
MD5 yia Adyouc ao@aAeiog. Mo va Bpeite tnv
MD5 KwoIKOTIoINoN ToL KWAIKOUL Ttou Ba
XPNOIUOTIOINOETE EKTEAEITE TNV EVTOAN:
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OpenLDAP Configuration (4)

e KabBopidovpue ta dikaiwuata tpooBaonc:

access to attrs=userPassword

oy dn="cn=admin,dc=corelab" write
0y anonymous auth

oy self write

DYy * none

YAoTtoinon AIKTUOKWVY YTIOO0UWV Kal YTINPECIWV




OpenLDAP Configuration (5)

e [pocfacon avayvwaong o€ 0AoUC:

e ATIOAUTO OIKOIWUOATO PJOVO oToV admin

Keipevo og ASN.1
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Moapauetpol TNC evtoAnc slapd (1)

start: Starts with default configuration
stop: Stops the slapd

-f <filename>: This option specifies an alternate configuration file for
slapd. The default is normally /usr/local/etc/openldap/slapd.contf.

-h <URLs>: This option specifies alternative listener configurations.The
default is Idap:/// which implies LDAP over TCP on all interfaces on the
default LDAP port 389. You can specify specific host-port pairs or other
protocol schemes (such as Idaps:// or Idapi://). For example, -h "ldaps://
|[dap://127.0.0.1:666" will create two listeners: one for LDAP over SSL
on all interfaces on the default LDAP/SSL port 636, and one for LDAP
over TCP on the localhost (loopback) interface on port 666. Hosts may
be specified using IPv4 dotted-decimal form or using host names. Port
values must be numeric.

-n <service-name>: This option specifies the service name used for
logging and other purposes. The default service name is slapd.
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Moapauetpol TN eVTOANC slapd (2)

-| <syslog-local-user>: This option specifies the local user for the
syslog(8) facility. Values can be LOCALO, LOCAL1, LOCALZ2, ..., and
LOCALY. The default is LOCALA4. This option may not be supported on
all systems.

-u user -g group: These options specify the user and group,
respectively, to run as. user can be either a user name or uid. group
can be either a group name or gid.

-r directory: This option specifies a run-time directory. slapd will
chroot(2) to this directory after opening listeners but before reading any
configuration files or initializing any backends.

-d <level> | ?: This option sets the slapd debug level to <level>. When
level is a "7 character the various debugging levels are printed and
slapd exits, regardless of any other options you give it.
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Bondntiko Ttpoypaupa slapcat

[0 va QOUE TA TIEPIEXOMEVA TNC PACNC, EKTEAOUE TNV EVTOAT):

To mpoypapua slapcat xpnalUoTTolEiTal Yo va €Ayel TNV Baon
dedopEVWV o€ eva LDIF apxeio:

slapcat -| <filename> -f <slapdconfigfile> [-d <debuglevel>] [-
n <databasenumber>|-b <suffix>] where -n or -b is used to
select the database in the slapd.conf(5) specified using -f. The
corresponding LDIF output is written to standard output or to the
file specified using the -l option.
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Anuiovpyia veag Baong

>tapatape tov OpenLDAP server
AloypAa@oupe v Baon
Ekkivoupe tov OpenLDAP server

Mnyaivoupe ato home directory Tou root kai dnuiouvpyolpe To Idif
OPXEIO PUE TA TIEPIEXOUEVO TIOU BEAOULIE.

Eiocdayoupe 10 Idif apxeio otn Bdon
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Apxeio Idif (1)

dn: dc=corelab
objectClass: top
objectClass: dcObject
objectClass: organization
o: Core Lab

dc: corelab

dn: cn=admin,dc=corelab

objectClass: simpleSecurityObject
objectClass: organizationalRole

cn: admin

description: LDAP administrator
userPassword: {MD5 XXXXXXXXXXXXXXXXXXXXX
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Apxeio Idif (2)

e H dn directive opilel eva Distinguished Name
(DN) KOl XpnNO1UOTIOIEITAL VIO VO OPICEL Eva entry
(aKoAOLBOULV Kal OAAEC directives yia To entry).

e O TIPETIEI VA LTTAPXEL KEVI YPOMUMN TIPIV TNV dn
directive
(EKTOC €av €ival N Ttpwtn directive Tov apxeiov)
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Apxeio Idif (3)

e H objectclass directive eTUTpETIEL VO
objectclass va 1tpootebel oto entry.

e O TIPETIEI VO LTIAPXEI TOVAAXIOTOV £V
objectclass ava entry.
e [Mapaderypa

objectClass: top ATTIOTEAEIL LI IO1AITEPN, APNPNUEVN
KAQQT), ATIO TNV OTTOi0 OAEC Ol AAAEG AUECT N EUUETT

KANPOVOUOUV XOPAKTNPIOTIKA TNC.
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BonBntiko Ttpoypappa slapsearch
e Avadlntnon o€ ldap KatdAoyo

e [Mapadeypa avalntnong
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Anuiovpyia user kKat group (1)

e [0 AOyoucg ao@aAclog Tipoteivetal o OpenLDAP server
VO UNV EKTEAEITAI ATIO TOV XPrOTN root. ZuvioTtatal n
dnNUIoLPYia evog veou xprotn (Tt.X. ldap) kai plog veag
opadac (1.x. ldap), yia armoKAEIOTIKN Xprnon otnv
eKTEAEON TOL OpenLDAP server.

e [0 TNV dNUIOLPYIO TOUC EKTEAEITE TIC OKOAOUVBOEC
EVTOAEC:
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Anuiovpyia user Kat group (2)

e ETTioNg, 0 VEOC XpNaTNG Kal group Ba TIpETEL VO
ONAwoOel Kal 010 guoTtnua. 210 Ubuntu ta mapamavw
kKaBopilovtal oto apxeio /etc/default/slapd:
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Anuiovpyia user kat group (3)

o TEAOC Ba TIPETIEI VO OANAEETE TA DIKAIWUATO

TIPOOoBaong ota akoAoLBa apxeia:

O O 0 0 00 0 O

ngrp ldap /etc/ldap/slapd.conf
nmod 640 /etc/ldap/slapd.conf
nown —R lIdap.ldap /var/run/slapd
nmod 750 /var/run/slapd

nmod 644 /var/run/slapd/*

nown —R Idap.ldap /var/lib/ldap
nmod 750 /var/lib/ldap

nmod 600 /var/lib/ldap/*
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EktéeAeon slapd

e AVOAUTIKQ TO TTOPOATIAVW TIEPIYPAPEL TA EENC:
‘Exel onkwOei etutuxwg o OpenLDAP server daemon
(slapd)
O 0oTT0i0C OKOUVEL VIO AITNOEIC TIOL TIPOEPXOVTAI OTIO TO
(010 punxavnua (Idap://127.0.0.1:localhost)

O slapd daemon tpexel pe dikalwuata xpnotn ldap kai
group ldap (-g Idap —u Idap)

ATIOVTOEl O€ QITNOEIC TIOL EpYOVTal aTto IPv4
dlevBuvoelg (-4)
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Configuration Idap.conf

e Client side configuration
e Apxeio /etc/ldap/ldap.conf

YAoTtoinon AIKTUOKWVY YTIOO0UWV Kal YTINPECIWV

23



Backup Configuration files

Ubuntu:
sudo cp /etc/ldap/slapd.conf /etc/ldap/slapd.conf old

sudo cp /etc/default/slapd /etc/default/slapd_old
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[Mpoypapuua phpldapadmin (1)

e [pa@IKO TIEPIBAAAOV Yia LDAP Server

e EktéAeon oto browser

e AV gU@PAVIOTEI AOBOC AOYW HIKPOL PEYEBOLC PVNUNG
php
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I‘Ipoypcxuua phpldapadmln (2)

Location Edit View Bookmarks Tm}IE- Settings Help

@ @ @ O (X2 | w http://127.0.0.1/phpldapadmin/cmd. php?cmd—templ.-vl gl ||_-|

IF"'_' % phplLDAPadmin (1.1.0.4) -

*§ Your php memory limit is lo... |

w g o 9 @

Home Purge caches Request Report a bug Donate Help
feature

MMy LDAP Server ®

E Q@ 0@ @ ¢

dc=corelab

schema search refresh info import export logout r: My LDAP Server Distinguished Name: de=c

Logged in as: cn=admin,dc=corelab Tem FJ"'TP NoTempIate

& dc=nodomain ® Refresh Export
Copy or move this entry # Show internal z
i@ Delete this entry =]l Rename
o Hint: To delete an attribute, empty the text field and click save
(54 Compare with another entry Create a child
& Add new attribute T view 2 childrer—
"i"| - [ Export subtree | iy k3
-
»

. 'd\ . ; (A 4 [ yagelis@Zeus2: ~ - Shel Ldap environment - Sate il @Q% 21:06

» phpLDAPadmin (1.1.0 u il /A 2009-05-05
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