AOC@OAEI0 TNAETUKOIVWVIOKWV
2 VOTNUATWV

Aoc@aAela dladiktuov: Hacking, Hactivism, e-
booling, trafficking, fake e-business,
impersonation, ransomwares, KAOTt] PnN@loKC
TAVTOTNTOC KOIVWVIKOU OIKTUOU (TTX VO KAATIEL N
TALTOTNTA EVOC XPrOoTN KOl vd apXioouv HEOW
OUTNC VO EKTIBEVTAI EIKOVEC TIOU TOV OIABAAAOLV).



A10OIKTLO:

1. YTI0O0UEC TTOPOXNC TIANPOPOPIOG

-Whatever-pedia
-eBooks

-sites offering how to...
-Pictures shares
-News

-ePress

Etc

2. YTI000pEC MapoxNC YTINPETIWVY
-VolIP

-TvolP

-eGoverment

-eClass

-ePresence

-eService

3. Ne@OUTIONOYIOTIKEC YTINPETIEC
-Cloud Computing

-Cloud Service

-Cloud whatever

Acdopeva (Data):

1. Data is:
Aggregated
Concentrated

2. Data is:
Transmitted
Processed
Aggregated
Concentrated

3. Data is:
Distributed
Transmitted
Processed
Aggregated



Kivouvol oto dI0dIKTLO

loi

. ZKOUANKIO

. Aovpelol ‘ITtTtol KokOBouAo AOyIOUIKO
KepKOTIOPTEC

. Bots

. ransomwares

. rootkits

. keyloggers

“ ATtEINEC OTO SIadIKTLO

1. Wapepa

2. ATtatn

3. MAaoTOTIPOCWTIEIN

4. KAOTI TIPOCWTIIKWY OEOOUEVWV
5. KAOTTI) TIEPIOVOIOKWY OTOIXEIWV
-OIKOVOUIKO OEQOUEVT
-TIVELUOTIKO OEAOUEVA

6. KuBepvorteipateia

7. KuBepvo-akTIBIouOC

8. KuBepvoeykAnua

9. KuBepvotpouokpatia

O~NOUAWNR



4 u
|OC - VIrus
AOYIOHIKO EKTEAECIHOU TIPOYPAUMOTOC

1. XOpOAKTNPICTIKA:

0. AOPOTO OTIO TO AEITOLPYIKO oLOTNUA / XPHOTN

B. Kpu@r) Acrtoupyikotnta

Y. AvaTttapaywyr], olooTiopd, d1adoarn o€ AAAND AOYIOUIKA Tou H/Y gprunv tou Xprotn
d. LTIVWON / EVOWMPATWON TOL O€ VOUILO AOYIOUIKA

2 KOTTO(

. ABwa eTTIRERaiwan TOL KATOOKELAOTN

. AoAI0@BOopA

>TOXEVMEVN €TTIBEON

KAOTIN €LAHIOONTWVY TIPOCWTIIKWY OEOOUEVWIV

<A N

EVpo¢g diadoong

. MPOCWTIIKOI YTIOAOYIOTEC / TIPOOWTIIKEC OUOKEVEC

. AIKTUO UTTOAOYIOTIKWV CUOTNPATWY (UEYAA, YETAia, HIKPQ)
EEUTINPETNTEC DIKTUWV

E&uttnpetnTteC HAeKTPOVIKOU TaxLOPOUEIOL

< QW



2 KOLANKI - Worm

AUTOVOHO AOYIOHIKO EKTEAECIHOU TIPOYPAUHOTOC

<™ K

w

m o< N

. XOPOKTNPIOTIKA:
. AOPOTO OTIO AEITOLPYIKA CLCTHPATO
. \EITOLPYIKOTNTA

AvaTtapaywyn, dlacTtopd, diadoan ag aAloug H/Y

. UTIVWON / EVOWPATWAOT) TOU OE VOUIUO AOYIOUIKA

. ZKOTTO(C
. ABwa TIRERaiwaON TOU KATAOKELAOTH
. AoOAl0@BOpPA

Aladoarn o€ 600 T0 dUVATOV TIEPICCOTEPO LTIOAOYIOTIKA CUCTHHATO

. KAOTIN €ELAICONTWVY TIPOOWTIIKWY OEOOUEVWIV

Kotaokeur) coverts

. EOpo¢g diadoong
. AIKTUO UTTOAOYIOTIKWV CUCTNPATWY (UEYAAA, YETia, HIKPA)



Aovpelol ‘ITtrtol — Trojan Horses

AUTOVOMO AOYIOHIKO EKTEAECIHOU TIPOYPAUHOTOC, TTOL GLUVHOWC TIHPATIANVA TOUG
XPHOTEC TOL, KHOWC dla@nuileTal yioo AAAN Xprion oTtO OUTHV TTOU KAVEL

1. XapOoKTINPICTIKA:
a. Opato AoyIOHIKO
B. Kpu@r] ASITOLPYIKOTNTO TIOU EVOEXOUEVWC VO CLVUTIAPXEL JE TNV dlo@nulOpevn

2. ZKOTTO(G

a. KataAoyiopog euB0vnc yia TIEIPATIKO AOYIOUIKO
B. KAoTt €0aioONTWVY TIPOCWTIIKWY OEOOUEVWLV
Y. KuBepvoEykAnua

0. Kufepvotpouokpatio

KOK

3. EOpog diadoon

a. MPocWTIIKOI YTIOAOYIOTEC / TIPOOWTIIKEC CUOKEVEC

B. AIKTUO UTTOAOYIOTIKWY CUCTNUATWY (UEYAAQ, HETAia, HIKPA)
y. EEuTtNpetNTEC JIKTUWV

O. EEutinpetnTEC HAEKTPOVIKOL TaxXLdPOEIOL



/AOYIOUIKO KOTOOKOTIOC — Spyware

KakOBOUAO AOYIGHIKO TTIOU £XElI OTOXO VO GUAAEEEL KPLUPA TIANPOPOPIEC YIO Eva
TIPOO WTIO I EVOV OPYUVICHO, XWPIE TN YVWON TOUG, KOl 0T GUVEXEIN EVOEXOMEVWG
VO CTEIAEI AUTEC TIG TIANPOPOPIEC TE LI TPITN OVTOTNTA, XWPIG TNV CLUYKATAOEDT)
TOUC.

1. XapOKTINPICTIKA:

a. AOPaTo / KpuPO AOYIOUIKO
B. Kpugr) AsitoupyikOTNTa
2

2. ZKOTTO(
a. KAOTTH €00ioBNTWV TIPOCWTIIKWY OEDOUEVIV
B. Kataokortteia

3. Eupog d1adoon
a. MPOooWTIIKOI YTIOAOYIOTEC / TIPOOWTIIKEC CUOKEVEC



Mapavouol Alagnuiotec — Adware

KakOBOUAO AOYIGHIKO TTOU £XEI OTOXO VU EICUYAYEL, SINOTIEIPEL KOl EVOWHATWOEL
OlOPNMUICEIC 0€ GAAX AOYICHIKA, XWPIG TNV ETTIYVWON 1] TN CLUYKOTAOES N TWV VOUIHWV
XPNOTWV TOULC.

1. XOpOAKTINPICTIKA:
a. AOPaTo / KpuPO AOYICUIKO
B. Kpun Acitoupyikotnta

2. ZKOTTOC
a. AlooTtopd dlo@NUIcEWV

3. Evpo¢ diadoong
a. MPOoowWTTIKOI YTIOAOYIOTEC / TIPOOWTIIKEC CUOKEVEC



AVTIKAEIOIO — rootkits

KakOBOUAO AOYIGHIKO TTOU £XElI OTOXO0 VU dwoel TtPOoBacn o€ pn €£0VC1000TNHEVOUC
XPHOTEC VIO OEOOUEVH, AOYICHIKO, 1] AEITOVPYIEC TTOU LTTO KOVOVIKEG OUVORKEG OV
EXOLV.

1. XOPOAKTNPICTIKA:
a. AOPaTOo / KpuPO AOYICUIKO
B. Kpun Acitoupyikotnta

. ZKOTTOC

. ATI0000N JIKAIWUATWVY YIa AOYIOUIKA, LTINPECIEC
. EeKAEIdWpa HIY

. MpdaoPBaon o dedopeva

<T™AaDmN

3. Eupog diadoon
a. MPOCWTTIKOI YTIOAOYIOTEC / TIPOOWTIIKEG CUOKEVEC
. AIKTLO UTTOAOYIOTIKWY CUOTNUATWY (UEYAAD, PECOIa, MIKPX)



Kepkottopteg — Backdoors

TEXVIKEG TIHPAKAMYPNG TWV OVTIOTHTWV ao@aAciag (firewalls, antivirus, KpUTTTOYPA@IKA
OUCTHHOTO, KPUTTTOYPOAPIKA T(PWTOKOAAN KOK ), TTOU €XOUV TOTTOBETNOEI CKOTTIMO OTTO
TOUG KOTOOKEVOOTEG, ME CKOTTO TNV TTIOOVY) HEAAOVTIKN OElOTIOINC TOUG.

1. XOpOAKTNPICTIKA:
a. AOPaTo / KpuPO AOYICUIKO
B. Kpun Acitoupyikotnta

2. ZKOTTOC
a. Mapakouyn Twv JETPWVY aOQAAEIOC
QAAOTpIOI

3. Evpo¢ diadoong
a. AOYIOUIKO 00QOAEINC
B. YTI0O0UEC OOPAAEING LTTOAOYIOTIKWY CUCTNUATWV
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“Mpootaocia” — Rogue security
software, scareware

KakOBOUAO AOYIGHIKO TTOU €XElI GTOXO VU S10OWUTEl PELOWE OTI £VaC I TIEPICTOTEPOL
HIY €xouv pOALVOEi OTTO 16, WOTE VO OYOPUOCTEI EVO CUYKEKPIMEVO AOYIOHUIKO
TIPOoTACiaG (CLUVROWC PEVDOEC TTIOU KATAOTPEPEL TNV HEXPI TOTE LTTAPXOLC O UTTOOOUI)
OO QPAAEING)

1. XOpOAKTNPIOCTIKA:
a. Opato AoyIOUIKO
B. Kpun Acitoupyikotnta

. ZKOTTOC

. ATTI0000T SIKAIWPATWY YIO AOYIOUIKA, UTTNPETIEC
. EeKAEIdWpa HIY

. Mpodaofaon o dedopeva

<T™AaDmN

3. Evpo¢ diadoaong
a. MPOooWTIIKOI YTIOAOYIOTEC / TIPOOWTIIKEC CUOKEVEC
. AIKTLO UTTOAOYIOTIKWY CUOTNUATWY (UEYAAD, PECOIN, PMIKPA)



AUTpa — Ransomware

KakOBOUAO AOYIGHIKO TTOU KPUTTTOYPUPEL Ta dedopEVA evOC HIY i} UTTOAOYIGTIKOU
OUOTHHOTOC, XWPIC TN CUYKATABECT TOUL XPHOTN KOl OTN CUVEXEIN aTTaITOUVTOl AVTPO
yia va EEKAEIOWOEL TNV KPUTTTOYPAPNON.

1. XOpOAKTNPIOCTIKA:
a. 16¢, adpato AoyIoUIKO
B. Kpuen Acitoupyikotnta

2. ZKOTTOC
. Kputttoypdagnon Kat KAgidwpa H/Y

Q

EVpo¢g diaxdoong

[MPOCWTIIKOI YTIOAOYIOTEC / TIPOOWTIIKEC OUOKEVEC

AIKTLUO LTTOAOYIOTIKWV CLOTNUATWY (MEYOAA, HECAiA, HIKPA)
Bdoeig dedopevwv

O. ATIOONKELTIKOI XWPOI OEQOUEVWIV

TR W



Zombie

YTTOAOYIOTHG CUVOEDEPEVOC OTO OIOOIKTLO, TIOU €XEI TEDEI LTTO TOV EAEYXO EVO(
hacker, Xxwpi¢ TNV cuykatadeon 1 TNV €Miyvwaon Tov VOUIMOU XPHRoTh.

1. XOpOAKTNPIOTIKA:
a. 16¢, adpato AoyIoUIKO
B. Kpuen Acitoupyikotnta

2. ZKOTTOC
a. Emotpatevon tou H/Y yio KOKOBOUAN xprion
B. YTtaywyr tov H/Y o€ botnets

3. Evpo¢ diadoong
a. MPocwWTIIKOI YTIOAOYIOTEC / TIPOOWTIIKEC CUOKEVEC



ATIEINEC ACPOAEIDOC

Hlafun'natﬁmas

web browser exploits

Web Security Threats File format issues

Security bypasses

downloads



BOTS AND WEB SCRAPING




BOTS AND WEB SCRAPING

Ta bots gival AUTOUOTOTIOINMEVEC DIEPYATIEC OTO dIOdIKTLO
TTOU OlEVEPYOULVTAL aTIO ETalpeieg 1} OMIAOLC ETAIPEIWV VIO
OUYKEKPIUEVO OKOTIO. Tal TTIO YVWOTA Eival Ta bots 1tou
EKTEAOVV OIUTOMATOTIOINUEVEC dlEpyaaiec avalntnong, OTIwG
10 Googlebot.

Aev €ival OAa ta bots xpnoTikd. Kartola dlEvepyouv
KOKO[BOLAOLC OKOTIOUC:

e Site scraping

 Vulnerability probing

e Launching DDoS attacks

e Distributing spam



1.2%

MONITORING
BOTS

Heakh checkers that
monfor websEe
availabilty and the
prope functioning of
varksus el features.

24.3%

IMPERSONATORS

Bots that assume false
identities to bypass
security schitions. They
are camimanky used for
DS assauks.

2.9%

COMMERCIAL
CRAWLERS

Spiders used for
authorized data
estractians, usually
on behalf of digtal
riarketing toals.

1.7%

SCRAPERS

Bots wsed for
urauthorized data
exdraction and the
reverse engineering
of pricing models.

e &

6.6% 12.2%

SEARCH ENGIMNE FEED
BOTS FETCHERS
Barts that collect Bats that ferry website
irfarmatian for search conbent to mobile and
engine algarithms, wehy applcations,
which they use ta make which they then
raniking decisians. display to their users.

0.3%

2.6%

SPAMMERS HACKER TOOLS
Poliuters that inject Scavengers that loak
spam briks into for sites with
forums, dsoussions vulrerabiities to
ard camment exploit for data thedt,

secions malware Injection, etc



DDOS

O1 eruBeoeic DDOS (Distributed Denial of Service Attacks),
€iVOl KOTOVEUNUEVEC ETIIBECEIC TTOL CLUBAiIVOLY OTaV
ovotnuata OuTt HIY (OTT0 MEPIKEC EKATOVTADEC, EWC KAl
XIAMAOEC HEPIKEC POPEC) ETUTIOEVTAI OE EVAV HOVADIKO OTOXO.
ETteidn n emiBeon TIPoEPXETAL ATIO TIOAAA JIOPOPETIKA IPS,
TO MTTAOKAPIOUO €VOC IP dgv £XEl ATIOTEAECHOQ.

AlOKpivovTadl O€ TPEIC KATNYOPIEC:

Volume Based Attacksincludes UDP floods, ICMP floods, and other spoofed-
packet floods. The attack’s goal is to saturate the bandwidth of the attacked site,
and magnitude is measured in bits per second (Bps).

Protocol Attacksincludes SYN floods, fragmented packet attacks, Ping of
Death, Smurf DDoS and more. This type of attack consumes actual server
resources, or those of intermediate communication equipment, such as firewalls
and load balancers, and is measured in packets per second (Pps).

Application Layer AttackslIncludes low-and-slow attacks, GET/POST floods,
attacks that target Apache, Windows or OpenBSD vulnerabilities and more.
Comprised of seemingly legitimate and innocent requests, the goal of these
attacks is to crash the web server, and the magnitude is measured in Requests
per second (Rps).



Kivntpa ywa emBeoeig DDOS:

l6eoAoyia-"hacktivism* KuBepvoaKTIBLOTEC emLTiBEVTOL O LOTOOEA(DEC PE TLIC
oToleC dLaPwvoLv.

ETalplkoC avTtaywviouoc - Etatlpelec xpnotuomnolovv emBéoelc DDoS wote
oTPATNYLKAE va BEo0LY EKTOC AELTOVPYLOC CLUYKEKPLUEVEC LOTOOEALDEC
QAVTOYWVLIOTWY TOLG, WOTE YLA TIAPABELYHO VO TOUC ATIOTPEWYOLY va AdBouv
MEPOC O€ KATIOLO YEYOVOC, OTIWC dlaywvilouol Kok. Avia- KuBepvoBavdaAot,
XPNOoLomoLovv scripts wote va apyiocovv emBeaelc DDOS.

EkBlaoudc- EKBladlovtac TouC LBLOKTNTEC LOTOOEAIBWY Yla XpruaTa.
KuBepvondAepoc- KuBepvrioelc dtevepyolv embeoelc DDoS woTte va
aXPNOTEVOOLY LOTOOEAIDEC TWV AVTIMTAAWY TOUC, KOL OUVEKOOXLKA TLC
LTTOSOMEC UTINPECLWY TIOL €ELTNPETODVTAL OTIO AULTEC.

Traffic Overall Traffic

Reguests [ s&c Bits [ sii Response Til

Humans: 6,028 ,-..r'ﬁ,
Bots: 8,679 [l L.
Blocked: 167,539 f '

S I M "“h-*"«___m__

e R el e i ._.____i_-____ — =



CROSS-SITE SCRIPTING (XSS)

JN www... BE
Perpetrator injects the Website
website with a malicious For each visit to the
script that steals each website, the malicious
visitor's session cookies script is activated

Visitor's session cookie
is sent to perpetrator.

Perpetrator Website Visitor

Perpetrator discovers a
website having a vulnerability
that enables script injection



CROSS-SITE SCRIPTING (XSS)

O avToLPYOG HIOG TETOLNG EMIBEOTG EPPIAOYWPEL TUT|HO KAKOBOVAOL AOYIGUIKOV O€
ELAAMTEG 10TOCEALSEC, AVOTIOMITMV 1O1I0KTNTWV, X®WPIG VA GTOXEVEL TOLG 1O10VG 1] TIG
LTINPECIEG IOV EMKOVPOVVTAL O AVTEG. AVTIOETA OTOYEVEL OTOVC EMOKENTEG TOV
10TOGEAIOWV QLTWV.

To anmoteAéopata PG TETOLNG eMiBeoNg PTIOPEL VO €lval OAEBpLO Y1 TN OTUN P0G
ETUIPELOG KA TIG OYETELG TNG LLE TOVG TTEAXTEG-ETIIOKENTEG TOV 10TOOEAIOWV TNG.
Alokpivovtal o€:

Stored XSS, e1tiong POVIYEC KOl Ol TIIO KATAOTPOQIKEC. TO KOKOBOULAO Script eyxEetal
KOTELOEIOV OTO AOYIOUIKO £QAPUOYAC TNG IOTOCEAIdAC.

Reflected XSS 10 KaKOB0OULAO Script eyxEetal o€ AAAN I0TOCEAIDO, KOl EVEPYOTIOIEITAI OTNV
I0TOCEAIDO OTOXO £vag cLUVOECTUOC. OTaV ALTOC 0 GUVOECHOC ETUAEYEI, TOTE O OVUTIOYIOOTOC
ETIOKETITNG TINYAIVEL OE AYVWOTN VIO AUTOV ICTOCEAIDA TIOU TPEXEI TO KAKOBOULAO Script.



‘Eyxvon Kwdika SQL

O eTUTIBEPEVOC TIAPAKAPTITEI T CUCTAPATO TIOTOTIOINONG XPNOTN HIOC ICTOCEAISAC Kl
EYXEEL KWOIKA SQL, XpNOIYOTIOIWVTAC KOKOBOUAO AOYIOUIKO, WOTE VO BECEL EpWTUOTA
KOl OLXVA VO KOTOAABEL pia Baorn 0edoPEVWV. ZUXVA OTIOKTAEI TIANPN TIPOCacorn o€
OEAOMEVA TIOU LTIO KOVOVIKEC GUVONKEC OEV Ba ETIPETIE VA EXEL, OTIWE ELAICONTA ETAIPIKA
OEOOMEVA, AOTEC XPNOTWV, TIVELUOTIKI] IOIOKTNTIA 1] TIPOOWTIIKA dEDOUEVA.

© \\\-,, Web Application

Legit Traffic Firewall

O / R "/ E"’S”Q‘ Web Core

Application Infrastructure

Malicious Traffic

%@@zz

Visibility Compliance  Active Threat Availability Policy
Monitoring & Support Management



ATIEINEC OTO OIODIKTLO

1. Wdapepa

2. ATtatn

3. MAaoTOTIPOCWTIEIN

4. KAOTTI] TIPOCWTTIKWY OEQOUEVWV
5. KAOTTI TIEPIOVOIOKWY OTOIXEIWV
-OIKOVOUIKO OEQOUEVD
-TIVEVUOTIKO OEOOUEVA

6. KuBepvorteipateia

7. KuBepvo-akTiBIopocg

8. KuBepvoeykAnua

9. KuBepvotpouokpatia



Wapepa - Phishing

Phishing: Weud£EC privupa TIoL LTIOTIBETAI OTI EPXETAL ATIO ETAIPEIN-OLVEPYATH KOl
TIPOEIOOTIOIEL OTI IO LTINPETIA CUVTOUA ANYEL MPOTPETIEI O€ PELAI) IOTOCEAIdA TIOU
(NTAEL OTIO TO XPNOTN VO dWOEl TIPOOWTIIKA OEQOUEVA.

=




Wapepa - Phishing

Q Genuine

,-l"f"' Welcome to CIMB Clicks Malaysia
@C:}r L n hktps: | e, cirnbclicks, com, my =

'T:,‘i’ |= Welcame ta CIME Clicks Malaysia

=

Welcome to CIMB Clicks Internet Banking Hal.tIsia
*No SecureWord

Password :

ADrowuts

If this is NOT your chosen SecureWerd, DO NOT
lagin. Please call our customer care hotline.

1

—
\ For other onhine banking anquires, call our Customer
Care hothne at 1 300 880 900 or 603-2295 6100 o
yiou're ovarteas (24 hours daly, weluding holidays).

Password :

For other online banlang enquiries, call our Cusiomer
Care hotling at 1 300 220 900 or &03-2295 6100 if

you ré overseas (24 hours daly, mtludeng holidays).

o




Attatn - Fraud

E-Commerce Fraud Types




[MAOOTOTIPOOWTIIO - Impersonation

Hi Amy,
This 1s Joe, from

IT...I'm working from J
home today... NN




[MAOOTOTIPOOWTIIO - Impersonation




[MAOOTOTIPOCWTIIO - Impersonation

loTO0EAIDEC DIACNUWY TIPOCWTIWVY, TIEPCOVEC dIACTUWV, HE OTOXO TN OTIAWGON, TNV
€EATIATNON KOK.

MaAdIoTEPA KATIOIOI KTUTTOVOAV TIC TIOPTEC Kal {nTovoav evioxuon yia BpNOKEVTIKEG
EVOPIEC, YIO AVTIKAPKIVIKO €pAVO, YIO TOUGC 000KOBAPIOTEC, KOK.




E-mail Spoofing

Ravi hacks into Smitas email box

Smita’s
Email Box

Ravi impersonates 5mita from an external mail system

Mail from Smita Open
m Relay Server

o
hadl from Smita ?

=

4

~
=

Ravi impersonates Smita

Bail Frarm Smita

= —
1 e

Pl Froem Sevvila

:
-/ -

Crganization
Mail Server

In transit modification of mail

Mail Server

e




E-mail Spoofing
Warning: Your account has been limited!

paypal 1o me 7/28M2 Thu,

PayPal

Confirm your account with PayPal

Dear Member,
You account has been temporarily Iimited if you want unlock it
please check it from here

Unlock Youwr Account

& Receive cross-border payments from the many countries that PayPal serves.
& Withdraw your payments to the bank account you selected.
* Become verified and remove your spending limit.

Yours sincerely,
PayPal

Help Centre | Resolution Centre | Security Centre

Flease do not reply to this emall because we are not monitoring this Iinbox, To get In touch with us, log In to your



AlaoTtopd PELOWV EIONTEWV

ATioNAL

Engﬂumm Fekse 15¢
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FROM
THE DEAD

For Two Years ;
| Was a Zombie

NEWS ’5:;*;::;2:’7.::;::.2#
HILLARY £=2
CLINTON "

ADOPTS
ALIEN -
BABY

rlM" Tﬁmhnfﬁﬂﬁd




Overseas Money Transfer Scam

WE'LL HIRE YOU AT THE
RATE OF S/00 PER HOUR...

CREAT! WHEN DO
I START?

WHEN YOU START
PAYING US...




Overseas Money Transfer Scam

ham Bkl n

Hellg

The cost will be
£4,000

you

P2
*,.-"'Builder emails you invoice, including bank details

You unknowingly
pay the money into
the hacker's account

Hacker intercepts
email with malware
and sends fake one
with their bank details




KuBepvortelpatia — Cyber Piracy




KuBepvortelpatia — Cyber Piracy

v Unauthorized software theft.
v lllegal copy /Counterfeiting.
v lllegal distribution of the same.
v No valid license .

v Almost impossible to stop.




KuBepvotpopokpatia — Cyber Terrorism

= Critical National —_———

Information e -l ~  Factor’AND’ =~ _ * Mass disruption
Infrastructure 5 ™ - or seriously
computersystem P ~ lnterfere critical
Critical S Target - SANIERS
= rtica 7 -
operation
Infrastructure 7 ‘\ P
. / . " Causefear,
= Civilian popu.;lﬂtmn . deathorbodily
| S — \ injury
N 4 Motivation Impact \
= Political ‘ Severe
= |deological : \ economic loss
= Social I |
[ Cvher |
| Terrorism :
\ I
\ I
. e Method of 7 .
- Network 'y AEToN ;) = Unlawful
warfare \ Y means
= Psychological \\ ,f
operation N /
”
”
= Cyberspace ~ o _ -



The Haren Incident

& AFP/GETTY IMAGES
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The Haren Incident
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MALWARE — Kako3ouAo
/A\OYIOUIKO

Closing the interaction,

ideally without arousing suspicion:

= Bnnging the charade to a natural end.

* Remowing all traces of malware.

= Covering tracks.

Preparing the ground for the attack:
* Identifying the wvichmi(s).
- Gathering background information.

* Selecung attack method(s).

Social Deceiving the victim(s) to gain a foothold:
Engineering - Engaging the target.
: * Spinning a story.
Life Cycle FNTINNE ry

* Taking control of the interaction.

Obtaining the information over a period of time:
* Expanding foothold.

- Executing the attack.

* Disrupting business ocrfand siphoning data.



	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24
	Slide 25
	Slide 26
	Slide 27
	Slide 28
	Slide 29
	Slide 30
	Slide 31
	Slide 32
	Slide 33
	Slide 34
	Slide 35
	Slide 36
	Slide 37
	Slide 38
	Slide 39
	Slide 40
	Slide 41
	Slide 42
	Slide 43

