Ylomoinon Awmtvoxwv Ynodopwy ot Y Tnoectwv:

Ynnpeota Hiextpovinod Tayvdpopeiov - SMTP

Ap. Anootolog I'ndprog
Addonwy (407/80)
gkamas@uop.gr
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HXextpovino Tayvdpopeto

] ' ' ' ou l.’I

ATCO'CS)\,SL'COCL ATTO ’CQLO( %UQLO( mg.ﬁgpxéucwﬂv

1 HAVULTWY
G’COLXSLO( 0 mailbox xprioTn

— User agents
— Miail servers

— SMTP: Simple Mail Transfer
Protocol

User Agent v “mail reader”

— 20vbeor], avayvwor VORAT®Y
NAEXTOOVIXOL TYLOQOUELOL

— m.y. Outlook, elm, pico

— Eoepyopeva nat e€epyopeva
unvopato arobnnedoviatl otov
mail server

ITANEITIXTHMIO TTEAOITONNHXEOY
TMHMA EINIXTHMHY KAI TEXNOAOTI'TAY THAEITIKOINQNIQN
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Hlextpovind Tayvdpoueio: mail servers

Mailbox: neptéyer etoepyOpeva
WvopaTa X070

Ovpa punvopatwy: teptéyet e€epyoueva
(tpooElOpeva ylow XTOGTOAY))
unvopocte e-mail

[Towtonolo SMTP: anootoin
unvopdtwy email petaéd mail servers

Movrtélo client/server

— Client: arootédwv mail server
— Server: nocpohopBavev mail server
Kabe mail server toéyet o v

Srepyaoia client xa v Srepyaotia
Server

O  mail

oupa

el epxopevwy

HAVULTWY
box xpriaTn

ITANEITIXTHMIO TTEAOITONNHXEOY
TMHMA EINIXTHMHY KAI TEXNOAOTI'TAY THAEITIKOINQNIQN
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Message Transfer Agent (MTA) » Mall
Servers

— O message transfer agent (MTA) eivoe vredOuvor yro v
LETEB007] TV NAEXTEOVIX®Y pvupdtev Tevw and TCP/IP
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ONTLA.

— "BEvag MTA eivar vredBuvog va Spoporoynoet o nhentpoving
UTVOOTO GTOVG UATAAANAOLG TROOPLGILOLG.

— Ouv MTA yonotpornooty to Mail Exchange (MX) record ano éva
DNS server yo v tpoodLopioouy Toug ToHQOANTTES INVLILATMY.

— To SMTP opilet nwg 600 MTAS entrovwvodv mave and po
TCP obvdeon.

ITANEITIXTHMIO TTEAOITONNHXEOY
TMHMA EINIXTHMHY KAI TEXNOAOTI'TAY THAEITIKOINQNIQN



Toomog Aettovpyiag tov SMTP

A B

Avopdrvero 5

'EoTw OTI BEAOUPE va OTEINOUPE Eva
NAEKTPOVIKO WNVUMA ano Tov oTabuog
epyaaoiac A oTto oTabuo epyaaciac B

ITANEITIZETHMIO ITEAOITONNHXOY
TMHMA EINIXTHMHY KAI TEXNOAOTI'TAY THAEITIKOINQNIQN



Toomog Aettovpyiag tov SMTP

O A unoBadAel To
source Kail
destination. Eav kai
Ta dUOo €ival owoTa
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Eav o server

A
) givai
[ﬁ& — [AOYXOANUEVOC
TOTEQ_ AKUPWVEI

o server divel TO go-
ahead signal 0N Kal
dokipale) Eava
ApXIKG Serve
enIxeIpoupE va ,
ouvoeboupE pe
TOV
ANOUAKPUOUEVO Av o server P
server yia va unopei va AaBel
OIanIOTWOOUE unvUpaTa ToTe Port
eav Aaupavel oclient 25
|Jf]VU|JCITCI anooTEANEI TO MTANEIIZTHMIO TEAOTTIONNHZOY

TMHMA EINIXTHMHY KAI TEXNOAOTI'TAY THAEITIKOINQNIQN
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Toomog Aettovpyiag tov SMTP

>TOXOC HAC €ival N HETAOOON EVOC NAEKTPOVIKOU

unvupaToc anod Tov A oTo B S_
A > B 3
Send Req
A ] Local Mail Server
ACK
Send Mail ‘ Local Mail Server
A will store and queue
ACK
DNS Query
Local Mall " DNS Server
Server <
Reply with 0 e e

dd [TANEIIETHMIO [TEAOTTONNHEOY
IP address ymma ENISTHMHES KAI TEXNOAOTIAE, THAEMIKOINONION

resolution



Toomog Aettovpyiag tov SMTP

REQ
Server A | ServerB
’ X
ACK
Send
Server A \ ] Server B:
) receive/store
ACK \ -
Enikoivwvia pe To SMTP
NPWTOKOAANO
Ring
Server B / ] B
CK

Optional

ITANEITIXTHMIO TTEAOITONNHXEOY
TMHMA EINIXTHMHY KAI TEXNOAOTI'TAY THAEITIKOINQNIQN
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2evapto: H Avva otélver pnvopo otov

Kwoto

1. HAwa X%z]olponowi_ tov user agent (UA) yio va ouvBéoer pnvopo pe
SevBuvor kostas@cti.gr

Avopdrvero 9

2. OUA g Awoag otélver To pnvopa otov Mail Server g onou
tonobeteltal TNV 0LEA €EPYOUEVWY UNVLUATWY

O SMTP client avotyer oovdeon TCP pe tov mall server tov Koot
O SMTP client otéhver to pivopa g Awog péow g obvdeong TCP
O mail server tov Kwota tonobetel 1o pivopa oto mailbox tov Koota

o 01 kW

O Kwotog yenotponotet tov USEr agent tov yiox vo dtaaocet 1o unvopa

—  Eadv o mail server tov Kwota dev sivan oe Aettovpyia, 1016 10 pivopa
nopapéver otov Mail Server g Awog 0 onolog emyeipet Eavd apyoTeQX

ri"‘%ﬁ
— A
server L,_,.f"i
D —m3m

TMHMA EINIXTHMHY KAI TEXNOAOTI'TAY THAEITIKOINQNIQN
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RFC 821

— Amnotelel poa teprypapn oo SMTP

— 210Y0G elvat 1] a€lOTLOTY] Kol ATOTEAEOUATINY| LETAPOQX UTVOUATWY
—  X7Melo e EVOLOUPEQOV

— ATO0TOM

— [lpowbtnon

— Relaying

— Avorypo / #helotpo

ITANEITIZETHMIO ITEAOITONNHXOY
TMHMA EINIXTHMHY KAI TEXNOAOTI'TAY THAEITIKOINQNIQN
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RFC 821

— To RFC 821 eniong nopeyet:
— EZanpifwon
— SMTP evtohég no obvtaén
— AltyQo LA TO XA TAOTAONG

— AMNAOLYlEC EVIOA®Y XL ATOKQLOELG

—  Enextaosc
— RFC 1869
® HELO evtoin
— MAIL, RCPT, DATA progodv vo napouy emtmhéoy TLIEC.

ITANEITIZETHMIO ITEAOITONNHXOY
TMHMA EINIXTHMHY KAI TEXNOAOTI'TAY THAEITIKOINQNIQN
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SMTP evtoléc

— MAIL command

— Kawver clear buffer xou stvon mpoetopasio yioe Mdn unvdpatog
— Alvet to sender ID

— RCPT command

— Alvel Tt oTOLYELL TOVL TAHQUANTITY)

— DATA command

— 21elvel T OEOOUEVY

ITANEITIZETHMIO ITEAOITONNHXOY
TMHMA EINIXTHMHY KAI TEXNOAOTI'TAY THAEITIKOINQNIQN
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RFC 822

— Tleprypaet v doun twv pnvopdtwy oo SMTP.
— To RFC 822 civat 10 TOTLTO Yo Ty o] Twv IyLpLATeY

1ELUEVOL 670 AtadinTuo.

— RFC 2822: Neo npdtuno
—  Xnpelo UE EVOLUPEQOY

— Moy unvopaTwy

— Mogy7 deag / nuegopnviag

— Mopyn Sevbdvoewy

— Awdpopeg RFC enextdoerg

ITANEITIXTHMIO TTEAOITONNHXEOY
TMHMA EINIXTHMHY KAI TEXNOAOTI'TAY THAEITIKOINQNIQN
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Hlextpovind tayvdpopsio: SMTP (RFC
2821)

To SMTP yonotponotet TCP yi ) petapopd unvopdtwy nhextoovinod
tayvdpopetov oo tov client oto server (Ovpo 25)

Amevlelag petopopd pnvopdtwy and Mail Server arostoréa oe mail
SErver nouQuANmy
Meta v eynabidpvon obvdeong TCP axorovboiy tpetg wioetg
UETOPOQAG:

— Xowpeuopdg (greeting)

— Metaopd vuRaT®y

— Teppatiopog
AMnlovyia eviolov / amoxpioewy

— FBEvrokég (commands): xeipevo ASCII

— Anoxpioerg (FeSPONSES): nmduag xat EAoY RATAGTACY|G

To unvopota npénet vo etvar oe 7-bit ASCII

ITANEITIXTHMIO TTEAOITONNHXEOY
TMHMA EINIXTHMHY KAI TEXNOAOTI'TAY THAEITIKOINQNIQN
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[Tapatnonoetg oyetnd pue o SMTP

— To SMTP yonotponotel napapévovosg (Persistent) cuvdéoerg
TCP

— To SMTP anattel to pnvopa (Emepodido not oopa) vor elvot

oe 7-bit ASCII
— O SMTP server yonorponotet CRLF. CRLF yior va

TPOGCOLOPLOEL TO TEAOG EVOG UNVOUXTOG

ITANEITIXTHMIO TTEAOITONNHXEOY
TMHMA EINIXTHMHY KAI TEXNOAOTI'TAY THAEITIKOINQNIQN
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Mopyn unvopatog NAEUTEOVIXOD
TUYLOQOUELOL (XELLEVO)

— SMTP: npwtdrolho yroe Ty oavtadhoryr] pnvopdtwy

NAEUTEOVIUOL TAYLOQOUELOV

— RFC 822: npdtuno yio m popwn (Format) pnvopetog
UELLEVOU:
— Toappég emneparidag (header lines) .. To, From, Subject o
omnoieg etvor Stapopetinég and g SMTP evtorég

— Xopa (body): to wwplwe pnvopa, yapaxtneeg ASCI povo

ITANEITIXTHMIO TTEAOITONNHXEOY
TMHMA EINIXTHMHY KAI TEXNOAOTI'TAY THAEITIKOINQNIQN
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Mopy? pnvORATOS NAEUTOOVIKOD
TUYVOQOUELOL: EMENTAOELS YL TOAVUEC

— MIME: Multipurpose Internet Mail Extensions, RFC 2045,

2046

— Tlpdofeteg yoappmés oty emepalida (header) tou
UTVOUATOS ONAWVOLY TO ELOOG TOL TEQLEYOUEVOD

¢kdoon MIME

dedopévwy

dnAwvel 1o £idog
TWY TTOAUHETIKWY
dedopEvwy

KWA3IKOTIOINUEVA
dedopéva

_\\N_

From: alice(lcrepes.fr

To: bobfhamburger.edu

Subject: Picture of yummy crepe.
‘MIME-Version: 1.0

" Content-Transfer-Encoding: base64
>Content-Type: image/]jpeqg

ITANEITIXTHMIO TTEAOITONNHXEOY
TMHMA EINIXTHMHY KAI TEXNOAOTI'TAY THAEITIKOINQNIQN
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MIME types

Content-Type: type/subtype; parameters
Type: Text — Subtype: =.y. plain, html

Type: Image — Subtype: n.y. Jpeg, gif

Type: Audio — Subtype: =.y. Basic, 32kadpcm
Type: Video — Subtype: =.y. Mpeg, quicktime

Application: cllov eidovg dedopuéva to onola TEETeL Vo
ene€eQYUOTEL IO EPAOUOYY] VLA VO UTOQOLY VO

yonotponombouy and Tov YoNo

ITANEITIXTHMIO TTEAOITONNHXEOY
TMHMA EINIXTHMHY KAI TEXNOAOTI'TAY THAEITIKOINQNIQN
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Multipart Type

From: alicelcrepes.fr

To: boblhamburger.edu

Subject: Picture of yummy crepe.
MIME-Version: 1.0

Content-Type: multipart/mixed; boundary=StartOfNextPart

--StartOfNextPart

Dear Bob, Please find a picture of a crepe.

--StartOfNextPart
Content-Transfer-Encoding: base6td
Content-Type: image/jpeqg

base64 encoded data .....

...... base64 encoded data
--StartOfNextPart

Do you want the recipe?
--StartOfNextPart

ITANEITIXTHMIO TTEAOITONNHXEOY
TMHMA EINIXTHMHY KAI TEXNOAOTI'TAY THAEITIKOINQNIQN
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[TowtOnoAA TEOOTEAXOTC NAELTOOVIXOV
tayvdpoueiou (Mall access)

—  SMTP: rnapddoon/anodnnevorn otov mail SErver tov toapainmm

Avopdrvero 20

— Mail access protocol: avaxtnon and tov mail server
— POP: Post Office Protocol (RFC 1939) — s€ovctodoton (agent — server)
»o download
— IMAP: Internet Mail Access Protocol (RFC 1730)

® [Icoio00TeeC SuvaTOTNTES (IO TOALTAOXO)

® Awxyeipton amobnurevpévoy pnvouatwy atov SErver

— HTTP: Hotmail, Yahoo! Mail »\n

user
agent

mail server mail server ]
amooToAea TAPAANTITH Y

LIVIEUVIA Ful 11201 FUVIFLZ, ISAL TEANUAUL LAZ 1H/ARLIISULNSZINISZN

20
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POP3 »ot IMAP

POP3

Y10 mponyodpevo Topddeypa yonotporoteiton o tpdnog «download and
delete»

O Koorog dev proget vo Eavadradoet o €-mail edv adidZer client
«Download and keep»: avtiyoopo twv unvopdtwy oe drapopetinoig clients
To POP3 eivau “stateless” and ovvodo (S€ssion) os chvodo

IMAP

Arotnpet Ol Tor UNVOpaTR 0TO LOL0 PEQOG: TOV SEIVEr
Emitpénet otov ypNot vo opyovmoet o pnvopata oe waxéhoug (folders)

To IMAP Swtnet v «atdotaony tou yonot petaéd cuvodwy: Ovopata
PANEAWY, Ol UNVORXTX OYETICOVTAL e TOLOVG PAAEAOVG

ITANEITIXTHMIO TTEAOITONNHXEOY
TMHMA EINIXTHMHY KAI TEXNOAOTI'TAY THAEITIKOINQNIQN
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Awhoyog SMTP

amo mail server crepes.fr oc mail server hamburger.adu

KAgioIpo

greeting

HETApOoPd pUnNvUUAaroc
nOOhh O hhbhhibin bl 0

-‘_Hi"_

-

=

S:

220 hamburger.edu
HELO crepes.fr
250 Hello crepes.fr, pleased to meet you
MAIL FROM: <alicelcrepes.fr>
250 alicelicrepes.fr... Sender ok
RCPT TO: <bobfhamburger.edu>
250 bob(hamburger.edu ... Recipient ok
DATA
354 Enter mail, end with "." on a line by itself
Do you like ketchup?
How about pickles? [ unvuua

250 Message accepted for delivery
QUIT
221 hamburger.edu closing connection

ITANEITIXTHMIO TTEAOITONNHXEOY
TMHMA EINIXTHMHY KAI TEXNOAOTI'TAY THAEITIKOINQNIQN
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Awzhoyoc POP3

: +OK POP3 server ready
: user bob

: +0K

pass hungry

@aon £€ouadiodoTnong
(uuThor*izaﬂoan

7 evtoAgg client:
2D user: Username
O pass: password

™
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+0K user successfully logged on

71 amoKkpioeig server: list
f +2K S ‘ 1 498
2 2 912
O -ERR _
paocn ocuvailAaync - retr 1

(tfransaction), client: . <message 1 contents>

A list: mapexel kataAoyo
apIBuwy pnvupaTwy

3 retr: avakTnon unvuparog
ue paon Tov apiBuo Tou

7 dele: diaypagn UnvuuaTog

O quit

paon gvnpepwong (update):
mail server diaypagei
pnvupara

dele 1
retr 2
: <message 2 contents>

dele 2
quit
+0K POP3 server signing off

|m OO nnAOounnOnnn nllﬁ ﬁ ? Q w

ITANEITIZETHMIO ITEAOITONNHXOY
TMHMA EINIXTHMHY KAI TEXNOAOTI'TAY THAEITIKOINQNIQN
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SMTP Eyappoyeg

— Ymdpyovv ddwopec SMTP vlonomoerg
— gmail
— Tomnobetel moAa apyelo oto N00L Tov CLOTNPXTOG

— H &deta yonong dev enttpenetl v SLavOpUY] TOOTOTONUEVWY
end0CEWY

— Aev vapye apeon avtandxpton and tov Developer/owner
— sendmall

— [lpomnyobueveg xat 7 TpEYOLOA EXOOGY] EYOLY TEORBANUATH AXCPAAELNS
— IT.y. Remote root exploits, etc.

ITANEITIXTHMIO TTEAOITONNHXEOY
TMHMA EINIXTHMHY KAI TEXNOAOTI'TAY THAEITIKOINQNIQN
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SMTP Eyappoyeg

— Postfix
— 'Eyet noln anddoomn oty acpaiela
— Eivat edroro oty pvubpton
— Mrnoget va ouvdebet pe LDAP v emihé€er véoug 1 tpononompevong

YO1OTESG
— Microsoft Exchange
— TToA\b ebxolog otnv yenon yro nepLBdirovta Windows
— Evowpatwver to Active Directory (LDAP)

— Aev eyel naln an0d00Y| GTNV XCPAAELHL

ITANEITIXTHMIO TTEAOITONNHXEOY
TMHMA EINIXTHMHY KAI TEXNOAOTI'TAY THAEITIKOINQNIQN
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Ocpotat ATOO0CYC UAL ACPAAELAS

—  OLpoTao AOPAAELNS
— ‘Ortav 10 SMTP apyia vhomomOnue dev 860mue peyddn euypaon oe
Ocpata aopadetag

— 2yedotnne PACIOUEVO GE TIVELILX CLVEQYXOLAG KAl ELTLOTOCLVYG
avdipeoa otov SMTP servers

— Aev vnpye TEORAeYr ToLv SPAM
— Mail Relay

— Relay eivou 1 petddoon mail and éve mail server oe éva adho
— O neptoodtepot SMTP Servers dev niotonoloby toug YeNoTeg

ITANEITIXTHMIO TTEAOITONNHXEOY
TMHMA EINIXTHMHY KAI TEXNOAOTI'TAY THAEITIKOINQNIQN
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Ocpotat ATOO0CYC UAL ACPAAELAS

— Bulk mails

— Avbaipetor bulk mailers expetatlledovian to nopandve

— H andSoom petwvetat yio tov yeNnoteg pe dnatwpa yonon tov mall
Server

— Relay Restrictions

— EMléyyet 61t 0 vmohoyiotg aviret otov ToTwd dixtvo tov Mall server
— Amnoutel pio local domain return address
— Aev anodéyeton Mail and ddhovg open relay servers

ITANEITIXTHMIO TTEAOITONNHXEOY
TMHMA EINIXTHMHY KAI TEXNOAOTI'TAY THAEITIKOINQNIQN
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Ocpotat ATOO0CYC UAL ACPAAELAS

Mo Moor Bo ey 1 dnpoveyio evog véov SMTP?

[ToAd mBovo va dnptovpynboldy mpolinpata copBatotniag

AN PETOX AOPAAELNG

ITepropiopevn yonon evioiwy

[Mepropropog peyéboug emall

[Teproptop.og tou apipod twy emMalls Touv otéhvovtar oe éva yeovrd
SO TN

Avadotinn rnatoypoen (LOg everything)

POP-before-SMTP Authentication

To SMTP 8ev mopeyet pnyovlopods ®ELTTOYEYNOTG

Avto Ba mpemet va yiver oe vPnrotepa entnedo av amaLTELTOL

Y1g tpéyovoeg vhonomoetg eivon application specific

ITANEITIXTHMIO TTEAOITONNHXEOY
TMHMA EINIXTHMHY KAI TEXNOAOTI'TAY THAEITIKOINQNIQN
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[Ti0avec Aboetg

— Sender Policy Framework (SPF)

— Movo opropévol Server emrpéneton v xdvouv forward mail oo
optopéve. domain names

— DNS Blackhole Lists

— Tleplopiopdg avaryvwptopévey Invalid senders
— Ou anodwoel eav LTOOTNELLETAL ATTO TOAAOLS SEIVEIS
— Spam Filtering

— Eovyuég self-learning Loyiopmnd

ITANEITIXTHMIO TTEAOITONNHXEOY
TMHMA EINIXTHMHY KAI TEXNOAOTI'TAY THAEITIKOINQNIQN

(2]
N
8
©
>
-3
oS-
8
<



