Atrtvoe Emirotveoviwv 1I: Network Programming

UDP Sockets, Signals

Ap. Anootolog I'ndprog
Adconwy 407 /80
gkamas@uop.gr
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UDP vs TCP

— To UDP &lvou éva cOnnectionless, un a€iomoto, datagram
transport protocol
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— Aev pumopetl v yetplotel SImAX TaneTa 1| Toaneta oe Aabog oelpa
— Aev nxpéyet flow control xow congestion avoidance pnyoviopoig
— "Eyet ehdryioto overhead

—  Eyappoyeg mov yonorponorodv 1o UDP:

— DNS, NFS, SNMP, TFTP, real-time multiplayer games, voice
conferencing, broadcasting

ITANEITIXTHMIO TTEAOITONNHXEOY
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UDP vs TCP (client/server)

TCP
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UDP chent server chent
O client oTéAvel TTOKETO e
(datagram) aTov server : A |
Ta Trokéta atrodnkevovral o€ | LD uDP | wp |
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UDP Client/Server interaction
(Datagram Communication)

UDP Server
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socket

port I rme s e
UDP Client

recvirom() g

- \j
socket () i

blocks until datagram

received from a client
- ) |

——
L
process request
. S
- dataireply) | sendto —

| recvirom() ha— e
.
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UDP Sockets - Connectionless

— Server
create endpoint (socket()) 5
bind address (bind())
transfer data (sendto() recvform())

— Client
create endpoint (socket())
transfer data (sendto() recvform())

ITANEITIZETHMIO ITEAOITONNHXOY
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[Towtoyevelg ¥Anoelg o to SOCKEtS

Or odnyleg (H#INclude) mov yonoiponototvton yroe avtég Tig
UAYOELS ELVOLL OL

— #include <sys/types.h>

— #include <sys/socket.h>

ITANEITIZETHMIO ITEAOITONNHXOY
TMHMA EINIXTHMHY KAI TEXNOAOTI'TAY THAEITIKOINQNIQN
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H »nom “recvirom”

—  XZ0vtaén:
ssize_t recvfrom (int sockfd, void *buff, size t nbytes, int flags,
struct sockaddr *from, socklen_t *addrlen);
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—  Tleprpéver péypt va ptaoovy dedopéva (blocking)
—  Emortpeéyer 10 SiZe twv dedopévev (datagram) mov éhafle

— Y10 void *buff anoOnuede 1o dedopéva (datagram) pe péyioto péyeog
nbytes

— X1 Sopy sockaddr *from sniotpépel v Siebbuvor Tov anocToréa

—  Aev urdpyet noplo ohvdeon (CONNECLION) pe tov anoctolén

ITANEITIXTHMIO TTEAOITONNHXEOY
TMHMA EINIXTHMHY KAI TEXNOAOTI'TAY THAEITIKOINQNIQN



H »\non “sendto™

—  2Zovtoeén: [
ssize_t sendto (int sockfd, void *buff, size_t nbytes, int -
flags, const struct sockaddr *to, socklen_t *addrlen);

—  Xtéhver ta dedopéva (datagram) nov Boploxovton o
nopdpueteo VOId *buff pe péyebog nbytes otov npoopopd
(dnhoveton péow g doung const struct sockaddr *to)

—  Aev umdpyst xapla obvdeon (CONNECLION) pe Tov ToEaANTTY

ITANEITIXTHMIO TTEAOITONNHXEOY
TMHMA EINIXTHMHY KAI TEXNOAOTI'TAY THAEITIKOINQNIQN



FEvoac anidc UDP Server

udpchserv/fudpseroll] .c

1 #include *unp.h" I s

4 int

3 main({int argc, char **argv)

4 {

5 int sockfd;

& struct sockaddr_in servaddr, cliaddr;

4 sockfd = Socket (AF_INET, SOCK_DGRAM, ();

) bzero(kservaddr, sizeof (servaddr)):

g servaddr.sin_family = AF_INET;

i0 servaddr.sin_addr.s_addr = htonl (INADDR_ANY) ;

11 servaddr.sin_port = htons(SERV PORT);

12 Bind(sockfd, (5A *) &servaddr, sizeof (servaddr)];

13 dg_echoisockfd, (SA *) &cliaddr, sizeof(cliaddr));

14 } L ek o RES L.,
udpcliservfudpserv0l.e >

1IMHMA BLI2ZITHMH2 KAL TEXNUAUL TA2 THARLITKOINSZNIQN
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... 'Bvac anhoc UDP Server

1 #include
2 void

3

4 {

5 int
A

T char
" for
9

10

11

12 }
it )

libjdg_echo.c
“unp.h"

do_echo(int sockfd, SA *pcliaddr, socklen_t clilen)

T

gocklen £ len;

mesg [MAXLINE];

75 P A
len = clilen;
n = Recvirom{sockfd, mesg, MAXLINE, 0, pcliaddr, &len);

Sendto(sockid, mesg, n, 0, pcliaddr, len);

lib/dg _echo.c
ITANEITIETHMIO IMTEAOTTONNHZOY
TMHMA EINIXTHMHYE KAI TEXNOAOTI'TAY THAEITIKOINQNIQN
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'Evac arhoc UDP Client
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#include *unp.h*

ine sockfd
struct sockaddr_in servaddr:
if {argc = 2)

err_quit(*usage: udpcli <IPaddress>"|);

bzero (kservaddr, sizeof (servaddr) )

servaddr.sin_family = AF_INET:
servaddr.sin_port = htons(SERV

anat_prom (AF_INET., argv|l)

sockid = Sockest (AF_INET, SOCK_DGRAM,

dg_cli({stdin, sockfd, (SA *)

exit (0] ;

.81in addr) ;

rservaddr

kservaddr.

wdpchserv/udpcli] ¢

sizeof (servaddr) ) ;

udpcliserv/udpcliol ¢
MANEMIETHMIO MEAOTTONNHEOY
TMHMA EMIZTHMHE KAI TEXNOAOTTAS THAEMTKOINQNIQN
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... Bvac amhoc UDP Client

int
char

. libjdg clic

n;
gendline [MAXLINE], recvline[MAXLINE + 1);

while (Pgets(sendline, MAXLINE, fp) !'= NULL) {

Sendto(sockfd. sendline, strlen(sendline)., 0, pservaddr. servien);
= Recviromisockid. recviine, MAXLINE, ©O, NULL., NULL
recviine(n] = 0; * mull terminate *

Fputs (recvline, stdout);

— hibjdg clic

ITANEITIZETHMIO ITEAOITONNHXOY
TMHMA EINIXTHMHY KAI TEXNOAOTI'TAY THAEITIKOINQNIQN
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Signals

Méow twv Signals pia Siepyacia progel va etdonondal yua
OLAPOOA YEYOVOTX

To signals ovopaovton xow SOftware interrupts

Signals propoby va otahoty and pla diepyaoio oe pio G
dtepyaota N and tov Kernel oe pio diepyaoio

Signals propobv va otahovy pe v evioln Kill:

— Arno ™V yoappy evrorwv: Kill —sigid —pid

— Xe éva C mpdypappe: INt Kill(pid_t pid, int sigid);

KdOe signal éyet e€opropod tou pia (tpo)rabopiopéw
OLULTIEQUPOOX

ITANEITIXTHMIO TTEAOITONNHXEOY
TMHMA EINIXTHMHY KAI TEXNOAOTI'TAY THAEITIKOINQNIQN
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Signal 1ds xo rpoxafoplopévn cuunepLpopd

Signal id default
SIGKILL |9 Terminate
SIGALR |14 Terminate
M

SIGSYS 12 Core
SIGCHL |20 Ignore

D

Ortav pia digpyaoia-traidi Tepuatietal oTEAVEI Eva oA
SIGCHLD (id=20) oTov mTatépa 1NG

To oAua auto ayvoeital (TTpokaBopIcuEVn CUTTEPIPOPA: ignore)

ITANEITIXTHMIO TTEAOITONNHXEOY
TMHMA EINIXTHMHY KAI TEXNOAOTI'TAY THAEITIKOINQNIQN
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Kaboplopog cupnepupopag evog Signal
— Tlpwroyeveic xinoeg: signal() »ou sigaction()

— 210 TEOYQUMMA (oG opoLpe va uaboploovpe en’anptBwg
TNV CUTIEQLYPOQA XS OLEQYAOLAG, DOTEQX ATO TNV ANy EVOC
signal:

— Extéheon plag ouvdptnong (signal handler)
— Koplo evépyex (SIG_IGN)
— TTpoxafopiopévn ovuneprpops (SIG_DFL)

— To onpoto SIGKILL xo SIGSTOP 8ev pnopodv odte va
«yvon0obwy (SIG_IGN) obte va «miaotodvw and pio
ouvdpton (Signal handler) -> exteleiton navrote n default
EVEQYELX

ITANEITIXTHMIO TTEAOITONNHXEOY
TMHMA EINIXTHMHY KAI TEXNOAOTI'TAY THAEITIKOINQNIQN
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O1 ntpwtoyevelg ¥inoetg yro T Signals

Or odnyleg (H#INclude) mov yonoiponototvton yroe avtég Tig
UAYOELS ELVOLL OL

— #include <signal.h>

ITANEITIZETHMIO ITEAOITONNHXOY
TMHMA EINIXTHMHY KAI TEXNOAOTI'TAY THAEITIKOINQNIQN
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H »nom “signal”

—  2Zovtoeén: 3
signal (int sig, void (*disp)(int)); 5

— Kabopilet v ovpmeprpopd g Stepyaotag, peoa oty Onola
wokelto, botepa and v ANn evog signal sig
— To oplopa *dISp opilel vt ™V GLULTEELPOQA

— To *disp puropst va eivor 1 dtebBuvor tov signal handler
(pointer o cuvdpnon), SIG_IGN # SIG_DFL

ITANEITIXTHMIO TTEAOITONNHXEOY
TMHMA EINIXTHMHY KAI TEXNOAOTI'TAY THAEITIKOINQNIQN
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Zomble processes

[ ToV 6WOTO TEQUATIOUO WULAG OLEQYAOLUG-TIOLOL TQETEL O
TaTEQNS Vo «eldoTtotnbel» (1] «etdomoinom» yivetal OTay O
TOTEQAG EXTEAECEL TNV TEWTOYEWWY] ¥\ on Walt 7 waltpid)

Mio otepyaoto-notdl 1) OTOlx €YEL TEQUATIOTEL KA TNG OTOLNG
7] OLEQYACLU-TILTEQXS OV €YEL AdBEl anOUA ELOOTOLYOY] TOV
teppatiopol ™ ovoudletor Zombie (defunct) Siepyoaoio

Mio zombie Siepyaoio vrapyet povo oo wia xataywenom
oto process table, 6rov Swwtnpovviar TAnpoyopleg oyetnd
UE ALTNY

Mio zombie Siepyasio uropodue vo v orotwoovue ano
TV YO eviolov pe v evtoin Kill

ITANEITIXTHMIO TTEAOITONNHXEOY
TMHMA EINIXTHMHY KAI TEXNOAOTI'TAY THAEITIKOINQNIQN
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Handling zombie processes

Orav oe plo Srepyaota-tatépag xavoupe TOrk (yevvape
Srepyaoteg-tatdld), o mpenel va nahecovpe ylow LG
Srepyaotec-mondid v Walt 9 v Waltpid, étor wote v Tig
eumodicovpe and To vo yivovy Z0mbie processes

I'e T0 onomO ALTO BTNV dlepyacta-TaTeQR eyrabioToLpE Evary
signal handler oo signal SIGCHLD, xat péoo oe avtov tov
signal handler xalovpe v walt # tv waitpid

ITANEITIXTHMIO TTEAOITONNHXEOY
TMHMA EINIXTHMHY KAI TEXNOAOTI'TAY THAEITIKOINQNIQN
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Ot TPWTOYEVELS UANGCELG
yioe Walt, waitpid

Or odnyleg (H#INclude) mov yonoiponototvton yroe avtég Tig
UAYOELS ELVOLL OL

— #include <sys/wait.n>

ITANEITIZETHMIO ITEAOITONNHXOY
TMHMA EINIXTHMHY KAI TEXNOAOTI'TAY THAEITIKOINQNIQN
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H »non “wait™

20vToén:
pid_t wait(int *statloc);

Emniotpéet to Process id tov teppatildpevon notdion

Ytov deinty statloc enotpépeton To termination status tov
TOLOLOD

H wait eivoe blocking cuvapton

ITANEITIXTHMIO TTEAOITONNHXEOY
TMHMA EINIXTHMHY KAI TEXNOAOTI'TAY THAEITIKOINQNIQN
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H »non “waitpid”

20VTaén:
pid_t waitpid(pid_t pid, int *statloc, int options);

Enotpéyper to process id tov teppatilopevon nondiod

Alveton 7 Suvartotn e xabopLopon, pécw tou PId, tov madod o to
omoto Oa exteleotel 1 oLVAETNON AVLTY

Y.tov Seinty statloc emotpéypetan to termination status tov modrod

Atveton 1 Suvatotnta naboplopod entmiéov emhoywv. H mo ovvnbiopewn
emhoyn elvar 1 WNOHANG, 7 onola epnodiler v Waitpid vo yiver
blocked ov Sev vrdipyouvy teppatil{opeva moudia

ITANEITIXTHMIO TTEAOITONNHXEOY
TMHMA EINIXTHMHY KAI TEXNOAOTI'TAY THAEITIKOINQNIQN
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walt vs waitpid

YroOétovpe ot éyouvpe nabopioet oav Signal handler yux to

tepeliserv/sigchldwait.c

°
signal SIGCHLD tnv cuvdpton Sig_chld
(e.g. signal(SIGCHLD, sig_chld); )
1 #include "unp.h"
2 void
1 8ig_chld(int signo)
4
5 pid_t pid;
& int gtat;
7 pid = wait(&stat);
A printf(*child #d terminated\n", pid);
9 return;
140 }

tepeliservfsigehldwait.c

ITANEITIZETHMIO ITEAOITONNHXOY
TMHMA EINIXTHMHY KAI TEXNOAOTI'TAY THAEITIKOINQNIQN
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wait vs waitpid

—  Ta signals dev amobnuedovior oe

client
‘ server | server _-wn_erw | server | server u'r\'rr“ OUQO'(
43210 | parent child #1 | child #2 child #3 child &4 child #5
) e L . —— : ' !
= —  Me ™y walt vrapyet TeoBAnma Oty
| dnptovpynbovy Tavtdypova onpato:
S R ity = o signal handler O« extekeotel pa
op& nou o uohotra Signals Oa
yaBoLy
_ client g7 LALLL ] [ | )
. 4 seTver seTver server seTver | server | server
r"“:]ﬁ parent chald #1 :d'ﬂid'z | child #3 d'uldl-li child 5
s —— —— * - * -
FIN
AN - .

ITANEITIZETHMIO ITEAOITONNHXOY
TMHMA EINIXTHMHY KAI TEXNOAOTI'TAY THAEITIKOINQNIQN
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walt vs waitpid

*  Ymobfétovpe Ot éyouvpe nabopiocet oav Signal handler yux to

signal SIGCHLD tnv cuvdpton Sig_chld

(e.g. signal(SIGCHLD, sig_chid); )

waitpid with WHOHANG option: non blocking call
r— S tepclservisigchidwantpnd ¢
void

while ( (pid = waitpid(-1, &stat, WNOHANG)) > O]
printf(“"child % terminated\n*. pid);
return:

tepcliservisigchldwaitpid ¢

ITANEITIZETHMIO ITEAOITONNHXOY
TMHMA EINIXTHMHY KAI TEXNOAOTI'TAY THAEITIKOINQNIQN
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Handling interrupted system calls

Orav éva blocking system call (z.y. accept) dwxonel and éva
signal, tote petd ty emotpown and tov Signal handler o
system call Oéter v petaBintn erro ico pe EINTR

To system call 8ev eivou olyovpo 61t Oa enavannivnOet
avtOpaTe and tov Kernel

I T0 AOYO w10 Bt TEETEL O TEOYQAUUATIOTNG V& PEOVTICEL
yioe Ty emavexnivnor tou System call

ITANEITIXTHMIO TTEAOITONNHXEOY
TMHMA EINIXTHMHY KAI TEXNOAOTI'TAY THAEITIKOINQNIQN
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for

Handling interrupted system calls

{7301
clilen = sizeof (cliaddr);
if ( (connfd = accept(listenfd, (SA *) &cliaddr, kelilen)) < 0) |
i{ |errno == EINTR)
continue; /* back to for() */
elpe

err_sys("accept error®);

ITANEITIZETHMIO ITEAOITONNHXOY
TMHMA EINIXTHMHY KAI TEXNOAOTI'TAY THAEITIKOINQNIQN
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