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Point-to-Point Protocol (PPP)

e AsgiTOUpYEI 0TO £NINEDdO EVUENC OEOOHEVWV

e ANOTEAEI TO NIO EUPEWC XPNOIHOMNOIOUHEVO NPWTOKOAAO
EVOUAAKWONG KAl HETAPOPAG TNG NANPoPopiac ToOUu XpRoTn
navw ano Hia onueEio-npoG-onHEio diacuvdeon

e AEV EXEI KAMOIOUC NEPIOPICHOUC OCOV APpopa To pudBUO
HETA000NC TWV JSESOHUEVWYV, YIATI AUTOC kaBopileTal
AnoKAEIOTIKA Aano ToV TUNO TNG 31aoUVvdEoNG

e H povn anaiTnon €ivail n unap&n evog d1KaTeubuvTIKOU
KUKA®WHATOCG HETAEU TV OUO CUCTNHATWV ENIKOIVOVIAG
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PPP - XapaxkTnpioTika

e XpPNOIMONOIEITAI KATA KOPOV YIid TN 01a0UVOECH TOU XPROTNH
HE TOV napoxea unnpeciov Aiadiktuou (ISP), HEOW
modem kdil Tou KoIvoU THAEPWVIKOU SIKTUOU

e Aev unoorTnpidsr:
a. 'EAeyxo pornc
B. A&ioniotn uerapopd dedouevwv
v. AiopBwon AaBwv
0. SUVOEDEIC OnuEIOU-NIPOG-MoAAa onueia
e Mpodiaypageral otnv RFC 1661 npodiaypa®pn
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PPP - Epapuoyn

Dial-Ufp PPFP
Conhaction

e ISP’ Network
Homs Uset cannection
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PPP - Tujuara

e LCP (Link Control Protocol). Eival To nio onuavTtiko THAHA
TOoU PPP kal xpnoipgonoligiTal yia Tnv Eykaraoraon,
SiapopPpwon, EAseyxo kal anodeopeuon TnG PPP ouvdeong

e NCPs (Network Control Protocols). Oikoy&veia
NPWTOKOAA®WV NOU XpNOIHONOIOUVTAIl YId TNV EYKATACTAOCT)
Kal TNV S1aHOpP®WOon S1aPOPETIKOV NPWTOKOAA®WV
eNNESdWV dikTUOU Nnavw ano 1o PPP (n.x. IP)

e MpwTOKOAAA NICTONOINONG TNG AUBEVTIKOTNTAC TOU XPNOTN
(n.x. PAP/CHAP)
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PPP - Epapuoyn o¢ IP diktua

> Application
HTTP, FTP, PP
SNMP...
TCP, UDP... | [ * Vg
1P < > Network
e < > Data Link
PPP
LCP v
’ < > Physical
Physical
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PPP - Mopon NMNaxkétou (HDLC framing)

11111111 —— —— 11000000

Flag | Address | Control | Protocol | Data and padding FCS Flag
1 byte 1byte 1byte 1or 2 bytes Variable 2 or 4 bytes 1 byte

e Flag. H Tipn Tou €ival 0X7E kal onpuaTodoTei TV Evapgn kal To TEAOG TOU
PPP nakETou

e Address/Control. O1 TIHEG AUTWV TWV NESIWV Eival CUVNOWG OTABEPEG iIOEG
HE OXFF ka1 O0x3 avTioToixa

e Protocol. H Tipn Tou kaBopifel TOV TUNO TOU NPWTOKOAAOU TOU NAKETOU
gouonzslp)lsxaml oto Data nedio (n.x. yia LCP nakéra n TIHR ToU €ivai
XC

e Data. Nepigxer TNV nAnpo@opia kal npoaipetika padding bytes péxp1 Tnv
Maximum Receive Unit (MRU) Tign

e FCS. XpnoiponolgiTal yia Tov EAeyxo TnG opOoTnTacg Tou PPP nakETou
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PPP - Aaitoupyia

e To npwto BRHA yia Tnv dOnHioupyia giac PPP ocuvdeong
gival n avraAAayn LCP NnakETWV yia TNV Eykaraoraon,
diapoppwon kai EAeyxo tnc PPP cuvdeong

e MpoaipeTika, akoAouBei n paon NiIcToNnoinonNg Tou XpNoTn
HECW TOU NPWTOKOAAOU NioTONOINONG NOU KABOoPIioTNKE
kKaTtda Tn SiapopPpwon TnG PPP ouvdeong

e 21NV enopevn paon NCP nakera avraAAacoovTal yia TNV
gniAoyn kai S1IAuOPP WO TOU ENIOUHMNTOU NPWTOKOAAOU
oTO £NiNgdo JIKTUOU

e MeTa TNV S1IGHOPPWON TOU NPWTOKOAAOU OTO £Ninedo
OIKTUOU €NITPENETAI N avTaAAayn NAKETWV nAnpoYopiag
navm ano Tnv PPP ouvdeon

e O TeppaTiopoc TG PPP oUvdeonc npayHaTonolsiTal HE TV
avraAAayn kataAAnAwv LCP n NCP nakeETwv N av NPOoKUWYEI
KAMOIO HN KAVOVIKO YEYOVOG
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PPP - ®daoceig

Link establishing

Authenticating

‘ Network layer establishment I

Exchanging data
at the network layer

Opyavoudaxng Osopavng

‘ Network layer termination I

Link terminating

Establishing
state

Authenticating
state

Networking
state

Terminating
state
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PPP - KaraoTtdoeig

LCP Link Termination

-

>

Link Dead

Unsuccessful LCP
Configuration Megotiation

|
Phy=ical Layer

Connection Establizhed

Completed

Link Termination

A

Link Failure or
Cloze Reguest

Link
Establishment

|
Successful LCP
Configuration Megotiation

. Un=successful
Authentication |

Authentication

Successful Authentication,
or No Authentication Required

Network-Layer
Protocol

|
Successful NCP
Configuration Megotiation

Opyavoudaxng Osopavng

Link Open

Mo links
between devices

l

Physical link

l

LCP link

l

Authenticated
LCPF link

Authenticated LCP link
and MCP links

TlavemioThpio TTeAowovviioou



PPP - Eg¢AIgn Zuvdécewv

Initator

Initiate LCP Configuration

Finish LCP Configuration

{Authentication and
NCP Configuration)

Reply to Echo Test

Send and
Receive Data

Terminate Link

Responder

Configure-Request

Configure-Ack

) ]
Echo-Request

e e 0
Echo-Reply

T

pem|
~——— Data Data
‘_,_—-

[T Data Data

[ Code-Rejec
[ Baita \.

Terminate-Request

-‘-_‘—_‘_‘-'—-—. ,
Terminate-Ack

Opyavoudaxng Osopavng

Process LCP Configuration
Reguest

{Authentication and
NCP Configuration)

Initiate Loopback Test

Confirm Link Cperation

\

>Send and
Receive Data

/

Receive Close Request,
Notify Other Device

Terminate Link
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Link Control Protocol (LCP)

e dAocEeIg

v Link Configuration. Eykaraoraon kai diauoppwon 1n¢ PPP
ouvdeonc ueow Twv Configure _Req, Configure Ack,
Configure_Nak kai Configure_Reject unvuuartwv

v Link Maintenance. 'EAeyxoc kai diaxeipion Tn¢ PPP ouvdeonc
ueow Twv Code_Rej, Protocol _Rej, Echo_Req, Echo_Reply kai
Discard _Req punvuudtwv

v Link Termination. Tepuatiouo¢ Tnc PPP ouvdeonc Hueow Twv
Terminate_Reqg kai Terminate Ack unvuudtwv

Opyavoudaxng Osopavng TlavemioThpio TTeAowovviioou



LCP - Mopon MNakétou

1 byte 1 byte 2 bytes Variable
sl Code | ID Length | Information for some LCP packets
packet
———— e

Payload
Flag | Address| Control | Protocol (and padding)

&5

e Code. AnAwvel Tov TUNO TOU LCP nakéTou

e ID. XpnOoIHONOIEITAI YIAO TOV CUOXETIOHO TWV ANAVTHOE®WV
HE TIC AITNOEIC

e Length. AnAwvel To ouvoAikO HRKOG TOU LCP Nak&EToU O
bytes

e Data. Metapepel Tnv nAnpo@opia Tou LCP nakeTou
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LCP - TOtro1 Mnvuparwv (1)

Code Packet Type Description

01, Configure-req Contains the list of proposed options and their vales
02, Configure-ack Accepts all options proposed

03¢ Configure-nak Announces that some options are not acceptable
04, Configure-reject Announces that some options are not recognized
05,5, | Terminate-request Requests to shut down the line

06,, | Terminate-ack Accepts the shut down request

074 Code-reject Announces an unknown code

08,4 Protocol-reject Announces an unknown protocol

09,4 Echo-request A type of hello message to check if the other ensd alive
0A ¢ Echo-reply The response to the echo-request message

0B Discard-request A request to discard the packet

Opyavoudaxng Osopavng
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LCP - TUotror Mnvupdarwyv (Il)

e Configure_Req. XpnoIHONOIEITAI YIA TNV EYKATAOCTAOCN TNG
PPP ouvdeonc. To Data nedio NEPIEXEI TIC NAPAHETPOUG
SiapopPpwonc TnG PPP ouUv3eonc Kal TIC AVTIOTOIXEC TIMEG
TOUG NOU ENIOUHEI 0 ANOOCTOAEAC TOU HNVUHATOC

e Configure_Ack. Eav o 0ekTnc Tou Configure_Req
HNVUHATOC AanodEXETAI TIC NAPAHETPOUC SIAHOPPWONG NOU
nEPIEXOVTAlI O€ auTo anokpiveTral He Configure_Ack kai n
PPP ouvdeon sykabioTaral ENITUX®WG

e Configure-Nak. Eav o dekTng Tou Configure_Req
HNVUHATOoC OV AdNOJEXETAI KAMOIEC ANO TIGC NAPAMETPOUC
SIAUOPPWONC NOU MEPIEXOVTAI OE AUTO ANMOKPIVETAI HE
Configure_Nak
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LCP - TUtror Mnvupdarwyv (lil)

e Configure_Rej. Eav o 0ekTnc Tou Configure_Req
HNVUHaToc Oev avayvwpilel KAnolEG ano TIC NAPAMNETPOUG
SIAUOPPWONC NOU MEPIEXOVTAI OE AUTO AMOKPIVETAI HE
Configure_Rej

e Terminate_Req. XpnoIHONOIEITAI YIA TOV TEPHATIOHO TNG
PPP ouvdeong

e Terminate_Ack. AnooTéAVETAlI ano Tov OEKTN TOU
Terminate_Req w¢ enifeBaiwon Tou Teppartiopou TnG PPP
guvOeOoNG

e Code_Rej. AnooTteAveTal ano Tov d&EKTN evog LCP
HNVUHAToc oTav n TiuN Tou nediou Code €ival pn anodekTn

Opyavoudaxng Osopavng TlavemioThpio TTeAowovviioou



LCP - Totror Mnvupdarwyv (1V)

e Protocol_Rej. AnooTeAeTal ano Tov 0ekTN €vog PPP
HNVUHaToG oTav dev unooTnpifel To NPpWTOKOAAO Nou
onAwveral oto nedio Protocol

e Echo_Req. XpnoigonoligiTal yid TOV EAEYX0 THC KATAOTAONG
™nG PPP ouvdeong

e Echo_Reply. AnooTteAveTal ano Tov d€kTn Tou Echo_Req
HNVUHATOG WG andavrnon o€ auTo

e Discard_Req. XpnoigonolgiTal yia Tov EAEYX0 TNG
kataoTaonc Tnc PPP ouvdeonc

Opyavoudaxng Osopavng TlavemioThpio TTeAowovviioou



LCP

Napaperpol AiapopPpwansg

Default

M aximum receive unit 00

Authentication protocol

Protocol field compression

Address and control field compression

Opyavoudaxng Osopavng TlavemioThpio TTeAowovviioou



Password Authentication Protocol

e To mio anAo NPWTOKOAAO NicTOMOINONG TAUTOTNTAG XPHOTN

e H nioTonoinon eNITUYXAVETAl HEC® TNG di1adikaoiag
Xeipaywiag dvuo pepwv (2-way handshake) pera&u Tou
XPNOTN Kal Tou eEunnperTnTn npooaong

v O xpnortnc oTeAvel npoc Tov e&unnpetTnTn npooBaonc eva
(eUYOC NapaueTpPwyV rnou neEPIEYOUV TO OVOUA TOU Kal TO
ouvlnuaTiko

v O g&unnpeTnTnc eAcyxel av To {eUyoC auTO Elvai
karaxwpnuevo orn Baon doedouevwy rnou d1aBETEl Kal eav givai
EMITPENETAl N MPooBacn Tou XpnorTn oTo OIKTUO, EVW OE
avTiBeTn nepinTwon n npooBaocn anayopeveTail

v H diadikaoia autn eKTEAEITal LOvo Hia popd

v To ovoua kKai To ouvlnuartiko Tou xpnortn Osv OTEAvovTal
KpuntToypapnueva, aAAa o pop@n anAou KeILUEVOU
v leprypaperar otnv RFC 1334 npodiaypan

Opyavoudaxng Osopavng TlavemioThpio TTeAowovviioou



PAP

Point-to-point physical link

Authenticate-request packet ey

User name and password |*

Authenticate-ack or authenticate-nak packet

* Accept or reject

Opyavoudaxng Osopavng TlavemioThpio TTeAowovviioou



Authenticate-request

Authenticate-ack

Authenticate-nak

............................................ e e S S S B EEE
1 byte 1 byte 2 bytes 1 byte  Variable 1 byte  Variable
User
Code=1 ID Length name User name  |Password|  pagsword
length length
1 byte 1 byte 2 bytes 1 byte  Variable
Code=2| ID Length Nl[essage User name
ength
1 byte 1 byte 2 bytes 1 byte  Variable
Code=3| ID Length h/llessage User Name
ength

Opyavoudaxng Osopavng

Flag | Address| Control

Payload

(and padding)

TlavemioThpio TTeAowovviioou




PAP

e Code: 1 byte - kaBopilel Tov TUNO TOU PAP NnakeTou:

a. Authenticate-Request. AnooTeAAeTal ano Tov xpnorn yia
TNV ekkivnon Tn¢ diadikaoiac rmororoinonc. lNepiexel To (eUuyoc
OVOLATOC XPNOTN Kai ouvelnuartikou o€ Hop®n KN
KpUMNTOYPAPNUEVOU KEILEVOU
B. Authenticate-Ack. AnooTeAAeTal ano Tov EunnpeTnTn av
T0 (EUYOC TWV NAPAUETPWYV EIVaAl EYKUPO
v. Authenticate-Nak. AnooTeAAeTal ano Tov EunnpeTnTn av
70 (EUYOC TWV NAPAUeETPWV OEV Eival EYKUPO

o Identifier: 1 byte - xpnoiponoigiTal yia Tnv avrioroixion

TWV AITNCEWV HE TIGC ANAVTNOEIG
e Length: 2 bytes - dnA®wVElI TO CUVOAIKO HNKOG TOU NAKETOU

e Data: MeTaBANTO MNKOG KAl TO NEPIEXOHEVO TOU
kaBopileTral avaAoya HE Tov TUNO TOU PAP nak&ETou

Opyavoudaxng Osopavng TlavemioThpio TTeAowovviioou



CHAP - XapakTnpioTika

e To npwtokoAAo nioTonoinong CHAP ival nio acaA&g ano
TO PAP npwTOKOAAO

e H nioTonoinon eNITUYXAVETAl HEC® TNG di1adikaoiag
Xeipaywiag Tpiwv HepwVv (3-way handshake) peTa&u Tou
XPNOTN Kdl TOU EEUuNNPETNTN NpooBaocnc

e ANAITEITAI N XpNON €vOo¢ (EUYOUG OVONATOG XPNOTN KAl
ouvOnuaTikoU, TO OMOiOo Eival YVWOTO HOVO HETAEU TOU
eEUNNPETNTN KAl TOU XPROTH

e To ouvONMHATIKO ANOOCTEAAETAI HE KPUNTOYPAPNHEVO TPONO
ano Tov XPNoTNn NPOG ToV eEuNnNPETNTN

Opyavoudaxng Osopavng TlavemioThpio TTeAowovviioou



CHAP - Aaitoupyia

e O eEunNnNpPeTNTNG evEpyoNnolEi TN d1adikacia NioTonoinong
ONMIoOUPY®WVTAC Hia Tuxaia TIHR, TNV onoia Kdal OTEAVEI NPOG
TOV XPNOTN HEOW KaTdAAnAou pNVUHATOG

e O xpnoTnc sepappolel Tov aAyopiOHO KATAKEPHATIOHOU
MD5 navw O€ AuTAV TNV TIHN KAl OTO CUVONUATIKO TOU Kal
OTEAVEI TO anNOTEAECHA OTOV EEUNNPETNTN

e O e&unNnNPeTNTNC EPpappoOlel TOV id10 aAyopiOHO NAvw oTNV
TUXAidA TIMN KAl OTO CUVONHATIKO TOU XPHOTN KAl CUYKPIVEI
TO ANOTEAECHA TOU HE TO ANOTEAECHA TOU XPROTN

e O e€unNNPETNTAC ENITPENEI TNV NPOCHACH TOU XPHOTN OTO
OIKTUO HOVO £AdV Td anoTeAEoHaTa €ivail Ta idia

e H diadikacia niortonoinonc enavaAauBaveral 0€ TAKTA
XPOVIKA diaoTAHaTa yia AoyouG aocpaAsgiag

e Meprypageral otnv RFC 1994 npodiaypa®pn

Opyavoudaxng Osopavng TlavemioThpio TTeAowovviioou



Point-to-point physical link

Challenge packet

# Challenge value

Response packet

Response and name H—

Success or failure packet

—ﬁ Accept or reject
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; 1 byte 1 byte 2 bytes 1 byte  Variable Variable i
Challenge |code =1| D Length Crenstsl Challenge value Name
i 1 byte 1 byte 2 bytes 1 byte  Variable Variable E
Response |Code =2| ID Length Rfjggglse Response value Name
; 1 byte 1 byte 2 bytes Variable E
i Success Code =3 1D Length Message E
i 1 byte 1 byte 2 bytes Variable E
Failure Code =4| ID Length Message

Payload
(and padding)

Protocol

| C223,¢ I

Opyavoudaxng Osopavng TlavemioThpio TTeAowovviioou

Flag |[Address| Control




CHAP

e Code: '‘Exel pnkog 1 byte kai ka@opilel Tov TUNO ToUu CHAP
NAKETOU:

a. Challenge. AnooteAAeTal ano Tov EunnpeTnTn yia TNV EKKivNon
Tn¢ diadikaaoiac riororoinonc. lepiexelr Tnv Tuxaia Tiun (Challenge
Value), n onoia 6a xpnoiuornoinBei yia Tnv nioTornoinon Tou Xpnorn.
To unvuua Challenge unopei va anooraAAei ornoiadnnoTe Xpovikn
oTiyun kara Tn oidpkeia tnG PPP auvdeong

B. Response. AnooTeAAETal ano Tov Xprnorn Kai rnepIEXEl TO
arnoTeAeoua Tou aAyopiBuou KaTakepUATIoNoU Navw oTnV Tuxaia Tiun
Tou Challenge unvuuarog, oTo ouvlnuarTiko ToU XPNoTn Kai oTnv TIUI)
Tou Identifier

yv. Success. AnooTeAAeTal ano Tov EUnnNPETNTN OE NEPINTWON MoU N
TIUN TOU Response unvuuaroc ival n avauevouevn

O. Failure. AnooTeAAeTal ano Tov €EUnNnNPeTNT) O NEPINTWON MOU N
TIUN ToU Response unvuuartoc O€v gival n avauevouevn

Opyavoudaxng Osopavng TlavemioThpio TTeAowovviioou



CHAP

o Identifier: 'Exel pnkog 1 byte ka1 xpnoigonoigital yia Tnv
AvTIoTOoIXION TWV AITACEWV HE TIC ANAVTNOEIC

e Length: 'Exel pnkocg 2 bytes kal dnA®wVElI TO CUVOAIKO HNKOG
TOU NAKETOU

e Data: ‘Exel peTaBANTO HNKOG KAl TO NEPIEXOMEVO TOU
kaBopileTral avaAoya HeE Tov TUNO ToUu CHAP nakeETou

e Name: 'Exel HETaBANTO HNKOC KAl NEPIEXEI TO OVOHA TOU
xpnotn (username) nou oteAvel To CHAP pnvupa

Opyavoudaxng Osopavng TlavemioThpio TTeAowovviioou



Internet Protocol Control Protocol (IPCP)

e NCPs (Network Control Protocols). Oikoy&veia
NPWTOKOAA®WV NOU XpNOIHONOIOUVTAIl YIAd TNV EYKATACTAOCT)
Kal TNV S1aHOpP®WOon S1aPOPETIK®OV NPWTOKOAA®WV
eNNESdWV dikTUOU Nnavw ano 1o PPP (n.x. IP)

e MeTa Tn paon eykaraocoraonc tnc PPP ocuvdeonc kail TnG
NPOAIPETIKNG (PAOCNC NICTOMNOINONC TOU XPNOTN AKOAOUOBEI n
paon entAoync kai S1IapuopPwonNG Tou eN1BupunTOoU
NPWTOKOAAOU OTO £ninNgdo JIKTUOU

e To NCP npwTOKOAAO NOU XPNOCIHOMNOIEITAI YIA TRV En1Aoyn
kail SiapopPpwon Tou IP npwTokOAAOU OTO £ninedo SiIKTUOU
ovopadlerar IPCP

Opyavoudaxng Osopavng TlavemioThpio TTeAowovviioou



IPCP

e Eival uneuBuvo yia Tnv S1apopPpwWon Kal TNV Evepyonoinon
TOU IP NnpwTOKOAAOU OTO £Ningdo OIKTUOU Kal TWV dUO

akpwv TnG PPP ouvdeong

e Xpnoiponolisgi Tov id10 HNXAaVIOHO avTaAAdync NAKETWV Kdadl
TUNOUG NAKETWV HE TO LCP

e H avraAAayn Tov IPCP NnakETWV ENITPENETAI HOVO HETA TNV
eykaraortaon tnc PPP ocuvdeong

e Ta IPCP nakéra evOuAakwvovTal peoca o€ PPP nakera kai n
TiuN Tou Protocol nediou €ivalr 0x8021

Opyavoudaxng Osopavng TlavemioThpio TTeAowovviioou



IPCP

e Karta tn paon eykaraoraong tnGc IPCP cuvdeong o
anooToA£ag Tou Configure_Req IPCP pnvuUparocg €Xe1 Tn
duvaroTnTa va {nTtnoel ano 1o dikTuo TNV Tonikn IP
d1euBuvon nou 0a xpnoiponolei N va dnAwoel o id310G auTRVv
nou eniOUEi

e H avraAAayn Tov IP NnakETWV ENITPENETAI HOVO HETA TNV
eykaraoraon tnc IPCP ouvdeong

e Ta IP nakera evOuAakwvovTtal HEoa o€ PPP nakeETa kai n
TiuN Tou Protocol nediou €ivalr 0x0021

e Mpodiaypageral otnv RFC 1332 npodiaypapn

Opyavoudaxng Osopavng TlavemioThpio TTeAowovviioou



IPCP - Mopon NMaxkétou

1 byte 1 byte 2 bytes Variable
IPCP Code ID Length IPCP information
packet

Payload
(and padding)

Address | Control | Protocol

e Code. AnAwvel Tov TUNo Tou IPCP nakéETou

e ID. XpnOoIHONOIEITAI YIA TOV CUCXETIOHO TWV ANAVTHOE®WV
HE TIC AITNOEIG

e Length. AnAwvel To ouvoAikO HRKOG Tou IPCP nakETou o€
bytes

e Data. Meragpepel Tnv nAnpo@opia Tou IPCP nakETou

Opyavoudaxng Osopavng TlavemioThpio TTeAowovviioou



IPCP - Tutroi Mnvupdarwyv

Packet Type Description
Configure-req Contains the list of proposed options and their vales
Configure-ack Accepts all options proposed
Configure-nak Announces that some options are not acceptable

Configure-reject Announces that some options are not recognized

Terminate-request Requests to shut down the line

Terminate-ack Accepts the shut down request

Code-reject Announces an unknown code

Opyavoudaxng Osopavng TlavemioThpio TTeAowovviioou



PPP - Aaitoupyia

Call setup

AIM —
Netwai
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PPP - Aaitoupyia

Internet

cKibene

ATM o o

Network it

S Authentication
—Oplt=2a)r

Provicler
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PPP - Aaitoupyia

A—
_ ISP POP

ISP Data
Center

SORER:

PIeVIEE)

2Uvdeon oto Internet
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NMpwToKoAAa NMpoocapuoyng & EvOUAGkwong oe
Aiktua lNpooBaong pe Metaywyn
KukAwpatog/lMakéTou

LLC/SNAP Encapsulation (RFC 1483)

Havemotuo Iehomovvijeov, Tuquo Emotung & Tsxvo)»oyi}zg Tnl/ﬂ;’uov —




Aopn MNeprieyopévou yia ISO PDUs

0 7 | 8 15I 16 23
LLC  OxFE-FE-03

|SO PDUs

e PDUs npwToKOAA®V nou unooTnpifouv YEQUPWON N
Gﬁopo)\ovnan (routed/bridged PDUs) evOuAakwvovTal o€
nAaiocia (emke@paAida) kara IEEE 802.2 LLC

e H Tipn OXFE-FE-03 XpNOIMONOIEITAI OE AUTH TNV NEPINTWON
(routed 1SO PDU)

e To avTioToIXo NPWTOKOAAO NMOU HETAPEPETAI UNOJEIKVUETAI
ano 1o nedio NLPID nou anoTeA&l HEPOGC TWV OEOOHEVOV

e ZTNV NEPINTMWON NAKETWV IP £XE1 NPOCSIOPIOTEI I
avrtioToiXn XPNon NPWTOKOAAOU nou 6a UNOJEIKVUE TO
nedio NLPID (npwtokoAAo SNAP)
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SNAP Header

0 2324 39
OUl PID

e H 1ipn OxAA-AA-03 otov LLC header unod&eikvuUEl TRV
unapén SNAP header.
e OUI - Organizationally Unique Identifier ( 3 octets)
v YnodeIKvUElI TOV opyaviouo rou O1axelpieTal TO MPWTOKOAAO
rnou evBuAakwverai
e PID - Protocol Identifier ( 2 octets)
v YNod&IKVUEI TO MPWTOKOAAO rnou evOBUAakwveTai
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Aopn Mepreyouévou yia Non-1ISO PDUs

LLC OxAA-AA-03

OuUI

EtherType (2 octets)

Non-1SO PDU

e Tiun OUI 0x00-00-00 < PID nou akoAouBei = EtherType.
e Tiun EtherType 0x08-00 < IP
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Aopn Nepiexopévou yia Bridged PDUs

LLC OxAA-AA-03

OUl 0x00-80-C2
PID
PAD
MAC destination address

Remainder of MAC frame

LAN FCS

e PID field( 2 octets) < type of bridged media

e Padding < align user information filed of the bridged PDU
to a 4 octet boundary (32-bit allignment)
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MoAuTtrAeén VC

e H NoAuUnAe€n pe Baon Ta VC (VC Multiplexing) anoTeAei
evaAAakTikn TNG evOuAakwonc LLC/SNAP.

e Evdeikvutal (AOyw TOU HNOEVIKOU KOOTOUG EVOUAGK®WONG —
overhead) eav €ival duvartn n duvapuikn diaxeipion
noAAanAwv VCs (SVCs)

e Agv UNApPXElI KOOTOC EVOUAGKWONG (enike@alAida PHE EVOEIEN
nPpwWTOKOAAOU KAN.) viaTti kaBe VC nou eykaBioTaral
OUVOEETAI HOVOONHAVTA HE £Evad TUMNO NPWTOKOAAOU O
onoioG e(papHOdeTAl NAVM® ANO TNV CUYKEKPIMEVN OUVOEDON
(noAAanAa npwTokoAAa => NoAAAnNAEC CUVOECEIG)

v Karta ouveneia
e VC multiplexing < SVCs.
e LLC/SNAP < PVCs.
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PPP over ATM (PPPoA)

e To AAL5/ATM xpnoigonolgiTal yia Tnv pHerapopa Tov PPP
NAKETWV

e H PPP ouvOeon avTioToIlXEi o€ €va AALS 10eaTt0 KUKAWHA

e To AALS 18eaT10 KUKA®WUa €ival gia PVC iR SVC, d1inAnRG
KAaTeEUOuvoNG, onUEIO-NPOG-ONHEIO CUVOEDN
e Mpodiaypageral otnv RFC 2364 npodiaypapn
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PPP Over AALS

e EvOuAakwon PPP (3Uo0 €niAoyEg)

v LLC/SNAP encapsulation => PPP PDUs
e Tiun NLPID yia PPP => OxCF
e PPP PDU => PPP -Protocol Identifier +information+padding

v MoAunAgén VC
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PPPoA (VC TroAUTTAEEN)

v 2T1nv nepintwon tn¢ VC noAunAeénc to PPP nakero
evOuAakwveTal oro nedio Data Tou CS nakeTou

Data packet up to 65,535 bytes

l l
Al cs Data Pad
N ~ |
A : : \\ \\\ : :
L ] | ‘\ ~ | I
5 | 48 bytes | | 48 bytes | | 48 bytes |
A | i : I | |
T -<«— | H H cee H
M 5 48 bytes 5 48 bytes 5 48 bytes
. UU: Channel identifier
CS trailer | UU | CPI L CRC CPI: Common part identifier
8 8 16 32 L: Length
H=header; T=trailer CRC: Error detector
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PPPoA (evBuAdxwon LLC/SNAP)

/— LLC/SNAP

/* PPP

Destination SAP Source Sap Frame type LLC Header
MLFID = PPP
Protocol ID PPP Info Padding PPF Payload
PAD (0 - 47 bytes)
CPCS-LIL CPI Length CRC CPCS-PDU Trailer

| AAL5
trailer

_______________________________________________________________________________________________

e LLC header:

v 2 bytes - source SAP (OxFE) & destination SAP (OXFE)
e routed OSI PDU

v Un-numbered Information (UI) frame type (0x03).
e Network Layer Protocol IDentifier (NLPID) (PPP < OxCF).
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PPPoA

e PAD. O1 OKTAdEC AUTEC NPOOTIOEVTAI YIA vaA YiIVEI TO HAKOG
TV OEOOHEVWYV NOA/ 010 TWV 48 OKTAO WV

e UU. 'Exel pnkoc 8 bits ka1 xpnoiponoisital yia Tn HETagpopa
nAnpogopiac yia AALS5 okonoug

e CPI. 'Exe1 pnkog 8 bits kai ouvnOwc dev XpnoigonolEiTaAl
Yia KAanoio oKono

e Length. ‘Exel pnkog 2 bytes kai OnA®WVEI TO HNKOG TWV
nPayHartikwv O0edoNEVMWVY, XwPIC Ta eninAgov PAD bytes

e CRC. 'Exel pnkog 4 bytes kal xpnoigonolgiTal yia Tov
EAeyxo TG opBoTnTacg Tou CS NnakETou
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PPPOA Ap)iTeKTOVIKN

Service Gateway ATU-R (DSL Mode m, etc.)

y

NSP/ISP -

w
%
A

PPP A

L2TP «—— L2]P PFPOA:

P
A M ve i Tonmelete 10

poarpetikd (Avayaio 6Tov o EuINPETNTHS TOL TAPOYOV
npocPaong 610 Al0dIKTVO BPIOKETUL PUOIKE ATORAKPVOUEVOG
KOl TPOGPAGINog HOVo HEGM TOV ALAOIKTVOV - OTOTE OMULTEITAL
EKTPOTN TOV dedouévov néco “tunnel”)
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PPPoE
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PPPoE - RFC 2516

To PPPOE sniTpenel eykaraocraon noAAanAwv PPP

«ouvodwv>» (PPP sessions) navw ano Tonika dikTua
Ethernet

e Ynoornpilel 2 pAocEIG:
v discovery stage

e AvakaAunTel Tn dieuBuvon (Ethernet MAC address) Tou akpou MEe
To onoio O6a eykataoTabei eva PPP session

v Session stage.

e Anodidel PPPOE session ID yia To ouykekpipgevo PPP session kal
eBuAakwvel kata PPP
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PPPoOE - EvOuAdxwaon NMAaiciou Ethernet

. 5 g 16 32bit

Ver Type Code Session-1D0

Length Payload

e VER - PPPOE = Oxl1.
e TYPE = Ox1.
e CODE => Discovery / PPP Session stage

e SESSION_ID - Z1aBep0 avayvwpioTIKO VOUHEPO YIa KAOE
PPP session 1-1 avTtioToixia pe Ethernet SOURCE_ADDR &
DESTINATION_ADDR.

v OXffff reserved for future use. MUST NOT be used

e LENGTH - Mnkoc (oktadec) PPPoE payload (ekT0G
Ethernet & PPPOE headers).
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Discovery stage

o discovery stage << ARP (Address resolution) request-
response

e O host nou eniBupei va eykaraoTnoel PPP session eKNEUNEI
(broadcasts) €va «session Initiation>» nak&ro

o KaOe Initiation packet npokaAe&i Tnv anokpion ano
(noAAanAoug eviexouevmwc) Access Concentrators

e AkOAoOuUOE&i n eknopnn €vog «unicast session request»
npoc Tov eniAeypevo Access concentrator

e O Access concentrator enieBaiwvel (confirmation) kai 1o
session ID yia TO OUYKEKPIMEVO session avaTifeTai
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PPPoE - Ethernet Payload

0 4 8 16 31
VER | TYPE CODE SESSION _ID
LENGTH Payload (Ethernet Frame)
| Dest. MAC Address
Source MAG Address
EtherType/Length _P............. PAYLOAD
........................ - e

e EtherType

v 0x8863 => discovery stage

v 0x8864 => PPP session stage

Opyavoudaxng Osopavng
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PPPoE

I5P's PPPoE

Shared intesnaet |
access sarvar |

I5Ps MNolwark

- o)
Connecticn

Loeal Mebwork

PPPoE over LAN
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PPPoOE Ap)iteKkTOVIKN)

Service Gateway ATU-R (DSL Mode m, etc.) E& PC
NSP/ISP > :
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v
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TexvoAoyieg AikTuwyv lNMpoocRaong Eupeiag
Zwvng

ADSL - Epapuoyec/MpoBAnuara
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PuBuég Metradoong DSL

e 'Eva ouoTtnua peradoong ADSL XpnOIHONOIEI TNV TEXVIKN
DMT. '‘EneiTa ano dianpayHdaTeEUon KAarta Tnv ¢paon
E£YKATAOTAONG KAl EKTINNON TNG NOIOTNTAG TOU KavaAiou
ano@aaileTal va xpnoiponoinouv Ta 3/4 ano Ta
o1a0&o1pa kavaAia peradoong 0edopevmwv (downstream
link) Ta onoia diapoppwvovTal kara QAM-64 . NMoiog o
HEYIOTOC pUONOC HETAd0oONC o Mbps nou pnopeEi va
ENITEUXOEI;

Opyavoudaxng Osopavng TlavemioThpio TTeAowovviioou



PuBuég Metradoong DSL

e ZuvoAiIkO pacpa ADSL 256 channels

v

AR U NN

Ta 6 xyaunAotepa deouevovTal yia Tnv TnAepwvia (POTS) kai 2
control,

Mevouv 248 data.
3/4 *248 => 186 channels downstream.
ADSL sub-carrier ~4MHz => 4000 baud (symbol rate)

QAM-64 (6 bits/symbol < 6 bits/baud) => 24,000 bps/
channel

186 channels => bandwidth 4.464 Mbps downstream.
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PPP

e 'Evag xpnoTng ouvOEeTal HE TOV KOUBO npooBaonc Tou ISP Pe
xpnon PPP kai avraAAacocovTtdl Ta napakatw pnvupara. Na
KaTarayouUv oTh OWOTH OEIPA CUNP®WVA HE TN XPOVIKN €EEAIEN.

v PAP, Authenticate-request
v LCP, Configure-ack
IPCP, terminate-ack

PPP, Datal

PPP, Data N

LCP, Configure-request
IPCP, Configure-request
PAP, Authenticate-ack
IPCP, terminate-request
IPCP, Configure-ack

NS N N N N W N NN
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PPP

LCP, Configure-request

LCP, Configure-ack

PAP, Authenticate-request

PAP, Authenticate-ack

IPCP, Configure-request

IPCP, Configure-ack

PPP, Datal

P —— —_—

PPP, Data N

IPCP, terminate-request

IPCP, terminate-ack
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PPPoA, PPPoE

e Na avanapaoTaBouv ol oToIBEC NPWTOKOAA®WYV Mou
uAonoiouvTal 0€ KAOe JIKTUAOKO KOMPBO O€ KAOE pia ano TIG
napakdatw nepintTwoeic PPPoA & PPPoE ADSL npoofBaong

router —

— ks
Internet l:

a) ISP
s Authentication
ki Database/Router
h ™~ B) ISP
Authentication
Database/Router

|SP
Authentication

I\ = Database/Router
—

DSLAM

CPE DSLAM
(Modem/

Router)
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PPPoA, PPPoE

router

DSLAM
ATM
f modem switch
I/ Authentication
Database/Router

A

»
»

Ethernet «— Ethernet L-
D
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PPPoA, PPPoE

DSLAM
’a w SWItICh
) ISP
< > Authentication
IP IP Database

IP

Ethernet «— Ethernet
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PPPoA, PPPoE

A
v

P IP
PPPOE < » PPPOE
Ethernet ., Ethernet <

MPoA

ATM
DSL

CPE
switch ISP

Router) Authentication
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