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AvayKn yia xprjon KataAoyou

e YTIAPXEI OTIAITNON YIO on-line KaTtaAOyouL¢ YIOTi I
XPNOIUOTIOIOVHEVEC MEBODOI EIVAL EETIEPATUEVEC
(KOTAAOYO!I O€ EKTUTTWOEIC)

e ApPXIKAO KABE epApPOY XPNOIUOTIOIOVOE TO OIKO TNC
KOTAAOYO HE ATIOTEAECHO VO LTIAPXOLV TIPOLBAN AT
OUYXPOVIOUOU

e O opyaviopocg ITU dnuiovpynoe 1o TtpotuTto X.500
via TNV dNUIoLPYIO KATAOAOYOU.

e To X.500 €ival Bapv, duoKivnTo Kal OV LTIAPXOLV
TIOAAO APIs
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[MpotuTto X.500

e To 1tpoturto X.500 tnc ITU

Root on
T A
USA Canada R[—jgu;mbardier Inc.
/NN /////f\\\\\\\\
U.S. General Canadian Bombardier
Government | | Motors | | Government Inc. o e Rl
21N SN 2N NN \4

Attributes

//*[ Louis Riel J

Louis Riel

[Common Name

E-mail |Iriel@bombardier.com|| Title

- BINK
Tel. [+1 514 987-6543 o=ca,
VP Marketing

O=Bombardier Inc.

ChH=Louis Riel }
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[MpotuTto X.500

e OpPYOVWVEL TO TIEPIEXOMEVA TOU KATAAOYOU O€
EVO IEPAPXIKO XWPO OVouATwy (namespace)

o [TapEXEI OLVATOTNTA VIO TIOADTIAOKEC
avadntnoeig

e 2 UXVO XpnoluoTtoleital w¢ diertagn (interface)
O€ UN OLUUPBATEC UTINPETIEC KATAAOYOU

e [TOAU Bapv yia HIKPA TIEPIBAAAOVTO
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LDAP (1)

e Lightweight Directory Access Protocol

e XPNOIPOTIOIEITOL YIO TNV TIPOCBaon Kal TNV
EVNUEPWON TIANPOPOPIOC OE KATOAOYOUC Ol OTIOIOl
£X0UV vAoTttoinBel oto X.500 povieEAo

e TO TIPOTULTIO OPICEl TA TIEPIEXOUEVA TWV PUNVUPATWY
avVAUECO OTOLC client KAl Toug servers

o [apEXElI AEITOLPYIEC YIO TNV €DpAiWON KOl TOV
TEPUOTIOMO SESSIoNS O€ Eva server
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LDAP (2)

e O dnuiovpyoc tou LDAP Tim Howes oto University
of Michigan dnuiovpynoe 1o LDAP w¢ eva
lightweight directory access protocol yia tnv
mpoofaon o X.500 kataAoyouc.

e LDAP avartuxdnke otnv Kovotnta Tou AladIKTOOoU
TIOPEXOVTOC TIPOTUTIOTIOINON O€:

MovteAo MAnpooplwy - Information Model (Ttw¢ n
TIANPO@opia aTteikovidetal)
APIs (Ttw¢ ol epappoyEC BAETTOUV TNV TIANPOQOPIN)
Replication (Ttw¢ o1 servers diapoipalovtal TIANPo@opia)
‘EAeyxo mtpooBaong Access Control (Ttoiog €xel tpoofaon
oTNV TIANPOPOPIa)
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LDAP (3)

e To LDAP egival KOTAAANAO vyia:
[TANpO@opia TNV OTIoId AVAPEPOVTAIl TIOAAEC OVTOTNTEC KAl
EPOPHOYEC
[TANPO@OpPIa N OTIOIO ATTAITEITAl VO TIPOOTIEAACTEI ATIO
TIEPIOOOTEPEC ATIO UIA TOTIOBETIEC

[TAnpo@opia n ortoia dlaBAlETal TIEPICCOTEPEC POPEC ATIO
OTl ypagetal (dev aAAAlel cuXVA)

e To LDAP dev gival KOTOAANAO yIq:
[TANpo@opia N ortoia aAAAlEl auxva
[TANpo@opia N oTtoit dEV Eival doPNUEVN
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LDAP (4)

e To LDAP uTttopei va xpnolporttoinbei yia:
EvoTttoinuevo sign on (€va login/password yia OAEC TIC
EPOPHOYEC)
Single sign on (sign aTo JIKTLO HIa POPA KOl XPrioN O OAEC
TIC EQOPUOYEC -- aTtaltei PKI)
PKI certificate repository

BiAio dleuBuvoewv - Address Book (“White Pages
Service”)

Organizational Chart (“Yellow Pages Service”)
‘EAeyX0C TIpOoBaaon Kal TIOTOTIOINON VIO EQPAPUOYEC
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LDAP (5)

e [1Anpo@opia
Aopn TNC TIANPOQORIAC N OTIoIO ATIOBNKEVETAI O€ Eva
LDAP kataioyo

e OvopatoAoyia
[MW¢ N TIANPO@OPIa OPYOVWVETAL KOl avayvwpiletal

e /\EITOLPYIO

[MePlypAEL TIG AEITOUPYIEG Ol OTIOIEC UTTOPOUV VA
EKTEAEQTOUV OTNV TIANPOQOPIA 1 OTIOIN EIVAI OTIOONKEVUEVN
otov LDAP KataAoyo.

e ACQPOAEID

Meplypa@el Tw¢ N TTANPOPOPIA TIPOCTATEVETAI OTIO WN
e€ovolodoTNUEVN TtpOcBaaon.
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LDAP Server (1)

e LDAP Server Asitovpyei w¢ interface

o — —

ESTLR

LDAP Client

e X500
TR X500 queris : Server
- 8| LD& Request [ . and aperationg l
LJ Ty | | RSO0 Ry
|t e
sty X.500 | .
LDAP Server Server
1
b |—— )
X.500
Server

LDAP Directory Services
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LDAP Server (2)

e LDAP Server Acitoupyei w¢ stand-alone directory

service
:_ﬂ—Pi"-“‘.
| . LDAP
LDAP

[— e andﬂﬂpglﬁgtriﬁs 2 { . e

1 LDAP Reply |
;‘1;:‘ e | R
LDAP Client ;m“:’ .
LDAP
Server

X.500 Directory Services
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LDAP Server (3)

e Xpnoluortolei TCP/IP avti yia tnv OSI protocol stack

e ATIAOTIOIEI CUYKEKPIPEVEC AEITOVPYIEC KOl TIOPAAEITIEN
OAAEC (o€ oxean pe 1o X.500)

e XpnolyoTtolei strings avti yia tnv ASN.1 notation yia
TNV OTIEIKOVION TWV OEOOUEVWV.

struct employee | employee :: SEQUENCE |

char name[32]: Name OCTET STRING, --32 characters
int salary:’ Salary INTEGER,

int entryDate: EntryDate INTEGER,

int sex; Sex BOOLEAN

}:

}

Keipevo og ASN.1

YAoTt0inon AIKTUOKWVY YTIOO0UWVY Kal YTINPECIWVY 12



ATt00nNkKevon TtAnpo@opiag oto LDAP

R
; *
| Attribute
. !
b R e s -
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ATt00nkKevon TtAnpo@opiag oto LDAP
(2)

e KaBe attribute €xel eva toTT0 / GLUVTOEN KOl PO TIKN

e MTTOPEI VO OPIOTEI TIWC Ol TIMEC CUUTIEPIPEPVOVTAI
KATA TIC avadnThOoEIC KOl TIC AAAEC AEITOVPYIEC TOU
KATOAOYOU

e JUvTaénN: bin, ces, cis, tel, dn etc.
e Opld: ssn — PoOvo €va, jpeg pwtoypagio — 10K
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ATt00nkKevon TtAnpo@opiag oto LDAP
(3)

e Ka0Be ‘entry’ Trepiypa@el Eva avtikeipevo (Class)
ATOpO, Server, EKTUTIWTNC KATT

e [lapadelypa Entry:
InetOrgPerson(cn, sn, ObjectClass)

e [Mapadeiyua Attributes:

cn (cis), sn (cis), telephoneNumber (tel), ou (cis), owner
(dn), jpegPhoto (bin)
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> 0vtaén twv attributes

Syntax
bin

ces
Cl%
tel

dn

Generalized
Time

Description
Binary information

Case exact string, also known as a directory string, case 15
significant during comparisons.

Case 1gnore string. Case 1s not significant during comparisons.

Telephone number. The numbers are treated as text, but all blanks
and dashes are 1gnored.

Distinguished name.

Year, month, day, and time represented as a printable string.

Postal Address [Postal address with lines separated by "$" characters.
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>uvnBiopeva attributes

Attribute, Alias

EDlTllTID]'INﬂlTIE} cn

SUIMAIme. 51

telephoneNumber

organizationalUnitName,
ou

owner
organization, o

JpegPhoto

Syntax Description

. Common name of an
Cis

entry
cis Surname (last name) of a
' person
tel Telephone number
cis name of organizational
‘ unit
dn DN of person that owns
the entry
Cls Name of organization
bin Photographic image in

JPEG format

Example

John Smith

Smith
512-R3R-6008
Tivoh

cn=John
Smith,o=IBM,c=us

IBM

Photograph of John
Smith
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AVTIKEIPEVO KOl aTtapaitnta attributes

Object class Description Required attributes
commonName (cn)
[netOrgPerson Defines entries for a person surname (sn)
objectClass
L . . .. L .. |ou
organizationalUnit [Defines entries for orgamizational units |
objectClass
L . . A L 0
organization Defines entries for organizations :
= = objectClass
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OvouatoAoyia oto LDAP (1)

e Ta avtikeipeva o€ Eva LDAP KataAoyo
avayvwpidovtal aro ta ovopata toug (distinguished
name - DNSs)

e 'Exouv d00 TUTTOULC:

String: (opiletal oto RFC2253): cn=Leslie Smith,
ou=Austin, 0=IBM

URL: Idap://<host>:<port>/<path>, 0Tt0L <path> £xe1 TNV
Hop@r <dn>[?<attributes>[?<scope>?<filter>]].

Ottou <dn> gival eva LDAP distinguished name 1o oTtoio
XPNOIYOTIOIEI String.
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OvouatoAoyia oto LDAP (2)

e Ta DNs armoteAouvtal arto aAAnAovxia oxetikwv DN
cn=John Smith,ou=Austin,0=IBM,c=US (Leaf 2 Root)

e AEVTPO TIANPOPOPIWV KATOAOYOU - Directory
Information Tree (DIT)

e AKOAOULBEI YeWYPAPIKO oXNUOTA I oxAuata
opyavwaong

YAoTtoinon AIKTUOKWVY YTIOO0UWV Kal YTINPECIWV
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OvopatoAoyia oto LDAP (3)

e To LDAP oxnua
Opidel TTOI0 AVTIKEIPEVO ETTITPETIOVTAL
[Tou UTTOPOLV VO ATTOBNKELTOLV
Ti attributes €xouv (objectClass)
[Mola attributes cival tpoaipetika (objectClass)
Tottog kKA Be attribute (objectClass)

e To LDAP oxnua TIPETIEL VO UTTOPEL va dIaBOCTEN ATIO
Tov client
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Directory Information Tree (DIT)

Directory Information Tree

e Common

de=oracle ®

ou=Sales

cn=hAnne Smith o
cn=Anne Smith

drn: en=Anne Smith,ou=IT,de=oracle , dec=caom

YAoTtoinon AIKTUOKWVY YTIOO0UWV Kal YTINPECIWV

attributes:

DC: Domain
Component

OU: Organizational
Unit

CN: Common
Name

SN: Surname
UID: Unique ID
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Agrtovpyiec LDAP

e [lloTOTIOINON
BIND/UNBIND
ABANDON
e Avalntnoecic
Ava(nTtNoEIC
> UYKpIon entry
e EvnuéEpwoaon
[MpooONKn entry
Alaypaen entry (Movo nodes o€ @UAAQ, Ox! aliases)
Evnuepwoaon entry, Modify DN/RDN
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Client - Server

e O Client edpaiwvel eva session pe tov server (BIND)
Hostname/IP kol apiBpog port
Ac@AAElO
MoTtortoinon Baolopévn o€ User-id/password

Avwvupun oLvdeon PE TIPoKaBopIouEVa dIKalwUOTa (Anonymous
connection - default access rights

KpuTttoypagnon €1tiong vrtootnpidetal
e O Client ekteAei AcITOLPYIEC

Read/Update/Search

SELECT X,Y,Z FROM PART_OF_DIRECTORY
e O Client tepparilel To session (UNBIND)
e O Client pttopei va ABANDON t0 session

YAoTtoinon AIKTUOKWVY YTIOO0UWV Kal YTINPECIWV
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Bind / Unbind / Abandon

e BIND: To aitnua mtepiAappavel Tnv €kdoon touv LDAP, to ovopa
TOU client 0 oTt0i0C KAvel To aitnua yio BIND kat n péE6odocg
TIIOTOTIOINONG N OTIoIO YTTOPEL va gival:

ATIAN (01 KWAIKOI gival KaBapo Keipevo, anonymous)
Kerberos v4 oto LDAP server (krbv42LDAP)

e O Server avtaTtioOKPIVETAI PE €Va status indication

e UNBIND: Teppartidetal 10 session
UnbindRequest ::= [APPLICATION 2] NULL

e ABANDON:
MessagelD to abandon

YAoTtoinon AIKTUOKWVY YTIOO0UWV Kal YTINPECIWV
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Search / Compare

e Search: To aitnua TiepIAauBavel
baseObiject: éva LDAPDN
Scope: o€ Ttooa eTtitteda Ba eTteKTOOEl N avadrtnon
derefAliases: Ttw¢ Ba XelploToLy Ta aliases
sizeLimit: U’éle'TOC apIBUOC aTto entries Ta oTtoia Ba
ETUOTPAPOLV
timeLimit: uEyloTog XpOVOC YIO TOV OTIOI0 Ba EKTEAEITAL N
avadlntnon
attrsOnly: ETiiotpo@r) yovo tuTtouc attribute types r) kai TI¢ TIEC
Filter: ZuvOnKeg o1 OTTOIEC TIPETIEL VO IKAVOTIOIOUVTOI KATA TNV
avadlntnon
Attributes: Aiota pe ta attributes ta oTtoia 6a ETIIOTPAPOLV

e Compare: TTapopolo Pe To search oAAG eTIOTPEPEl T/F
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Add / Modify / Delete

e ADD request
MpooBnkn LDAPDN
Aiota arto Attributes Kal TIHEC

e MODIFY request

XPNOoIYOTIoIETal YIO VO TIPOOBECEL, diaypayel Kal
TpoTIOTIOINOE! attributes

To Request Tteplypa@el
Object: LDAPDN

NIiOTO PE TPOTIOTIOINOEIC
= Add, Delete, Replace

e DELETE request
Object: LDAPDN
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PWTOKOAAO LDAP (1)

e Mnvupa LDAPMessage

LODAPMessage ::=
SEQUENCE |
messagelD
protocoldp

}

MessageID ::= INTEGER (0

MessagelID,
CHOICE |

bindReguest
bindResponse
unbindRequest
gearchRequestC
gearchResponse
modifyRequest
modifyResponse
addReguest
addResponse
delRequest
delResponse
modifyRDNRequest
modifyRDNResponse
compareDNRegquest
compareDNResponga
abandonRegquest

maxInt)

BindRequest,
BindResponse,
UnbindRequest,
SearchRequest,
SearchResponse,
ModifyRegquest,
ModifyRespconse,
AddReguest,
AddResponse,
DelRequest,
DelResponse,
ModifyRDNRequest,
ModifyRDNResponse,
ComparaRequest,
ConparsResponse,
EbandonRequeast
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LDAPResult ::=

SEQUENCE {
resultCode ENUMERATED {
4 SuCCess (0,
I_I meO KO O L DAP operationsError (L
protocolError F2E,
timeLimitExceeded (3},
22 sizeLimitExceeded (43,
( ) compareFalse (5,
compareTrue (6).,
authMethodNotSupported g 1
stronghuthRequired (8},
/4 nofuchhttribute (18},
o Mr]VUIJG LDAP ReSUIt undefinedittributeType {23
inappropriateMatching (18),
constraintWioclation (19},
attributedrValueExists (20},
invalidattributeSyntax {21},
noSuchObject (32},
aliasPrablem {33},
invalidDNSyntax (34},
isleaf (35},
aliaghereferencingfroblem (3g),
inappropriatefuthentication (48},
invalidCredentials {49},
insufficientAccessRights (50},
busy [51),
unavailable (52},
unwillingToPerform (53},
loopDetect (54},
namingViolation {4},
objectClassViolation (65},
nothllowedontonLeaf (66),
nothl lowedOnREDN (&7},
entryhlreadyExists (68),
objectClassModsProhibited (69},
other (80)
¥
matchedDN LDAFDN,

errcrMessage LDAPString
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Aocpalela oto LDAP (1)

e H ao@aAeia Baoiletal oto BIND povieAo
KaBapo Keipevo oto ver 1

Kerberos ota ver 1,2,3(opt)

SASL oto ver 3
Simple Authentication and Security Layer
XPNOIUOTIOIEL YIa ATTIO TIOAAEC HEBOOOLC TIIOTOTIOINONC
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Aocpalela oto LDAP (2)

e Xprjon SASL t10 ortoio xpnoiuortolei 1o SSL/TLS

o 0 o

SSL or'rLs |

TCP |
HTTP + SSLITLS + TCP = HTTPS
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Ao@aAcla oto LDAP (3)

e SSL/TLS Handshake

Request, SSL/TLS Options

Certificate, SSL/TLS Options
- ' P

Prove It

-

Time

Messaqge, Digest
- g g

Client
Server

Symmetric Key (encrypted) -

Random Message (encrypted)
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O UOVTEAO TOU TIPWTOKOAAOU

e O1 Clients eKteAOUV AEITOVPYIEC TOV
TIPWTOKOAANOUL O€ Servers

O1 Client atéAvouv request otov server
O Server €TUTEAEI AEITOVPYIEC OTOV KATAAOYO

O Server ETOTPEPEL TO ATIOTEAECA 1] MNVUUO
AGBoLC

e AcUyXpovn ETIIKOIVWVIO PE TOV Server

YAoTtoinon AIKTUOKWVY YTIOO0UWV Kal YTINPECIWV
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AANAeTTIOpaon Client/Server

Application Client

Application

Fa'eiuest Reply
API

Directory Server

Directory Client

TCP/IP

— Receive Message
Access Directory -

Return Reply

:

TCP/IP

T Request Message ———m- ?

-#— Reply Message

Directory
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YAottoinoeic LDAP

e C Library API

LDAPV2 - RFC 1823 ‘The LDAP API’
LDAPV3 — In Internet Draft stage

e Java JNDI

e LDAP v3 xpnoiuottoiei UTF-8 encoding yia to
Unicode character set.

e HTTP to LDAP gateway
e LDAP to X.500 gateway

YAoTtoinon AIKTUOKWVY YTIOO0UWV Kal YTINPECIWV
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