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Web Server

e 'Eva mipoypapua (daemon, httpd) to orttoio:

AvtaTtokpivetal oe TCP connection Kol TIOPEXEL
UTTNPECIEC O€ eva client

EKTteAciTe aveaptnta

e O1 Web servers:
Agv eAEyXouv Tov HTML Kwoika
Agv EAEYXOULV T links

e Web site = host + Web server + information (file
system)
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AoylouIKO yia Web Server

e 2LVNOWC dlatiBeTal EAELOEPQ
e AIOTIOETAI VIO TIC TIEPIOOOTEPEC TIAATPOPUEC:
UNIX, Ms Windows, Macintosh, VMS, VM, ...

e AloTa aT1to dlobEoipovc Web Servers:
http://www.w3.org/Servers.html/

o Anuo@iAnc Web Server:
CERN, NCSA (Ttpwtoc¢ web server)
Apache, MS IIS, Netscape
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Apache

e BpioKeTal UTTO CLVEXOUEVN OVATITUEN

e AlOTIBETOI EAEVOEPQ:
> € TINYaIo KWOIKA
> € OUOOIKO YIO TIOAANEC TIAOTPOPUEC
Ymtootnpidet HTPP 1.1. amo v €kdoon 1.2.

ATIOTEAEITOI ATTO TTOAAG modules Ta oTtoia
ETIIAEYOLE KOTA TO installation/complie

e Apache home: http://www.apache.org/
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Evykataotaon (Ubuntu)

e apt-get install apache?2

r
r

r

e daemon : apac

a
a
a

nt-get insta
nt-get insta

pt-get insta

port 80 ( http )
port 443 ( https )

e Script : apache2
[etc/init.d/apache?2 start
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pDacC
pDacC

DacC

ne2

neZ2-m
ne2-m

nez2-m

om-prefork
pm-worker

om-perchild




Apxeia Configuration

e /etc/apache2/apache2.conf

httpd.conf
ports.conf
conf.d/
mods-available
mods-enabled/
sites-available/
sites-enabled/
proxy-conf
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MepiBarrov Apache (1)

e ServerType {standalonelinetd}

e Listen 80

KOBOPIoPOC TV dIELOVVOEWV Kal TwV BuPwWV TIOL XPNOCIUOTIOIEI O
Apache

eival TIPOKOBOPICHEVOC VO OKOUEL € OAEG TIG OIELBUVTEIC TOU

MNXAVNPATOQ
UTTOPEI VO KOBOPIOTEI VO OKOVEI 0E OLYKEKPIMEVEC BUPEC 1] HOVO OE
OUYKEKPIUEVEC DIELOVVOEIC.

Ol directives BindAddress and Port €xouv Katapyn®okei.
e ServerRoot /etc/apache?2

apache 1.3 - ServerRoot /etc/httpd
e PidFile /var/run/apache2.pid

apache 1.3 - PidFile /var/run/httpd.pid
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[epiBaAiiov Apache (2)

e TimeQut <seconds>

LEYIOTO XPOVIKO JIACTNUO TIOL 0 Server 8a TIEPIUEVEL VIO
OUYKEKPIUEVEC EVEPYEIEC TIPOTOU ATIOPPIYPEL pia aitnon

o KeepAlive <on|off>
EvepyoTtolei / amevepyoTtolei Ti¢ HTTP persistent cuvOETEIC

o KeepAliveTimeOut <seconds>

LEYIOTO XPOVIKO dIACTNUO TIOL 0 Server 8a TIEPIUEVEL VIO
OIOOOXIKEC QITNOEIC O€ Yo persisten cuvdeonN

e MaxKeepAliveRequests <n>

LEYIOTOC OPIBUOC QITNOEWV TIOUL ETIEITPETIOVTOIl O€ HIO
persistent cuvdeon
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Kevipikog Server (1)

e ServerName

To XPNOIYOTIOIEI O Server yia va TIPOoadIopIcEl TNV TALTOTNTA
TOU

XpPNolyoTIolEital TTioNC yia TNV dnuiovpyia URLS
avokatevBuvonc (redirection URLS).

Tt.X. ServerName www.cnms.uop.gr:80
http://nttpd.apache.org/docs/2.2/mod/core.html#servername
e ServerAdmin
TL.X. admin@cnms.uop.gr
e DocumentRoot
“lvarfiwww/html|” (default )
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Kevipikog Server (2)

e User/Group
T.X. User apache
m.X. Group apache

e UserDir
0€on twv user-specific directories
T.X. UserDir disable root
m.X. UserDir WWW

e Directorylndex
1.X. Directorylndex index.html
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Apxeia Log

e Emtirteda logging (LogLevel)
Emerg, Alert, Crit, Error, Warn, Notice, Info, Debug

e LogFormat

e ErrorLog logs/error_log

e TransferLog logs/access log
e CustomLlLog

YAoTt0inon AIKTUOKWVY YTIOO0UWVY Kal YTINPECIWVY 11



[Motortoinon (Authentication)

e AuthName

Mrvopa TIIOTOTIOINONC TTOU EUQPAVICETOI OTO XPrOTN WOTE va
KOTOAABel o {evydpl username / password TIPETIEI VO OTEIAEL

1.X. AuthName "Password Required to enter this area”
AuthType Basic
AuthUserFile .htpasswd
AuthGroupFile .htgroup

Require valid-user

KaBopidel T1010G TTIOTOTIOINUEVOC XPNOTNG UTIOPEL va EXEL
TIPOOBOONC OE OCUYKEKPIPEVOUC TIOPOUC

T.X. Require user root
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‘EAgyxoc rtpooBaonc (1)

e allow from all|...
1t.X. allow from 192.168.1.5

e deny from all|...
T.X deny from 147.102.5.1

e Order allow,deny
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‘EAgyxoc rtpooBaonc (2)

APXEIO EAEYXOUL TIPOOLBOONC
.htaccess

o <Files ...>...</Files>
EAEYXOC TIPOOPBOoNC o€ apxeia
TL.X.
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‘EAgyxoc rtpooBaonc (3)

e <Directory ...>...</Directory>
EAEYXOC TIPOOBAONC 0 KATOAOYOUC
TL.X.

e <DirectoryMatch regex>...</Directory>
T1.X. <DirectoryMatch "www/(.+/)?[0-9{3}">
OAOI Ol KOTAAOYOI JECO OTOV WWW TTOU TO OVOUQ TOUC OTTOTEAEITOI ATIO TPIia
Wnoia
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Directive AllowOverride

e AnAwvel TtoleC directives PHTtopolV va UTIEPIOXVCOLV TIAVW OE 1N
TIOPOUETPOTIOMNUEVEG directives.

e ToTtOI directives Ttou £TUTPETIOVTAI OTO apXEia.htaccess
AuthConfig
directives Ttiotortoinong
FileInfo
directives TOTIWV OpXEiwV
Indexes
directives indexing KaTaAOywv
Limit
directives mtpocfaong oto host
Options
directives KaB0oPIOPOL CUYKEKPIPEVWVY XOPOAKTNPIOTIKWY KATOAOYWV
XpnolpoTtoleital povo ota tpnuata <Directory>

YAoTt0inon AIKTUOKWVY YTIOO0UWVY Kal YTINPECIWVY 16



Directive AllowOverride (Options)

e Options [+|-]option [[+|-]option]
e KOBOPIEl TTOIO XAPOKTNPIOTIKO Ba gival dlaBEoIpa oTo
OUYKEKPIPEVO KATAAOYO
None
All
ExecCGl
FollowSymLinks
O server 6a akoAovBrjoel symbolic links oto directory
SymLinksOwnerMatch
Indexes
MultiViews
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Virtual Hosts

e |P-based Virtual Host

TIOPEXOLV OIAPOPETIKN dlevBuvaon IP address yia
KaBe web site

e Name-Based Virtual Host

TIOPEXOUV DIOPOPETIKA OVOUOTO OE Jia JOVADIKN
dlevBuvaon IP

e http://httpd.apache.org/docs/2.2/vhosts/
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|IP-Based Virtual Hosts

<VirtualHost 192.168.1.100>
ServerName hostl.cnms.uop.gr
DocumentRoot /www/docs1

</VirtualHost>

<VirtualHost 192.168.1.200>
ServerName host2. cnms.uop.gr
DocumentRoot /www/docs?2

</VirtualHost>
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Name-Based Virtual Hosts

NameVirtualHost 192.168.1.100

<VirtualHost 192.168.1.100>
ServerName hostl.cnms.uop.gr
DocumentRoot /www/docs1

</VirtualHost>

<VirtualHost 192.168.1.100>
ServerName host2.cnms.uop.gr
DocumentRoot /www/docs?2
ErrorLog logs/host2

</VirtualHost>
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ottofetnon Web Server

[1pOOEKTIKN ETUAOYI host

Xprjon DNS alias 010 emiAeyuévo host
(www.domain.country)

[TpoaekTiKN T0T0BETNON TwV directories ServerRoot,
DocumentRoot kal Log GUU@wVa e KOVOVEC TOU
administrator Kal TIC ATIAITNOEIC O€ XWPNTIKOTNTA
dioKOU

KabBopiopog CGl rules
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Apache 2 MPM( Multiprocessing
Modules ) (1)

e MovteAo prefork

non-threaded, pre-forking web server 1ou
XEIPICETAl TIC AITNOEIC PE TPOTIO TIAPOUOIO UE TOV
Apache 1.3 ato Unix

e MovteAo worker (pthread)
LBPISIKOC Mmulti-process multi-threaded server

e MovteAo perchild
LBPIdIKOC Mmulti-process multi-threaded server
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MovteAo Prefork

e Apache 1.3, kai

e Apache 2.0 Prefork Parent
e [OAAG TTOIOIO

(0100IKOTIEQ)
e KaOe ttaudi

Child hilg

dlaxelpidetal pia Child

oUVOEOT KOBe popa

YAoTtoinon AIKTUOKWVY YTIOO0UWV Kal YTINPECIWV

... (100s)
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Apache 2 MPM( Multiprocessing
Modules ) (2)

e MovtéAo worker
LBPISIKOC Multi-process multi-threaded server

KABE dladikaaia (process) aTtoTEAEITAl ATIO OTABEPO APIBUO
threads.

O server avtaTIoKPIVETAI OTIC PETABOAEC TOL POPTOU OLEAVOVTOC
1 HEIWVOVTAC TOV APIBUO TWV SI0dIKATIWV.

e MovtEho perchild
LBPIOIKOC multi-process, multi-threaded web server

‘Evag otaBepog apiBpwy d10dIKATIWY dNUIOLPYOUV TIOAAATIAA
threads yia va avtarmokpiBoLv oTIC AITHOEIC.

O server avtaTIoKPIVETAI OTIC METABOAEC TOL POPTOV OLEAVOVTOC
1 YEIWVOVTAC TV aplOpo Twv threads oe KGBe diadikaaoia
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MovteAo Worker

e Apache 2.0
Worker

e Aiya Ttaud1a
(O100IKAOIEC)

e KOO tandi
dlaxelpidetal
TTOAAEC
TIOPAAANNAEC
OUVOEODEIC
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ALVOUIKO TtEplExopEVo (Modules)

e ExteTOpEVO API
e Pluggable Interface
e AUVOMIKEC N OTOTIKEC DIOOVLVOECDEIC

YAoTtoinon AIKTUOKWVY YTIOO0UWV Kal YTINPECIWV
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In-process Modules

e EkteAovLvtal y€oa aro tnv diadikaoia httpd

e CGI (mod_cqi)

e mod_perl
e mod_php

e mod_python

e mod tcl
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Out-of-process Modules

e H emeéepyaaoia
EKTEAEITAL £€W ATIO TN

Tomcat

oladikaaia httpd (TT.X. Parent
Application Server)
e Tomcat hildi
mod_jk/ik2, mod_jserv Child |
e Mod_proxy Child

e mod_jrun
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2 UVOAIKIN OPXITEKTOVIKN

10s of threads

Parent

100s of threads

N

mod jk

mod php
mod per

mod rewrite

i
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_—1 Tomcat
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Mepidlo ayopdg
yla kaBe Web Server

Server pe oTtoIxeia oo 168

BOX
Llird

e ‘Epevva tn¢ netcraft.com tov Maio tov 2008 yia Web

‘Epevva yia Web Servers (1)



‘Epevva yia Web Servers (2)

e ‘Epevva tn¢ netcraft.com tov Maio tov 2008 yia Web
Server pe otoixeia aro 168,408,112 sites
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